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1. Modbus/TCP Map

Introduction

Modbus TCP is a protocol commonly used for the integration of a SCADA system. It is also a vendor-neutral
communication protocol used to monitor and control industrial automation equipment such as PLCs,
sensors, and meters. In order to be fully integrated into industrial systems, Moxa’s switches support Modbus
TCP/IP protocol for real-time monitoring in a SCADA system.

Data Format and Function Code

Modbus TCP supports different types of data format for reading. The primary four types of them are:

Function

Data Access Type Code Function Name Note
Physical Discrete Inputs |2 Read Discrete Inputs
Bit access Int-ernal Bits or Physical Read Coils
Coils
Word access Physical Input Registers |4 Read Input Registers Moxa Support
(16-bit access) |Physical Output Registers|3 Read Holding Registers

Moxa switches support Function Code 4 with 16-bit (2-word) data access for read-only information.

Configuring Modbus/TCP on Moxa Switches

Type 1

Modbus TCP
Enable

Select the checkbox and click Activate to enable the Modbus TCP.
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Type 2: New UI 2.0

Modbus TCP is disabled by default. To enable Modbus TCP, check Enable Modbus TCP then click Apply.

Industrial Protocol

EtherNet/IP
(] Enable EtherNet/IP

Note: IGMP snooping will be automatically enabled when EtherNet/IP is activated.

Modbus TCP
() Enable Modbus TCP

PROFINET l/O
[7) Enable PROFINET I/O

Modbus Data Map and Information
Interpretation of Moxa Switches

The data map addresses of Moxa switches shown in the following table start from Modbus address 30001
for Function Code 4. For example, the address offset 0x0000 (hex) equals Modbus address 30001, and the
address offset 0x0010 (hex) equals Modbus address 30017. Note that all the information read from Moxa

switches are in hex mode. To interpret the information, refer to the ASCII table for the translation (e.g.
0x4D = ‘M’, Ox6F ="'0').

Address Offset |Data Type ____|Interpretation |Description
System Information

0x0000 1 word HEX Vendor ID = 0x1393

0x0001 1 word Unit ID (Ethernet = 1)

0x0002 1 word HEX Product Code = 0x0003

Vendor Name = “Moxa”
Word 0 Hi byte = ‘M’
Word 0 Lo byte = ‘0o’
0x0010 20 words ASCII Word 1 Hi byte = 'x’
Word 1 Lo byte ="
Word 2 Hi byte = "\0’

Word 2 Lo byte = "\0’
Product Name = “"EDS-408A"
Word 0 Hi byte = ‘E’

I
]

Word 0 Lo byte ="'D’

Word 1 Hi byte ='S’

Word 1 Lo byte ="'~/

0x0030 20 words ASCII Word 2 Hi byte = ‘4’
Word 2 Lo byte =0’

Word 3 Hi byte = '8’

Word 3 Lo byte = ‘A’

Word 4 Hi byte = "\0’

Word 4 Lo byte = "\0’
0x0050 1 word Product Serial Number
Firmware Version

Word 0 Hi byte = major (A)
0x0051 2 words Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
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Address Offset

0x0053

Data Type Interpretation |Description

2 words

HEX

Firmware Release Date

For example:

Word 0 = 0 x 0609

Word 1 = 0 x 0705

Firmware was released on 2007-05-06 at 09
o’clock

0x0055

3 words

HEX

Ethernet MAC Address

Ex: MAC = 00-01-02-03-04-05
Word 0 Hi byte = 0 x 00

Word 0 Lo byte = 0 x 01

Word 1 Hi byte = 0 x 02

Word 1 Lo byte = 0 x 03

Word 2 Hi byte = 0 x 04

Word 2 Lo byte = 0 x 05

0x0058

1 word

HEX

Power 1
0x0000: Off
0x0001: On

0x0059

1 word

HEX

Power 2
0x0000: Off
0x0001: On

0x005A

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

0x005B

6 words

ASCII

Product 12-digit full Serial Number

0x0080

1 word

HEX

DI1
0x0000:Off
0x0001:0n

0x0081

1 word

HEX

DI2
0x0000:Off
0x0001:0n

0x0082

1 word

HEX

DO1
0x0000:Off
0x0001:0n

0x0083

1 word

HEX

D02
0x0000:Off
0x0001:0n

Port Information

0x1000 to
Ox10FF

1 word

HEX

Port Status
0x0000: Link down
0x0001: Link up
0x0002: Disable
OXFFFF: No port

0x1100 to
Ox11FF

1 word

HEX

Port Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full
OxFFFF: No port

0x1200 to
Ox12FF

1 word

HEX

Port Flow Ctrl
0x0000:Off
0x0001:0n
OXFFFF:No port

0x1300 to
O0x13FF

1 word

HEX

Port MDI/MDIX
0x0000: MDI
0x0001: MDIX
OxFFFF: No port
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Address Offset |Data Type Interpretation |Description

Port Description
Port Description = “100TX,R145.”
Word 0 Hi byte =1’

0x1400 to Word 0 Lo byte =0’
0x1413 (Port 1) Word 1 Hi byte =0’
Ox1414 to 20 words ASCII Word 1 Lo byte =T
0x1427 (Port 2) Wordm4 Hi byte = ‘4’

Word 4 Lo byte =5’

Word 5 Hi byte ="."
Word 5 Lo byte = "\0’

Packets Information

Port 1 to 8 Tx Packets

Ex: port 1 Tx Packet Amount = 44332211
0x2000 to Received Modbus response:

0x2023 2 words HEX 0x44332211
Word 0 = 4433

Word 1 = 2211

Port 1 to 8 Rx Packets

Ex: port 1 Rx Packet Amount = 44332211
0x2100 to 2 words HEX Received Modbus response:

0x2123 0x44332211

Word 0 = 4433

Word 1 = 2211

port 1 to 8 Tx Error Packets

Ex: port 1 Tx Error Packet Amount = 44332211
0x2200 to 2 words HEX Received Modbus response:

0x2223 0x44332211

Word 0 = 4433

Word 1 = 2211

port 1 to 8 Rx Error Packets

Ex: port 1 Rx Error Packet Amount = 44332211
0x2300 to 2 words HEX Received Modbus response:

0x2323 0x44332211

Word 0 = 4433

Word 1 = 2211

Redundancy Information

Redundancy Protocol
0x0000:None
0x0001:RSTP
0x0002:Turbo Ring
0x0003:Turbo Ring V2
0x0004:Turbo Chain
0x0005: MSTP

0x0010: MRP

RSTP Root

0x0000: Not Root
0x0001: Root

OxFFFF: RSTP Not Enable
RSTP Port 1 to 8 Status
0x0000: Port Disabled
0x0001: Not RSTP Port
0x3200 to 0x0002: Link Down
0x3211 1 word HEX 0x0003: Blocked
0x0004: Learning

0x0005: Forwarding

OxFFFF: RSTP Not Enable
Turbo Ring Master/Slave
0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring Not Enable

0x3000 1 word HEX

0x3100 1 word HEX

0x3300 1 word HEX
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Address Offset

0x3301

Data Type Interpretation |Description

1 word

HEX

Turbo Ring 1st Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

0x3302

1 word

HEX

Turbo Ring 2nd Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning
0x0005:Forwarding

0x3303

1 word

HEX

Turbo Ring Coupling

0x0000: Off

0x0001: On

OXFFFF: Turbo Ring is Not Enabled

0x3304

1 word

HEX

Turbo Ring Coupling Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port
0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

OxFFFF: Turbo Ring is Not Enabled

0x3305

1 word

HEX

Turbo Ring Coupling Control Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

0x0006: Inactive

0x0007:Active

OxFFFF:Turbo Ring is Not Enabled

0x3500

1 word

HEX

Turbo Ring V2 Coupling Mode
0x0000: None

0x0001: Dual Homing

0x0002: Coupling Backup

0x0003: Coupling Primary
OxFFFF:Turbo Ring V2 is Not Enabled

0x3501

1 word

HEX

Turbo Ring V2 Coupling Port Primary Status
(Used in Dual Homing, Coupling Backup, and

Coupling Primary)

0x0000:Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 is Not Enabled

0x3502

1 word

HEX

Turbo Ring V2 Coupling Port Backup Status

(Only using in Dual Homing)
0x0000: Port Disabled

0x0001: Not Coupling Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Not Enable
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Address Offset

0x3600

Data Type Interpretation |Description

1 word

HEX

Turbo Ring V2 Ring 1 status
0x0000: Healthy

0x0001: Break

OxFFFF:Turbo Ring V2 Not Enable

0x3601

1 word

HEX

Turbo Ring V2 Ring 1 Master/Slave
0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring V2 Ring 1 Not Enable

0x3602

1 word

HEX

Turbo Ring V2 Ring 1 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004:Learning

0x0005:Forwarding

OXFFFF:Turbo Ring V2 Ring 1 is Not Enabled

0x3603

1 word

HEX

Turbo Ring V2 Ring 1’s 2nd Port Status

0x0000:
0x0001:
0x0002:
0x0003:
0x0004:
0x0005:

Port Disabled

Not Redundant Port
Link Down

Blocked

Learning
Forwarding

OxFFFF: Turbo Ring V2 Ring 1 is Not Enabled

0x3680

1 word

HEX

Turbo Ring V2 Ring 2 Status

0x0000: Healthy

0x0001: Break

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3681

1 word

HEX

Turbo Ring V2 Ring 2 Master/Slave

0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3682

1 word

HEX

Turbo Ring V2 Ring 2’s 1st Port Status

0x0000:
0x0001:
0x0002:
0x0003:
0x0004:
0x0005:
OXFFFF:

Port Disabled
Not Redundant
Link Down
Blocked
Learning
Forwarding

Turbo Ring V2 Ring 2 is Not Enabled

0x3683

1 word

HEX

Turbo Ring V2 Ring 2’s 2nd Port Status

0x0000:
0x0001:
0x0002:
0x0003:
0x0004:
0x0005:

Port Disabled
Not Redundant
Link Down
Blocked
Learning
Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3700

1 word

HEX

Turbo Chain Switch Roles

0x0000: Head

0x0001: Member

0x0002: Tail

OXFFFF: Turbo Chain is Not Enabled

0x3701

1 word

HEX

Turbo Chain 1st Port status

0x0000
0x0001
0x0002
0x0003

OXFFFF:

: Link Down

: Blocking

: Blocked

: Forwarding

Turbo Ring V2 Ring 2 Not Enable
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Address Offset |Data Type Description

Turbo Chain 2nd Port status
0x0000: Link Down
0x0001: Blocking
0x3702 1 word HEX 0x0002: Blocked
0x0003: Forwarding
OxFFFF: Turbo Ring V2 Ring 2 Not Enable
MSTP Register
MSTP CIST Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
1 word, 0x0103 0x01: DesignatedPort / 0x01 Discarding
=> port role = 0x02: RootPort / 0x02 Learning
0x4000 ~ 0x407F |DesignatedPort HEX 0x03: AlternatePort / 0x03 Forwarding
port state = 0x04: BackupPort
Forwarding 0x06: Not MSTP Port / 0x0O6Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI1 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:IZTr’t :)O)|(21=03 0x02: RootPort / 0x02Learning _
0x4080 ~ Ox40FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI2 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:/(:)r(;jr,t 2:2133 0x02: RootPort / 0x02Learning _
0x4100 ~ 0x417F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI3 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / x01Discarding
i:/(:)r(;jr,t 2:2133 0x02: RootPort / 0x02Learning _
0x4180 ~ Ox41FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI4 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:l(:(;jr’t 2:2133 0x02: RootPort / 0x02Learning _
0x4200 ~ 0x427F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable

Industrial Protocols User Guide 10



Address Offset |Data Type Interpretation |Description

MSTP MSTIS Port Role / Port State

0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc:)fr’t r00)|(21=03 0x02: RootPort / 0x02Learning .
0x4280 ~ Ox42FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI6 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;f;t |33)|(21=03 0x02: RootPort / 0x02Learning .
0x4300 ~ 0x437F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI7 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;;jr’t 2;(21:03 0x02: RootPort / 0x02Learning .
0x4380 ~ Ox43FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
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2. EtherNet/IP

Introduction

EtherNet/IP is an Industrial Ethernet Protocol defined by the ODVA association. The protocol is open to the
public and vendors can implement EtherNet/IP into their industrial devices without incurring a license fee.
Many vendors have adopted this protocol as the standard communication protocol between devices. For
example, Rockwell Automation uses EtherNet/IP as the standard protocol for their Logix controllers over
Ethernet networks.

To allow complete integration with a Rockwell system, Moxa switches not only provide a full-functioning of
industrial network infrastructure, but also enable the SCADA system to monitor the status of the switches as
well as that of the PLCs, .making the switches part of a Rockwell system.

Messaging Types

EtherNet/IP supports two types of communication methods for EtherNet/IP devices: Explicit Messaging and
Implicit Messaging. Explicit Messaging is unscheduled and is used for a request/response communication
procedure (or client/server procedure). Explicit Messaging uses TCP/IP over Ethernet. Implicit Messaging is
scheduled and is used for a producer/consumer communication with UDP over Ethernet. Implicit Messaging
is also called I/O Messaging.

Configuring EtherNet/IP on Moxa Switches

Type 1:

Ethernet/IP

O Enable (Enable IGMP Snooping automatically after activating)
@® Disable L (Disable IGMP Snooping after activating)

Check the Enable checkbox to enable EtherNet/IP. With EtherNet/IP enabled, IGMP Snooping and IGMP
Query functions will be enabled automatically to be properly integrated in Rockwell systems for multicast
Implicit (I/0) Messaging.
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Type 2: New UI 2.0
EtherNet/IP is disabled by default. To enable EtherNet/IP, check Enable EtherNet/IP then click Apply.

Industrial Protocol

EtherNet/IP

[J Enable EtherNet/IP
Note: IGMP snooping will be automatically enabled when EtherNet/IP is activated.

Modbus TCP
() Enable Modbus TCP

PROFINET l/O
[7) Enable PROFINET I/O

CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Moxa switches support the
following objects for PLCs and SCADA systems to monitor:

e Identity Object

e TCP/IP Interface Object

e Ethernet Link Object

e Assembly Object

e Message Router Object

e Connection Manager Object

e Port Object

e Moxa Networking Object (Vendor Specific)

The supported attributes and services of the above objects are introduced in the table below, including the

access rules for each attribute. To understand the details of each attribute of the standard objects, refer to
the official documents of CIP introduction (Vol. 1) and the EtherNet/IP Adaptation of CIP (Vol. 2).

Industrial Protocols User Guide 13



Identity Object

The Class code of Identity object is 0x01 (Defined in CIP Voll, 5-2).

There is one instance of this object in our product. It stores the information of the production and the
device. The following tables summarize the class attributes and the instance attributes.

Class Attribute List

Access . ..

1 Get Revision UINT (16) Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the
device

Number of object instances currently created
in this class level of the device.
Maximum ID Number The attribute ID number of the last class
6 Get . UINT (16) attribute of the class definition implemented
Class Attributes . .
in the device

. The attribute ID number of the last instance

Maximum ID Number

7 Get Instance Attributes UINT (16) éttrlbute of the class definition implemented
in the device

3 Get Number of Instances UINT (16)

Instance Attribute List

A
Attr ID m (Struct.) |Data Type Description

1 Vendor ID UINT (16) 991, the vendor ID of Moxa.
2 Get Device Type UINT (16) 0 x 307, “Managed Ethernet Switch”.
3 Get Product Code UINT (16) Please refer to Product Code Table.
(Struct.) The version of the Identity object
4 Get Revision Major USINT (8) The structure member, major
Minor USINT (8) The structure member, minor.
5 Get Status WORD (16) Not used
6 Get Serial Number UDINT (32) The serial number of each device
SHORT_ The product name in human-readable
7 Get Product Name STRING format
The assigned switch name
. For example:
15 Get/Set |Assigned Name STRINGI “Managed Redundant Switch xxxxx".
(xxxxx is series number.)
Geographic The assigned switch location
17 Get/Set Location STRINGI The default string is “Switch Location”.

The Identity Object Instance supports the following CIP Common services:

Common Service List

Implementation

Service Name Description
Instance
0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0xO0E v 4 Get_Attribute_Single Used to read an object instance attribute.
0x10 v Set_Attribute_Single Used to write an object instance attribute
0x05 v Reset Invokes the reset service for the device

Product Code Table

Product Code Model Name Z;:iu‘:t Model Name Product Code Model Name

0x0001 EDS-518A 0x001D |EOM-104FO 0x0050 ICS-G7828A
0x0002 EDS-405A 0x0020 |EDS-P506A 0x0050 ICS-G7826A
0x0003 EDS-408A 0x0021 |PT-7728-PTP 0x0050 IKS-G6824A
0x0004 EDS-505A 0x0022 |PT-510 0x0051 ICS-G7752A
0x0005 EDS-508A 0x002C |PT-508 0x0051 ICS-G7750A
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Product Code Model Name Z:::Iiu‘:t Model Name Product Code Model Name

0x0006 EDS-510A 0x002D |PT-7528 0x0051 ICS-G7748A
0x0007 EDS-516A 0x0033 |EDS-G508E 0x0052 ICS-G7852A
0x0009 PT-7728 0x0033 |EDS-G512E 0x0052 ICS-G7850A
0x000B PT-7828 0x0033 |EDS-G516E 0x0052 ICS-G7848A
0x000C PT-7710 0x0033 |EDS-G512E-8POE 0x0053 EDS-518E
0x000F EDS-G509 0x003B |EDS-408A-SS-ST-BP 0x0056 IKS-6728A-8POE
0x0010 EDS-P510 0x003C |EDS-510A-3SFP-2SSC  |0x0057 RedBox
0x0013 EDS-608 0x0040 |EDS-P510A-8PoE 0x0058 IKS-6728A
0x0015 EDS-611 0x0041 |IEX-402-VDSL 0x0058 IKS-6726A
0x0016 EDS-616 0x0043 |EDS-510E 0x0064 EDS-528E
0x0017 EDS-619 0x004F |ICS-G7528A 0x008F PT-G7828
0x0018 EOM-104 0x004F |ICS-G7526A 0x00A1 PT-G7728
0x0019 PT-G7509 0x004F |IKS-G6524A 0x0071 EDS-P506E

TCP/IP Interface Object

The Class code of TCP/IP Interface object is O0xf5 (Defined in CIP Vol2, 5-3). There is one instance of this
object.

The following tables summarize the attributes of this object.

Class Attribute List

Access Arf
Attr D _ i Type Descrlptlon

1 Get Revision UINT (16) Revision of this object.
Maximum instance number of an object

2 Get Max Instance UINT (16) currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number of object instances currently created

at this class level of the device
. The attribute ID number of the last class
Maximum ID Number

6 Get Class Attributes UINT (16) attribute of the class definition implemented

in the device
Maximum ID Number The attribute ID number of the last instance
7 Get . UINT (16) attribute of the class definition implemented
Instance Attributes . ;
in the device

Instance Attribute List
Attr ID |Access Rule [Name _|(Struct.) _|Data Type _|Description

Interface status

0 = The Interface Configuration
attribute has not been configured.

1 Get Status DWORD (32) |1 = The Interface Configuration
attribute contains valid

configuration obtained from

BOOTP, DHCP or non-volatile storage.
Interface capability flags

Bit map of capability flags:

Configurati Bit 0: BOOTP Client
2 Get on DWORD (32) |[Bit 1: DNS Client
Capability Bit 2: DHCP Client

Bit 3: DHCP-DNS Update
Bit 4: Configuration Settable
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Attr ID |Access Rule |[Name  [(Struct.) Data Type |Description |

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration

0 = The device shall use the
interface configuration values
previously stored (for example,

Configurati in non-volatile memory or via hardware
3 Get/Set on Control DWORD (32) |witches).

1 = The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via DHCP
upon start-up.

3 tol5 = Reserved.

Physical . (Struct.) P.ath to physical link object
. . Path Size UINT (16) Size of Path
4 Get Link Object - - ——
path padded EPATH Loglgal se?gmenFs identifying the
physical link object
(Struct.) TCP/IP network interface configuration
IP Address UDINT (32) The device’s IP address
Network Mask |UDINT (32) The device’s network mask
Interface Gateway
5 Get/Set Configurati Address UDINT (32) Default gateway address
on Name Server |UDINT (32) Primary name server
Name Server2 |[UDINT (32) Secondary name server
Domain Name STRING Default domain name
6 Get/Set Host Name STRING Host name

The TCP/IP Object Instance supports the following CIP Common services:

Common Service List

Implementation

Service Name

Description

Instance
0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0 x OE v v Get_Attribute_Single Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Ethernet Link Object

The Class code of Ethernet Link object is 0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there is an
instance of this class. The following table shows the mapping of instance number and the switch port

number.

Instance Number Mapping to

0

Ethernet Link class

1 1st switch port
2 2nd switch port
3 3rd switch port

The following tables summarize the attributes of the Ethernet Link object.
There are some vendor specific attributes in the table (Starting from attribute Id 100).
Class Attribute List

Attr ID

Data Type |Description

UINT (16) |[Revision of this object
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Access ..

Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the device
3 Get Number of Instances UINT (16) Ngmber of object mstancgs currently created in
this class level of the device
Maximum ID Number The attribute ID number of the last class
6 Get . UINT (16) |attribute of the class definition implemented in
Class Attributes )
the device
Maximum ID Number The attribute ID number of the last instance
7 Get . UINT (16) |attribute of the class definition implemented in
Instance Attributes -
the device
100 Get Moxa-specific Revision UINT (16) |Revision of Moxa specific attributes and services
Instance attribute list
Attr ID I::::ss Name (Struct.) |Data Type Description
Interface speed currently in use
1 Get Interface Speed UDINT (32) (Speed in Mbps, e.g., 0, 10, 100,
1000, etc.)
2 Get Interface Flags DWORD (32) Refer to the Interface Flags table.
. ARRAY of 6 MAC layer address (The System
3 Get Physical Address USINT(8) MAC address).
(Struct.) Counters relevant to the receipt of
packets.
In Octets |UDINT (32) Octets received on the interface.
In Ucast Unicast packets received on
Packets UDINT (32) the interface.
In NUcast Non-unicast packets received on
Packets UDINT (32) the interface.
. Inbound packets received on
In Discards |UDINT (32) the interface but are discarded.
Inbound packets that contain
4 Get Interface Counters |1 Errors  |UDINT (32) Errors (does not include In
Discards).
Out Octets |[UDINT (32) Octets sent on the interface.
Out Ucast UDINT (32) pnlcast packets sent on the
Packets interface.
Out NUcast Non-unicast packets sent on
Packets UDINT (32) the interface.
Out .
.u UDINT (32) Discarded outbound packets.
Discards
Out Errors |UDINT (32) Outbound packets that contain
errors.
(Struct.)
Alianment Received frames that are not an
9 UDINT (32) integral number of octets in
Errors
length.
Received frames that do not pass
FCS Errors |UDINT (32) the ECS check.
5 Get Media Counters Single Successfully transmitted frames
- UDINT (32) which experienced exactly one
Collisions .
collision.
Multiple Successfully transmitted frames
. p UDINT (32) which experienced more than one
Collisions .
collision.
SQE Test UDINT (32) Number of tlme_zs the SQE test
Errors error message is generated.
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Attr ID

Description

Access

Alarm

Deferred Frames for which first
Transmissi [UDINT (32) transmission attempt is delayed
ons because the medium is busy.
Late Number of times a collision is
.. UDINT (32) detected later than 512 bit times
Collisions . .
into the transmission of a packet.
Excgs_sive UDINT (32) Fr_ames for which t.ransmi_ss.ion
Collisions fails due to excessive collisions.
MAC Frames for which transmission
Transmit |UDINT (32) fails due to an internal MAC
Errors sublayer transmit error.
) Times that the carrier sense
Carrier condition was lost or never
Sense UDINT (32) .
Errors asserte_d when attempting to
transmit a frame.
Frame Too UDINT (32) Recgived frame; that exceed_ the
Long maximum permitted frame size.
MAC Frames for which reception on an
Receive UDINT (32) interface fails due to an internal
Errors MAC sublayer receive error.
(Struct.) .Configuration for physical
interface.
Bit 0: Auto-Negotiate
Value 0: Force
Control . Value 1: Auto-Nego
6 Get/Set |Interface Control Bits WORD (16) Bit 1: Half/Full Duplex
Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
IF:{:ff(;ce UINT (16) Speed at which the interface
shall be forced to operate.
Speed
10 Get Interface Label SHORT_STRING [Human readable identification
100 Get Interface Port Index UDINT (32) Port index.
101 Get Interface Media Type STRING Media type
Value 0: Disabled Broadcast Storm
Protection.
102 Get/Set Broadc‘j:nst Storm USINT (8) Value 1 Enable Broadcast Storm
Protection Protection.
(Only selected products support
this function)
103 |Get Interface Utilization USINT (8) RX interface utilization in
percentage
Utilization . A -
104  |Get/Set |Alarm Upper USINT (8) ;Xp';tfg;atgz:t"'zat'on upper limit
Threshold
Utilization
105  |Get/Set ’:c')av;:r USINT (8) Not supported
Threshold
Value 0: Ignore
Value 1: On (Relay 1)
106 Get/Set |Port Link Alarm USINT (8) Value 2: On (Relay 2)
Value 3: Off (Relay 1)
Value 4: Off (Relay 2)
. Value 0: Disable
107 |Get/set | ort Traffic-Overload USINT (8) Value 1: Enable(Relay 1)

Value 2: Enable(Relay 2)
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Attr ID m (Struct.) |Data Type Description

108 Tx Unicast Packet UDINT(32) Number of TX unicast packets per
Rate second
R Pack N f RX uni k
109 Get X Unicast Packet UDINT(32) umber o unicast packets per
Rate second
110 Get Tx Multicast Packet UDINT(32) Number of TX multicast packets
Rate per second
111 Get Rx Multicast Packet UDINT(32) Number of RX multicast packets
Rate per second
112 Get Tx Broadcast Packet UDINT(32) Number of TX broadcast packets
Rate per second
Rx B Pack N f RX k
113 Get x Broadcast Packet UDINT(32) umber o broadcast packets
Rate per second
114 |Get Tx Multicast Packet UDINT(32) Total number of TX multicast
packets
115  |Get Rx Multicast Packet UDINT(32) Total number of RX multicast
packets
Total f TX t
116 |Get Tx Broadcast Packet UDINT(32) otal number of TX broadcas
packets
Total f RX
117 |Get Rx Broadcast Packet UDINT(32) otal number of RX broadcast
packets
Bit 0 = Disable
Bit 1 = Not Redundant port
Redundant Port Bit 2 = Link down
11 t DINT(32
8 |Ge Status UDINT(32) Bit 3 = Blocking
Bit 4 = Learning
Bit 5 = Forwarding

Interface Flags

Bit(s) [Called @ |Definition

0 Link Status 0 ind?cates an inaf:tive_ link;

1 indicates an active link.

0 indicates half duplex;

1 indicates full duplex.

Indicates the status of link auto-negotiation

0 = Auto-negotiation in progress.

1 = Auto-negotiation and speed detection failed. Using default values
for speed and duplex. Default values are product-dependent;
recommended defaults are 10Mbps and half duplex.

2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half
duplex.

3 = Successfully negotiated speed and duplex.

4 = Auto-negotiation not attempted. Forced speed and duplex.

0 indicates the interface can activate changes to link parameters
Manual Setting Requires |(auto-negotiate, duplex mode, interface speed) automatically. 1
Reset indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.

0 indicates the interface detects no local hardware fault; 1 indicates a
local hardware fault is detected. The meaning of this is product-
Local Hardware specific. For example, an AUI/MII interface might detect no

6 transceiver attached, or a radio modem might detect no antenna

1 Half/Full Duplex

2-4 Negotiation Status

Fault attached. In contrast to the soft, possibly self-correcting nature of the
Link Status being inactive, this is assumed a hard-fault requiring user
intervention.
7~31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:
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Common Service List

Implementation ) ...

0xO0E v v Get_Attribute_Single Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Assembly Object

The Moxa switch support static assembly object for CIP I/O messaging.
The Class code is 0x04 (Defined in CIP Vol 1, 5-5).

There are three instances of this object as the following.

Instance Number

Input 2 5
Output 1 2
Configuration 3 0

The Input means the data is produced by switch which includes the information and status report to the

originator for monitoring. The Output means the data is generated by the originator (remote host) and is
consumed by switch.

Class Attribute List

Attr ID Access Rule Data Type Description

1 Get Revision UINT (16) Revision of this object
Instance Attribute List

Attr ID Access Rule Name (Struct.) |Data Type Description

3 Get/Set Data Array of BYTE The implicit messaging content
4 Get Size UINT (16) Number of bytes in Attr. 3

Common Service List

Implementation
v v

Service Name Description

Get_Attribute_Single Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

For the definition of the I/O messaging, see the following table for details.

I/0 Messaging Content

Direction (I/O data Size Value & Description
Switch Fault Status |[UDINT (32) |Please refer to Moxa Networking Object Attr ID 2.
Input Port Exist ULINT (64) Please refer to Moxa Networking Object Attr ID 4.
Port Link Status ULINT (64) Please refer to Moxa Networking Object Attr ID 6.
Output Port Enable ULINT (64) Please refer to Moxa Networking Object Attr ID 5.

Message Router Object

The object within a node that distributes messaging requests to the appropriate application objects.
The supported messaging connections are as the following:

¢ Explicit Messaging

¢ Unconnected Messaging

e Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is the
Message Router object (Class Code 2).
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Class Attribute List

Attr ID Data Type Descriptions

1 Get Revision UINT (16) Revision of this object

Instance Attribute List
Access

Attr ID Rule Name (Struct.) |Data Type Description
(Struct.) A list of supported objects
1 Get Object_list Number UINT (16) Number of supported classes in the
classes array
Classes Array of UINT (16) |List of supported class codes
Number Maximum number of connections
2 Get Available UINT (16) supported
3 Get Number UINT (16) Number of connections currently used
Active by system components
4 Get Active . Array of UINT (16) A list of the c.onnectlon I.Ds of the
Connections currently active connections

Common Service List

Implementation
Service Name Description

Instance
0xO0E v Get_Attribute_Single Used to read an object instance attribute

Connection Manager Object

The Connection Manager Class allocates and manages the internal resources associated with both I/O and
Explicit Messaging connections.

The class code is 0x06. There is one instance of this object.

The supported connection trigger type is cyclic and change of state.

The instance attribute list is introduced as the following.

Class Attribute List

Attr ID Data Type |Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

1 Get/Set |Open Requests UINT (16) Number of Forward Open service requests received

Common Service List

Implementation ) . .-
m pescription

0x0e v v Get_Attribute_Single Returns the contents of the specified attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute
0Ox4E v Forward_Close Closes a connection
0x54 v Forward_Open Opens a connection
g
/  NOTE

To ensure correct data collection, use multicast connections.
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Port Object

The port object represents the underlying interface of CIP which is EtherNet/IP.

The class code is Oxf4. There is one instance of this object.

The instance attribute “"Port Type” identifies the CIP adaptation.
Class Attribute List

Att ID m (Struct.) Data Type Descrlptlon

1 Revision UINT (16) Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the
device
Number of Number of object instances currently
3 Get Instances UINT (16) created at this class level of the device.
The attribute ID number of the last class
8 Get Entry Port UINT (16) attribute of the class definition implemented
in the device
(Array of
9 Get Port Instance Struct.)
Info Port Type UINT (16) Enumerates the type of port
Port Number UINT (16) CIP port number associated with this port

Instance Attribute List

Access

Enumerates the type of port.
1 Port Type UINT (16) 4 = EtherNet/IP.
CIP port number associated with this port.
2 Get Port Number UINT (16) (Value 1 is reserved for internal product use)
(Struct.)
3 Get Link Object Path Length |UINT (16) Number of 16 bit words in the fo!lowmg pa.th.
Link Path Padded Logical path segments that identify the object
EPATH for this port.
String which names the physical network
4 Get Port Name ZZORT—STRI port. The maximum number of characters in
the string is 64.
Port Type SHORT STRI Strm'g which names the port type?. The .
5 Get maximum number of characters in the string
Name NG .
is 64.
Port SHORT_STRI Strln'g which describes the port. The .
6 Get/Set . maximum number of characters in the string
Description NG .
is 64.
padded Node number of this device on port. The
7 Get Node Address range within this data type is restricted to a
EPATH
Port Segment.
Electronic key of network/chassis this port is
9 Get Port Ke Packed attached to. This attribute shall be limited to
Y EPATH format 4 of the Logical Electronic Key
segment.

Common Service List

Code @m
0xO0E Get_Attribute_Single Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute
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Moxa Networking Object (vendor specific)

The Moxa Networking object includes system information and status.

It can also be used to do the device diagnostic & configuration through explicit messaging.

The class code is 0x404.
Class Attribute List

Attr ID |Access Rule [Name _|Data Type |Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Description

1 Get Firmware Version |UDINT (32) |Switch firmware version
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Attr ID m Data Type Description

System Fault

2 Get Status

UDINT (32)

Switch fault status

Bit 0: Reserved

Value 0: Ok

Value 1: Fail

Bit 1: Reserved

Value 0: Ok

Value 1: Fail

Bit 2: Port utilization alarm
Value 0: No alarm
Value 1: alarm

Bit 3: Port link up
Value 0: No alarm
Value 1: Alarm

Bit 4: Port link down
Value 0: No alarm
Value 1: Alarm

Bit 5: Turbo ring break(Ring Master only)
Value 0: No alarm
Value 1: Alarm

Bit 6: Power Input 1 fail
Value 0: No alarm
Value 1: Alarm

Bit 7: Power Input 2 fail
Value 0: No alarm
Value 1: Alarm

Bit 8:DI 1(off)

Value 0: No alarm
Value 1: Alarm

Bit 9: DI 1(on)

Value 0: No alarm
Value 1: Alarm

Bit 10: DI 2(off)

Value 0: No alarm
Value 1: Alarm

Bit 11: DI 2(on)

Value 0: No alarm
Value 1: Alarm

Bit 12: Reserved
Value 0: Not support
Value 1: Detected

Bit 13: Power supply 1
Value 0: Off

Value 1:0n

Bit 14: Power supply 2
Value 0: Off

Value 1:0n

Bit 15~31: Reserved.

Switch Port

3 Get Number

USINT (8)

Switch max port number

4 Get Port Exist

ULINT (64)

switch per port exist

Bit mask, the LSB indicates the first port.
Value 0: Not exist

Value 1: Exist

5 Get/Set |Port Enable

ULINT (64)

Switch per port enable

Bit mask, the LSB indicates the first port.
Value 0: Enable

Value 1: Disable
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Attr ID m Data Type Description

Switch per port link status
6 Get Port Link Status ULINT (64) Bit mask, .the LSB indicates the first port.
Value 0: Link down
Value 1: Link up
. IGMP snooping enable:
7 Get/set [FCMPSNoOPINg 1,qinr gy |value 0: Dipsat?Ie
Enable
Value 1: Enable
8 Get/Set |Query Interval UDINT (32) |Query interval range from 20 to 600 secs
IGMP enhanced mode
9 Get/set [LoMP Enhanced ,q1nr 8y |o: Disable(default)
Mode
1: Enable
Override relay warning setting
14 Get/Set |Relay 1 USINT (8) 0: Disable(default)
1: Enable
Override relay warning setting
15 Get/Set |Relay 2 USINT (8) 0: Disable (default)
1: Enable
Power input 1 failure (on->off)
Power 1 Relay 0: Disable (default)
16 Get/Set Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
Power input 2 failure (on->off)
Power 2 Relay 0: Disable (default)
17 Get/Set Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 1 (Off)
DI 1 (Off) 0: Disable (default)
18 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 1 (0n)
DI 1 (on) 0: Disable (default)
19 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 2 (0ff)
DI 2 (0ff) 0: Disable (default)
20 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 2 (0On)
DI 2 (on) 0: Disable (default)
21 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
Turbo ring break (Ring Master only)
Turbo Ring Break 0: Disable (default
22 Get/Set Relay Wal?ning USINT (8) 1: Enable ((relay 1))
2: Enable (relay 2)
23 Get CPU Usage USINT (8) Percent of usage (0 to100)
24 Get Device Up Time UDINT (32) |Number of seconds since the device was powered up
25 Get/Set |Reset MIB Counts |USINT (8) Reset port MIB counters.
Bit mask of device roles.
Bits 0= RSTP
. Bits 1= Turbo Ring
26 Get ;i‘jj‘;”da”t Device | piNT (32)  |Bits 2= Turbo Ring v2
Bits 3= Turbo Chain
Bits 4= MSTP
Bits 5= MRP
Reboot and reset to default
27 Get/Set |Reset Device USINT (8) 1: Reboot the device
2: Reset to default
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Attr ID m Data Type Description

28 Get Full Serial Number The 12-digit full serial number of each device

Description

Get_Attribute_Single |Used to read an object instance attribute

0x10 v Set_Attribute_Single |Used to modify an object instance attribute

Electronic Datasheet (EDS) File

The EDS (Electronic Datasheet) file contains electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize Moxa switch
and its CIP capability.

The list includes the sections which are described in our EDS file.
e [File]

e [Device]

e [Device Classification]

e [Port]

Icon should be 32 * 32 pixels.

/7 NOTE

For the ICS-G7000A Series, it is recommended to use Studio 5000 instead of RSLogix 5000.

Rockwell RSLogix 5000 Add-on Instructions
(AOI)

The Rockwell RSLogix 5000 Add-on Instructions (AOI) encapsulates Moxa switch supported EtherNet/IP
functions in a common interface logic component. In RSLogix 5000 programming, users could use the AOI
to communicate with Moxa switches and need not know the internal logic.

Our AOI would provide logic of Moxa switch configuration and monitoring by using EtherNet/IP in explicit
messaging and implicit messaging. The AOI also provides some tags for RSLogix 5000/SCADA
programming.

AOI Installation

To install the AOI, you must use Rockwell RSLogix 5000 version 18 or later and Moxa managed Ethernet
switches with firmware version 3.0 or later.

The Five Major Stages of Installing the AOI

Add Moxa switch to the I/O configuration tree
Import the Add-on Instruction (AOI)

Add an instance of the AOI in your application
Create and configure tags for the AOI
Download the configured AOI to Rockwell PLC

vk W e
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Add Moxa switch to the I/0O configuration tree
In order to import the AOI, the first step is to create a new Ethernet Module in RSLogix 5000.

1. Open RSLogix 5000 and create a new controller.

Click Type and select the Rockwell PLC model of the PLC connected to the Moxa switch. Input a Name
and Description for this new controller.

New Controller |E|
Wendor Allen-Bradley

Type: 1769032 CompactlLogi¥5332E Contoller v o |
Rewvizion: |'|8 w

Name: [EDS_4082_A0| |

Description:

Create In: iCZ\HSLDgiH S000MProjects | [ Browse. ..

2. Add an Ethernet Module to the I/O Configuration.

In the controller organizer window, select I/0 Configuration, right click Ethernet under the PLC
Ethernet port of the PLC connected to a Moxa switch, and select New Module.

i=1g
=5 Controller EDS_408A_AGT
- & controller Tags

[ Controller Fault Handlsr
. [ Power-Up Handler —
5250 Tasks I Select Module [g
. 258 MainTask
R E& MainProgram

. .[23 Unscheduled Programs %
=-£E5] Mation Groups ,j Digital
[ ungrouped Axes [ Drives
-3 Add-on Instruckions ,é HMI
=55 Data Types -
- UserDefined
P Cﬂ, Skrings

L Add-On-Defined
- @-C predefined
- Module-Defined
[T Trends
=5 T Corfiguration

= m EBackplane, CompactLogix System

i 1760-L32E EDS_4084_A0T
=4 1769-L32E Ethernet Port LocalENE

£ Compacts|

e Specialty

B o e I ‘ By Categony ’ By Wendor !}- Favarites -!

Print » . 0f [ Cancel ] [ Help
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3. Under the Communications group, select Generic Ethernet Module to represent Moxa Ethernet

switches

I Select Module

1788-EWEB/A
1794-AEMT
DrivelogixS730 Ek...
ETHERMNET-BRIDMGE

ETHERMNET-MCOL, ..
EtherMet/IP
PS5SCEMNA

Skrakixz G000

Skrakix G000

bk odule ]D escription T\!endor
. - 1783-ETAPIF 3 Port Ethernet Tap, 1 Fiber/2 Twisted-Pair Madia Allen-Eradley A
1783-ETAPZF 3 Port Ethernet Tap, 2 Fiber/1 Twisted-Pair Madia Allen-Eradley il
1758-ENZDN/A 1733 Ethernet ko DeviceMet Linking Device Allen-Eradley
1758-ENBTIA 1733 10/100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Eradley

1755 10/100 Mbps Ethernet Eridge wiEnhanced Web Serv.. Allen-Bradley

1794 10/100 Mbps Ethernet Adapter, Twisted-Pair Media

10/100 Mbps Ethernet Port on DrivelogixS730
Generic EtherMet /TP CIP Bridge

Generic Ethernet Module

SoftLogix5E00 Ethertet /TP

Ethernet Adapter, Twisted-Pair Media

26 Port Managed Switch

22 Port Managed Switch

Allen-Bradlesy
Allen-Bradley
Allen-Eradley
Aller-Eradley
Allen-Bradley —
Parker Hannif
Allen-Eradley
Allen-Eradley ¥

<) >

[ Find. | [ &ddFavorie |

| ByCategory | B vWendaor Favarites

Cancel

I I

4. Configure the Ethernet module with the correct name, description, IP address and connection
parameters and click OK.

[ ok Hep |

New Module E|
Type: ETHERMET-MODULE Generic Ethemet Module
Vendor: Allen-Eradley
Parent: LocalENE
Mame: iTEDE]DBA i Connection Parameters
L = ! Aazembly =
Description: | The p0%A managed switch | Instance: i'L'i
i Input |2 5 |3 32y
I Bupue |1 3| 2bio
| ] L [y AT Y
C F t| Data - DINT | = 1 1. =&l .
S | Canfiguration: |3 | |0 “| (Bbi)
Address / Host Mame e =
1 1
© P Address: | 192 . 168 . 34 . 253 | Statuslnput: | | |
() Host Mame: | | |—I
[] Open Module Properties l oK | [ Bl l [ Help ]

5. After finishing configuration, the new Ethernet module representing the Moxa Ethernet switch will
appear under the I/0 Configuration list in the controller organizer window.

=-E5] [ Configuration
= m Backplane, CompactLogixc Swskem
f0 1769-L32E EDS_4086_ACT
= Q 1769-L32E Ethernet Port LocalENE

=== Ethernet
4 1763-L32E Ethernet Port LocalENE
. B THER: :

B CompactBus Local

/7  NOTE

The recommended request packet interval (RPI) is 1000 ms.
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Import the Add-on Instruction (AOI)

1. In the controller organizer window, click the Add-on Instructions folder, select Import Add-on
Instructions and select the correct AOI file (xxx.L5X) to import.

7/ NOTE

The AOI file is available from the Moxa website or in the software CD. Please make sure to use the latest
switch firmware and AOI for programming.

=-E3 Controller EDS_4084_A0I1
A Controller Tags
3 Controller Fault Handler Import Add-On Instruction

L= a‘ %SILOSWEI Up Handler Look. in: |r_"} MOXa_A01_export
=243 MainTask - =
| =8 MainProgram { 2,
12 Program Tags My Recent
i - MainRoutine Documents
- [ Unscheduled Programs =
=23 Motion Groups i
: D Ungrouped Axes Desktop
5 Data Typr Cg MNew 4dd4-0n Instruction. . .
0 User-I|  Import Add-Cn Instuction... =7
i E! Cip Strings My Documents
- D addc
| mr—ﬂ Fredef (=
O Modul B pase é—!
W Trends |5 T My Computer - :
& B0 Confi]  pint File name | A0I_MO%A_4088_1_DLEX v [mpor. |
=& %aclk";%g = i Q Files of type: A5 Logls S000 ML Files " LEX]
-L3ZE EDS_4084_a01
= 4 1769-L32E Ethemnet Port LocalENB Mypf]letwork Files cortaining: |[E|Add-Un\nslruchun | Help
& Ethernet e s B

B CompactBus Local

2. After importing, the controller organizer window shows all AOI for Moxa Ethernet switches under the
Add-on Instructions folder.

=-£5 Add-0On Instructions
= - =y A0I_MOXA_ 40848 w1 0

“ |8 Paramneters and Local Tags

B
I,__I B Daka Types
.:l 'ﬁ User-Defined

W MOEA Ethernet Link_Object_ w0
o MOEA HMI_Set_Object w0
MiowEA_Tdentity _Object_w0
MoxA_Interface Obijeck Flags w0
MoxA_Chiect_Data_w0
MOA Switch EDS408_In_w0
MowA_Switch_Parameter
MOEA_Svstem_Fadlk_vO
i MOKA_TCPIP_Interface_Object w0
i Mowa_Yendor_Object w0
=R= 'ngs
B MOKA_String_1024
o[l MOreA_Skring_32
STRIMG
.:l @, .ﬁ.dd Oon-Defined —
o Bl AnT_Moxa_4088_v1_0
[+ Eﬂ, Predefined
i m Module-Cefined
13 Trends

@@@@@@@@@@

(5]
p=A)
=

'unia
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Add an instance of the AOI in your application

Double click the MainRoutine in the Controller Organizer to start the ladder programming. Add the AOI for

the specific Moxa Ethernet switch to create a new rung.

RSLogix 5000 - EDS_408A AQI[1769 132 18.11]* - [MainProgram - MainRoutine*]

B File Edit Vew Search Logc Communications Tools Window Help

BEHE S sBE

Dffline 7. T RUN E kA Path: [<nones ~] &

No Forces | PDK M 1
BAT || Aot

Mo Edits % F i 4 H g MOX L2

> ©x | moxa_parem v 285 EFNE Q|-

4 Bt £ TimerCourter £

OI_MOXA_408A_v1_0v1.0
———R0|_MOKA_4084_v1_D
H— the A0 of MOXA 4084 switch Copyri..

45 |\ Favortes A Add-On Al
Al

£5 Controller ED5_4084_a0I -~

Controller Tags

(23 Controller Fault Handler

[ Power-Up Handler

255 Tasks
=] @ MainTask

= & mainProgram
Program Tags
Eﬁ MainR outine

23 Unscheduled Programs

afiey 1ies Y

AOI_MOHA_4088_v1_0
Switch_Input
Switch_Output
Switch_Parameter
Get_AlMessage
Set_Message

storage

Set_Data
Get_SingMessade
storage_single

o
2

H oy

Create and configure tags for the AOI

1. Right click on the ? in the field of each tag, select New Tag and input a Name for each new tag.

ak

oo
| abed

&

T by

| ,—AOI_MO}{A_408A_V1 0
the A0QI of MOXA 4054 switch Copyri...

Mew Tag...

Mame | aoi_4084_instance | struction
Description: | Garical

| Instruction

‘ Hoer Element...

|

| — | — struction Defaults
Type: | Baze i
Aliaz For:
Data Type:
Seope: |fo EDS_4024_a0l v | fion Help
Eztf;r;:l | Read writs - |
Style:
hiskruction Logic

[ Canstant

hstruction Definition

Chrl+3
Chrl+C

Cel
Alt+Ins

Chrl+G
F1

)] emd emd el emd ) ed ed

0 0o
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2. Add a Name for all AOI tags.

the &401 of MCOXA, 4054
switch
Copyright MOMA Corp.
2011
“ersion: 1.0.0
Date: December 23,
2011
A _pACEA, 4088 w1 0
— the AO0af MOEA 4058 switch Copyright MOXA |
AC_MOKA 40828 w1 0 aoi 408348 _instance ||
Switch_Input EDS 40841 Data
Swvitch_Cutput EDS_4084: 0 Data
Switch_Parameter Moxa_param
Get_Aliessage MDA, GethSE |
Set_hlessage MONL SethSG |
storage MOEAallstorage
Set_Data MOxA_SetData
Get_SinghMessage MOHA_GetSinale ||
storage_single singlestorage

For “Switch_Input” and “Switch_Output”, use the scrollbar to select the tag name.

the A01of MOXA 4084 -~
switch

Copyright MOXA Corp.
2011

Version: 1.0.0
Date: December 23,

201

AQI_MOXA_4084_v1_0

the AQIof MOXA 4084 switch Copyright MOXA ..

ADI_MOXA_4084_v1_0 aoi_4084_instance [.]

Switch_Input |MOXaA_4084:1 Data "
Cruriteh P
W w | Showe | 41 Tags b
|Ns.me = | |Dat ~
) @l instance AC1
) MOHA dmBAC AB:
— MICHA 40B4T AB:
+ MCELA_A0RA:T Data. TN
ﬂ - MOIA AMBAD AF:
f oA alletouge Haume: MOTA_4064:T Data
ﬂ - MOHA GethIBG Data Type: DINT[5]
ﬂ ) MOKA_GetSingls Description:
f] [ e e Il |

For all other tags, manually type the tag names:

AOI Tag Reference Tag Name

AOI_MOXA_408A_v1_0 |ao0i_408A_instance

Switch_Input

MOXA_408A:I.Data

Switch_Output

MOXA_408A:0.Data

Switch_Parameter

moxa_param

Get_AllIMessage

MOXA_GetMSG

Set_Message

MOXA_SetMSG

storage

MOXA_allstorage

Set_Data

MOXA_SetData

Get_SingMessage

MOXA_GetSingle

storage_single

MOXA_singlestorage
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3. Click the square button to the right of the Get_AllIMessage tag and configure all parameters as
follows:

(Service Code: 1; Class: 1; Instance: 1; Attribute: 1; Destination: MOXA_allstorage[0])

Message Configuration - MOXA GetMSG

Configuration™

Communication || Tag |

Message Type: | CIP Gerernc 4 |
Service | Custam vl Source Elemnent; v
Type:

Source Length: 0 £ [Bytes)

o

Servi . ’_ —
Ezrd\;-::e 1_| (Hex] Class: 1_| (Hex] Destination MO=e,_allstorage[0]  w
Instance: |1 | Attribute: 1 | [Hex]

Mew Tag..

3 Enable 3 Enable Waiting i Start 2 Done Dane Length: 0
3 Error Code: Extended Errar Code: [] Timed Out «
Error Path:
Error Teut:
I 0k, | [ Cancel J [ Apply ] [ Help

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_AlIMessage.

Message Configuration - MOXA GetMSG

Configuration | Communication* |Tag |

@ Path | | [ Browse: ]

e ™ Message Path Browser @

Communicatior

Pathc [M0A_4088 |
MD<A_4085

=1 | = & 10 configuation

[ Connecte: = Backplane, CompactLogix System

i 0 1769-L32E MOXA_Switch_A0I
= 1763-L32E Ethemet Port LocalENB

= £5 Ethemet
O Ensble O - 1763-L32E Ethemet Port LocalENE
iR E THERNET MODULE

2 Emror Cc {10 CompactBus Local

Ermor Path:

Error Text:

]
ak ] [ Cancel ] [ Help ]
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4. Click the square button to the right of the Set_Message tag and configure all parameters as follows:
(Service Code: 10; Class: f6; Instance: 1; Attribute: 1; Source Ethernet: MOXA_SetData)

Message Configuration - MOXA_SetMSG rz|

Configuration®

Communication | Tag |

Meszage Type: | CIP Generic b |

?ervice |Set.-’-‘«ttribute Single vl Source Element,  [MOxA_SetData v
ype:

Source Length: E % [Euntes]
Service TS
Code: E (iiexfillass: EI (Hex) Destination v

- i 4
Instance: l1 .t’-\ttnbute.l1 [Hex]

Enablesble  Enable W aitingting Starktart Doneone [Done Length: 0
Error Codende: Estended Eror Code: [ Timed Out
Ermar Path:
Emor Text:

I QK |[ Cancel ][ Apply J[ Help

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Set_Message.

Configuration | Communication |Tag |

& Path | | [ Browse. ]
|
i

Path: [ED34084 |

Carnri
CIP

EDS4034

= £5 10 Configuration
= m Backplane, CompactLogiz System
[ 1769-L32E ED_4084_A01
Oee =4 1763-L32E Ethemet Port LocalENB
=35 Ethemet
A 1769L32E Ethemet Port LocalENE
B B THERNET-MODULE EDS4082
£ CompactBus Local

(2 Enable

3 Enmar Ce
Errar Path:
Error Test:

o

0K H Cancel ” Help
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5. Click the square button to the right of the Get_SingMessage tag and configure all parameters as
follows:
(Service Code: e; Class: f6; Instance: 1; Attribute: 1; Destination: MOXA_Singlestorage[0])

Message Configuration - MOXA_ GetSingle

Comrmunication || Tag |

Configuration™

Mezzage Type: | CIF Generic b |
Service | Giet Attribute Single v | Source Element: w
Type:  *

Source Length: ||j % [Eytes)

Servi . S
Ez[d\;?e |_E | (Hex] Class: [fe | (Hex) Destination O Singlestorage]0]
Instance: |1_ Attribule:l‘l_ [Hex)

q..

) Enable ) Enable Waiting ) Start i) Done Dane Length: 0
3 Enor Code: Extended Error Code: [ Timed Qut <
Emor Path:
Emar Text:
[ 0k, ] [ Cancel ] [ Apply ] [ Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_SingMessage.

Message Configuration - MOXA_GetSingle

| Eonligualion oameies :
B Message Path Browser
(@) Path:
Path. |EDS4084 |
Broad ELg
m—— = 3 10 Configuration
. = m Backplane, CompactLogix System
Bl ‘f0 1769-L32€ ED_d088_a0|
=4 1759-L32E Ethernet Port LocalENE
&5 Ethernet
4P 1763-L32E Ethemet Port LocalENE
L1 Conn S N ETHERNET-MODULE E

£ CompactBus Local

3 Enable

3 Eror Con
Error Path: | oK. H Cancel ][ Help ]

Error Text:
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Download the configured AOI to the Rockwell PLC

1. Click the Network Icon, select the Rockwell PLC connected to the Moxa switch and click Download to
install the AOI configuration to the PLC.

glelgl=s3

I—q}ﬁ. F'ath:|<

M Select Recent Communications Path

Path in Project:

<hones:

|Jpload. .

Download
Close

Help

Reset Path List l [ Set Project Path ]

2. After finishing configuration, go to the controller organizer window, right click Controller Tags and
select Monitor Tags to check if each tag can display the correct value transferred from the Ethernet
device.

(3 controller Faul [

Mew Tag... Chrl+w

[Z3 Power-Up Har

=45 Tasks | Maonitar Tags |
EI@ MainTask Edit Tags
= EE MainProgrs )
Progral Werify
B Eﬁ MainRo Export Tags...

23 Unscheduled P|

=45 Mation Groups Print »

o[

MHame

Scope: |_E{| EDS_4084 A0 v| Show: iAlITags

b Tt IVaIue

£ [.Force M

+ aoi_ 4084 _instance
+ EDS_4085C

+ EDS_4088]
+ EDS_4084:0

+ MOA_allstorage

+ MOA_GetMSG
+ MO8 GetSingle

|+ moxa_param

- [Z3 Ungrouped Axes
=45 Add-0n Instructions
=5 AOT_MOXA_4084_v1

3 Parameters and L

. Exj Logic

_0
ocal Tags

+ MOx4_SetData
+ MDA Selhst

+ P04 _singlestorage
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Scope: ﬁlEDSélD&A_Demcv Showe: |2l Tags [

Mame = |Value “| Faorce Mask “| Style DataType  #
— moxa_param. Switch_|dnetity frinere T bADHA_|denti
L] + maoxa_param,Switch_|dnetity.Yendor_ID | 991_ Decimal _INT
L + moxa_param. Switch_|dnetity Device. Tupe | ??5_ _Decimal _INT
L + moxa_param. Switch_|dnetity Product_Code 3 Decimal INT
L - + moxa_param.Switc:h_ldnetity.Maior_Hevision_ i} _Decimal _SINT
Ly + moxa_param.Switch_|dnetity Minor_Bevision D_ _Decimal SINT
Ll H moxa_p@ram.Switch_ldnetity.SeriaI_Number lG#DDDD_ZSQd_ Hex DINT
Lyl | it moxa_param.Switc:h_ldnetity.F'roduct_Name_ 'ED5-4084" ey STRING
I} + moxa_param. Switch_|dnetity A ssigned Ma... ' e M0 Sting
L] + mawa_param. Switch_|dnetity. G eographic_... L s b0, Sting
L + moxa_parar. Switch_TCPIP s Lk pOxA_TCFI
— moxa_param. Switch_Yendor L Toad} b4 _Vend
[ - + mowa_pararn. Switch Vendor Systemn_Firm,.. | £24291 _Decimal _DINT
Ly + moxa_param Switch_Yendor Spsterm Fault... 8192_ _Decimal DINT
Ly ] moxa_param.Switch_Vendor.Switc:h_F'ort_... 1] Decimal SINT
- + moxa_param Switch_Yendor Paort_Exist fa..b fa.} | Decimal (DINTLZ]
|} + moxa_param. Switch_Yendor Port_Enbale s {...} Decimal DINT[2]
L + mawa_param. Switch Yendor Port_Link_St... s {-..} Decimal |DINT[2]
L ] moxa_param.Switch_Vendor.IGMF'_Snon..._ D_ _Decimal _SINT
L + moxa_param.Switch_Yendor Querny Interval 125 Decimal DINT
L - + moxa_param.Switch_Vendor.IGMF‘_Enhan..._ i} _Decimal _SINT
Ly + moxa_param. Switch_Yendor Relay 1 D_ _Decimal SINT
| + moxa_param.Switch_Yendor Relay 2 o Decimal SINT ot
4 [r|\Monitor Tags 4 Edit Tags_f [l »

/7 NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section below for
detailed information.

Sample AOI Project

For easier AOI installation, Moxa has also provided a sample AOI project, in which all the parameters are
configured with default values. You may import the sample project in RSLogix 5000, and directly download
this AOI to the PLC with minimal installation steps. But to use the sample project, you still must change or
set up the parameters below.

Change the controller type used in the real environment.

Change the controller and Moxa switch’s IP address.

Setup the Project path.

/7  NOTE

The sample AOI project only supports RSLogix 5000 version 18.
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CIP Tags

There are tags for each CIP object. The tags correspond to the object’s attributes.

Tags for Identity Object

Data Type: MOXA_Identity_Object_vO

Name Data Type Description

Vendor ID INT 991, MOXA Vendor ID

Device Type INT 0x307, “Managed Ethernet Switch”
EDS-405A=0x0006, EDS-408A=0x0007,
EDS-505A=0x0008, EDS-508A=0x0009,

Product Code INT EDS-510A=0x000A, EDS-516A=0x0008B,
EDS-G509=0x0012

Major Revision SINT The structure member, major

Minor Revision SINT The structure member, minor

Serial Number DINT Switch serial number

Product Name STRING Switch model name

Assigned Name STRING User assigned switch name

Geographic Location STRING User assigned switch location

Tags for TCPIP Object

Data Type: MOXA_TCPIP_Interface_Object_v0

Name Data Type Description

Status DINT Interface status

gz;gg:@tlon DINT Interface capability flags

Configuration Control |DINT Interface control flags

Path Size INT Size of Path

Object Path 1 INT Logical segments identifying the physical link object
Object Path 2 INT Logical segments identifying the physical link object
IP Address DINT The device’s IP address

Network Mask DINT The device’s network mask

Gateway Address DINT Default gateway address

Name Server 1 DINT Primary name server

Name Server 2 DINT Secondary name server

Domain Name STRING Default domain name

Host Name STRING Host name

Tags for Ethernet Link Object

Name Data Type Description

Interface speed currently in use. Speed in Mbps (e.g., 0, 10,
Interface Speed DINT 100, 1000, etc.)
Interface Flags g;ﬁﬁi I:;egii(\:/?)_ Interface status flags
Physical Address SINT[6] MAC layer address
InOctets DINT Octets received on the interface
InUcastPackets DINT Unicast packets received on the interface
InNucastPackets DINT Non-unicast packets received on the interface
InDiscards DINT Inbound packets received on the interface but discarded
InErrors DINT Iqbound packets that contain errors (does not include In
Discards)
OutOctets DINT Octets sent on the interface
OutUcastPackets DINT Unicast packets sent on the interface
OutNucastPackets DINT Non-unicast packets sent on the interface
OutDiscards DINT Outbound packets discarded
OutErrors DINT Outbound packets that contain errors
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Name Data Type Description

Frames received that are not an integral number of octets in

Alignment Errors DINT length
FCS Errors DINT Frames received that do not pass the FCS check
full i fi hich i |
Single Collisions DINT Suc_c.ess ully transmitted frames which experienced exactly one
collision
Multiple Collisions DINT Successfully transmitted frames which experienced more than

one collision

SQE Test Errors DINT Number of times SQE test error message is generated

Frames for which first transmission attempt is delayed because
the medium is busy

Number of times a collision is detected later than 512 bit-times
into the transmission of a packet

Excessive Collisions DINT Frames for which transmission fails due to excessive collisions
Frames for which transmission fails due to an internal MAC
sublayer transmit error

Times that the carrier sense condition was lost or never asserted
when attempting to transmit a frame

Frame Too Long DINT Frames received that exceed the maximum permitted frame size
Frames for which reception on an interface fails due to an
internal MAC sublayer receive error

0 Auto-negotiate 0 indicates 802.3 link auto-negotiation is
disabled. 1 indicates auto-negotiation is enabled

Speed at which the interface shall be forced to operate. Speed in
Mbps (10, 100, 1000, etc.)

Deferred Transmissions [DINT

Late Collisions DINT

MAC Transmit Errors DINT

Carrier Sense Errors DINT

MAC Receive Errors DINT

Control Bits INT

Forced Interface Speed |INT

Interface Label STRING Label like "TX5"
Interface Port Index DINT Port index
Interf Port
ntertace For STRING Port description
Description
Broadcast Storm SINT Only on MOXA IKS, PT, EDS-516A/518A, and EDS-728/828
Protection series
Interface Utilization SINT Percentage of entire interface bandwidth being used (0-100)
Utilization Alarm Upper . s
Threshold SINT Upper percentage at which to declare a utilization alarm (0-100)
utilization Alarm Lower SINT Lower percentage at which to declare a utilization alarm (0-100)
Threshold
0: Ignore,
1: On (Relay 1),
Port Link Alarm SINT 2: On (Relay 2),
3: Off (Relayl),
4: Off (Relay2)
) 0: Disable,
Z?ar:n:raff'cover'oad SINT 1: Enable(Relay 1),
2: Enable(Relay 2)
Tx Unicast Packet Rate |[DINT Number of TX unicast packets per second
Rx Unicast Packet Rate |[DINT Number of RX unicast packets per second
Tx Multicast Packet
R);teu 'ca a DINT Number of TX multicast packets per second
Rx Multi Pack
R:te ulticast Packet DINT Number of RX multicast packets per second
';;tIZroadcast Packet DINT Number of TX broadcast packets per second
E:tgroadcast Packet DINT Number of RX broadcast packets per second
Tx Multicast Packet DINT Total number of TX multicast packets
Rx Multicast Packet DINT Total number of RX multicast packets
Tx Broadcast Packet DINT Total number of TX multicast packets
Rx Broadcast Packet DINT Total number of RX broadcast packets
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Redundant Port Status |[DINT

Bit 0 = Disable,

Bit 1 = Not Redundant port,
Bit 2 = Link down,

Bit 3 = Blocking,

Bit 4 = Learning,

Bit 5 = Forwarding

Tags for Moxa Networking Object

Data Type: MOXA_Vendor_Object_v0

System Firmware Version|DINT

Switch firmware version

Name Data Type Description

System Fault Status DINT Switch fault status
Switch Port Number SINT Switch max port number
Port Exist DINT[2] Switch per port exist
Switch per port exist
Port Enable DINT[2] 0:Enable
1:Disable
Port Link Status DINT[2] Switch per port link status
IGMP snooping enable:
IGMP Snooping SINT 0: Disable
1: Enable
Query Interval DINT Query Interval range from 20~600 sec

IGMP Enhanced Mode SINT

IGMP enhanced mode
0: Disable (default)
1: Enable

Override relay warning setting

Relay 1 SINT 0: Disable (default)

1: Enable

Override relay warning setting
Relay 2 SINT 0: Disable (default)

1: Enable

Power 1 Relay Warning |SINT

Power input 1 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

Power 2 Relay Warning |SINT

Power input 2 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 1 Off Relay Warning |SINT

DI 1 (off)

0: disable (default)
1: Enable(relay 1)
2: Enable(relay 2)

DI 1 On Relay Warning |SINT

DI 1 (on)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)

DI 2 Off Relay Warning |SINT

DI 2 (off)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)

DI 2 On Relay Warning |SINT

DI 2 (on)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)

Turbo Ring Break Relay

Warning SINT

Turbo Ring Break (Ring Master Only )
0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
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Name Data Type Description

CPU Usage SINT Percent of usage (0-100)
Device Up Time DINT Number of seconds since device was powered up
Reset Mib Counter SINT Reset port MIB counters
Bit 0: RSTP,
Bit 1: Turbo Ring,
Redundant Device Mode |DINT Bit 2: Turbo Ring v2,
Bit 3: Turbo Chain,
Bit 4: MSTP
: 1: restart the device
Reset Device SINT 2: reset to default

Pre-configured Tags in the Moxa AOI

The Moxa AOQI supports all the CIP tags listed in the tables above. But in the AOI, we only pre-configure
logic links between selected tags and Moxa switches. To monitor the non-configured tags, PLC programmers
need to create the links manually. Otherwise, in RSLogix 5000, the value column of these tags will display
as "0”. If you experience problems creating new links, please contact Moxa technical support for assistance.

7/ NOTE

For pre-configured tags, Moxa has already created the logic links between the CIP tags and Moxa Ethernet
switches so RSLogix 5000 can get/set the switch information correctly.

The table below specifies all the pre-configured tags in Moxa AOI with a ¢ mark.

Pre-Configured Tags Name

Identity Object (0x01)

PS Vendor ID

P Device Type

RS Product Code
Revision
Status

P Serial Number

PS Product Name

Assigned Name
Geographic Location

TCP/IP Interface Object (0xf5)

Status

Configuration Capability
Configuration Control
Physical Link Object
Interface Configuration
X IP Address

X Network Mask
Gateway Address
Name Server

Name Server 2
Domain Name

PS Host Name

Ethernet Link Object (0xf6)- by port

RS Interface Speed

P Interface Flags
Link Status

Half/Full Duplex

Negotiation Status

Manual Setting Requires Reset
Local Hardware Fault

P Physical Address
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Pre-Configured Tags Name

Interface Counters

In Octets

In Ucast Packets

In Nucast Packets

In Discards

X In Errors

Out Octets

Out Ucast Packets

Out Nucast Packets

Out Discards

B3 Out Errors

Media Counters

Interface Control

X Control Bits

B3 Forced interface Speed
Interface Label

Interface Description
Interface Port Description
Broadcast Storm Protection
P Interface Utilization
Utilization Alarm Upper Threshold
Utilization Alarm Lower Threshold
Port Link Alarm

Port Traffic-Overload Alarm
Tx Unicast Packet Rate

Rx Unicast Packet Rate

Tx Multicast Packet Rate
Rx Multicast Packet Rate
Tx Broadcast Packet Rate
Rx Broadcast Packet Rate
Tx Multicast Packet

Rx Multicast Packet

Tx Broadcast Packet

Rx Broadcast Packet

PS Redundant port status
Port Object (0xf4)

Port Type

Port Number
Link Object
Port Name

Port Type Name
Port Description
Node Address

Port Key

MOXA Networking Object (0x404)

P Firmware Version

P System Fault Status
Switch Port Number

B3 Port Exist

P Port Enable

P Port Link Status
IGMP Snooping Enable

P Query Interval

P IGMP Enhanced Mode
Relay1l
Relay?2

Power 1 relay waring
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Pre-Configured Tags Name

Power 2 relay waring

DI 1(off) relay warning

DI 1(on) relay warning

DI 2(off) relay warning

DI 2(on) relay warning

Turbo Ring Break relay warning

P CPU usage
Device Up Time
RS Reset MIB Counts
RS Redundant device mode

reset device

I/0 message Object

PS Switch Fault Status
PS Port Exist

PS Port Link Status

PS Port Enable

Monitoring AOI Tags

In RSLogix 5000, you can monitor the values of all configured tags by selecting “"Monitor Tags” in the
controller organizer window. It can also be used to check that the AOI is installed correctly.

/7  NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section above for
detailed information.

Scope: | i1 EDS_4084_A01 | Show: |40 Tags v“i
7 Name =sla IVaIue € [.FDICE e
3 Controller Faul [ rew Tag... Crriew ||+ ol 4084 instance LR
(23 Power-Up Ham | +/EDS_4084C Fhool)
= @ Tasks [ monitar Tags | ||+ Eps_somm T
- MainTask Edit Tags + EDS_4085:0 o
= ﬂ MainProgra 1B
Verify | MORA_allstorags i
B Mainre Export Tags... |+ MORA_GetMSG o
23 Unscheduled P |+ MORA_GetSingle L)
=25 Mation Groups Prink L -+ mixa_param l foned
A @ [;—;' d”ggrln“fad t“xes | Mo seata e
= -On Instructions = =
=5 ACI_MOKA_408A_v1_0 . MD-X?‘:S_?WS-G- sl
Parameters and Local Tags |+ MOXA_singlestorage e
i Exj Logic
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Monitor Tags for Identity Object

Click moxa_param Switch_Identity and expand the list to check the values for Identity tags.

Rem Run M ™ RunMode EZ-! Path [AB_ETHIP-1152 168 34 25\B ackplane\( -
Mo Forces »_ ¥ Controller OK.
=
Mo Edis A ﬁ‘;tgﬁ Ea 4 k
I\ £ x S z
T A -
G Scope: | {1 EDS34084 Deme v | Show: |All Tags v
Cantroller EDS4084 _Demo_20120711 = = = B
[B) Contmller Tags Mame 2=l |Va\ue ‘ Force Mask | Siyle: | Data Type ‘ [
(23 Controller Fault Handler |+ EDs404 ]| {...} {...} AB:ETHERN
l;_‘laﬂiuwer-up Handler |+ Eps40ma0 e T AB:ETHERM...
£5 MainTask | MO=A_alistorage: {oan} {.-.} Decimal SINT[200]
£ £8 MainProgrem || MORA_GetMSG Ronoh Homeis MESSAGE
3 Program Tags |~ maxa_param Loy e MO3RA_Switc...
. Uw%;:lzﬁ;“m | mowa_param Switch_Input (o) o MOXA, Switc...|
Motion Gronps | moxa_param.Switch_Output a Decimal DINT |
(23 Ungromped ks = maxa_param Switch_ldneity {o00} foed MOk, Identi
Add-On Instructions |
+ 231
(i AOT_MOKA_40BA_v1_0 B moxa_paiam. Switch_Idnetity.Yendor... Decimal INT
Data Types L + moxa_param.Switch_ldnetity. Device... 715 Decimal INT
% User-Defined | * mosa_param Switch_|dnelity Produuc 7 Decimal INT
Strings - : R - ! I
m 244 On-Tifined e maxa_param. Switch_ldnetit. Majar_... Decimal SIMT
L Predefined 1 + maxa_param. Switch_ldnetity Minor_ 0 Decimal SIMT
C@ Module-Defined - + moxa_param.Switch_|dnetity Serial .. 16g0000_2594d Hex |DINT
fgngsnf i + mowa_param. Switch_ldnetity. Produc... 'ED5-4084' {.-.1 STRING
onfi guration m T |
& Backplans, CompaciLogix System | | +| moxa_param. Switch_|dnetiyy Assigr.. | " it MO, Shing...|
ﬁl 1769-L32E EDS4084 _Demo_20120711 + moxa_param.Switch_|dnetity Geogra. v o MOx4_Sting..

Monitor Tags for TCP/IP Objects

Click moxa_param Switch_TCPIP and expand the list to check the values for TCPIP tags.

Rem Run A% ™ RunMade [ Patc [AB_ETHIP-11192.168.34 23\Backplane\d” -
oo p_ [ Controller 0K
=1 |
Na Edits il i‘;";'i el i ’
\ £ T S S S
£ TN scope: | frEDS40ms Dome | Show I Tams v
2 || Controller EDS4084 _Dernn_201
% &) Controller Tags Name B | Force Mask < | Style |~ |
ﬁ (231 Controller Fault Handler |+ EDS4088:0 o {0}
TCIaSkF;nwer—Up Heniler | mOxe_alstorage ot 4...} Decimal
5l MainTask | MOX4_GetlSE { oo
= Fﬁ y_iaumgmm = moxa_param e It
% L‘:ﬁ:m Tags |+ moxa_param. Switch_Input s T
ontine [
a =
[3 Unscheduled Programs 1= moxa_param,. Switch Output Decimal
Motion Groups |t maxa_param. Switch_ldnetity fas e
[ Ungromped Axes — moxa_param Switch_TCFIP s e,
Add-On Tnstructions B 7
+
(I} AOL_MOX4_4084 w1 D = mora_param, Switch TCPIP. Status Decimal
Data Types | 1 + mowxa_param. Switch_TCPIP. Configuration_Capab... Decimal
E&_f‘o User-Detined lad + mora_param. Switch_TCPIP. Configuration_Control j[ |Decimal
% idd-On-Defined 1 + moxa_param Switch TCPIP.Path_Size a Decimal
Ly Predefined | 1 + mora_param. Switch_TCPIP. Object_Path_1 | [t} Decimal
(53, Module-Defined u + moxa_param Switch_TCPIP. Object_Path_2 o Decimal
Trends + moxa_param. Switch_ TCPIP.IP_&ddress -1062723062 Decimal
140 Configuration m =
ﬁ Backplang, CompastLogix & | moxa_param, Switch_TCPIP. Network_ask | -256 Decimal
ffa 1769-L32E EDS4084 Cf|| | + moxa_param Switch_TCPIP. Gateway_Address o Decimal
= & gﬁiﬁﬁ Ethernet Por +/ moxa_param, Switch TCPIP Name_Server_1 16$0000_0000 Hex
= + ot | -
- & EQ—L}ZE Ethe | ] + mowa_param Switch_TCPIP Name_Server_2 1640000_0000 Hex
5 ETHERNET-MC|||_| *+ mowa_param, Switch TCPIP. Domain_Marme v It
EH CompactBus Local | 1 + ‘moxa_param Switch_TCPIP Host_Hame 'Managed Redundant Switch 09629... Foain
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Monitor Tags for Ethernet Link Object

Click moxa_param Switch_Ethernet_Link and expand the list to check the values for per port Ethernet
Link tags.

Mame

Scope: ff{lEDSW&A’-\_Demc | Show: |41 Tags

=z|e | value

-

“| Force Mask“| Style

= moxa_param.Switch_Ethemet_Link[1]

' moxa_param Switch_Ethernet_Link[1]Interfac. ..
—' moxa_param. Switch_Ethernet_Link[1]Interfac...
moxa_param. Switch_Ethernet_Link[1] Interf. .
moxa_param. Switch_Ethernet_Link[1] Interf. .
mioxa_param. Switch_Ethernet_Link[1] Interf. .
moxa_param. Switch_Ethermet_Link[1]. Interf. .
moxa_param. Switch_Ethernet_Link[1] Interf. .
moxa_param. Switch_Ethernet_Link[1]. Interf. .

moxa_param. Switch_Ethemet_Link[1].Interf. .

mo=a_param. Switch_Ethernet_Link[1] Physical...

MName

+ moxa_param. Switch_Ethernet_Link[1]. Physi..
+ moxa_param. Switch_Ethernet_Link[1].Physi...
+ moxa_param. Switch_ Ethernet_Link[1], Physi...
+ moxa_pararn. Switch Ethernet_Link[1]. Physi...
*+ moxa_param, Switch Ethernet_Link[1] Physi..
+ moxa_parann Switch Ethernet_Link[1] Physi...
moxa param. Switch Ethemet Link[1]InOctsts |
maoxa_param. Switch_Ethemet_Link[1]InUeast... |
moxa_param. Switch_Ethernet_Link[1]InMucaz...

moxa_param. Switch_Ethernet_Link[1].InDizcards

EEiEniEem R ias A

moxa_param. Switch_Ethernet_Link[1].1nEmore

+ moxa param. Switch Ethernet Link[1].0utOctets
Edit Tags 4

|1 [*|\Monitor Tags

==|o | Value

-1

.
o
o

Of=|o|o|lo|~|O|F |+ |==

-l1lz2
-24
Z1
-87
=104

o|lo|o|o|jo|o

| Force Mask ® | Style & I

T

+

-—

Decimal

Decimal
Decimal
Decimal
Decimal
Decimal

Decimal

Crecimal

Decimal
Decimal
Decimal
Decimal
Decimnal
Decimal

Decimal

Decimal

Decimal
Decimal
Decimal
Decimal

Decimal

B e B B B e e e B e R e e R

)

moxa_param.Switch Ethemnet_Link[1].InE mors
moxa_param.Switch_Ethemet_Link[1].0utOctets
moxa_param. Switch_Ethemet_Link[1] 0utll castPackets
moxa_param.Switch_Ethernet_Link[1]. 0utMucastPackets
moxa_param.Switch_Ethemnet_Link[1].0utDiscards
moxa_param.Switch_Ethemet_Link[1].0utErmrors
moxa_param. Switch_Ethemet_Link[1].Alignment_Errors
moxa_param. Switch_Ethemet_Link[1].FCS_Emrors
moxa_param.Switch_Ethernet_Link[1].5ingle_Collizions
moxa_param.Switch_Ethemnet_Link[1].Multiple_Colligions

moxa_param.Switch_Ethemet_Link[1].50E_Test Ermors

moxa_param.Switch_Ethemet_Link[1].Deferred_Transmi...

moxa.param.Switch_Ethemet_Link[1] Late_Collisions

moxa_param.Switch_Ethemnet_Link[1].Excessive_ Collizia...
moxa_param.Switch Ethemnet_Link[1].MAC_Transmit_Er...

moxa_param.Switch_Ethemet_Link[1].Carier_Senze Err..

moxa_param.Switch_Ethemet_Link[1].Frame_Too_Long

moxa_param. Switch_Ethemet_Link[1]MAC_Receive Er..

moxa_param. Switch_Ethemnet_Link[1].Contral_Bits
moxa_param.Switch Ethemet_Link[1].Forced Interface...
moxa_param.Switch_ Ethemet_Link[1].Interface_Label
moxa_param.Switch_Ethemet_Link[1].Interface_Port_In...

mo=a param.Switch Ethemnet Link[1lInterface Port D...

[ ]\Monitor Tags A Edit Tags /

o R |lo|lolojlo|o o oo o oo o oo olo|lo

Decir

Decir
D ecir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir
Decir

Decir

Decir

W

||
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Name =z | Value | Force Mask € | # |

mowa param.Switch Ethernet Link[1]Interface Port Descript...| =l {o.-1
moxa_param. Switch_Ethernet_Link[1] Broascast_Storm_Prote.. |
moxa_param. Switch_Ethernet_Link[1] Interface_Utlization |
moxa_param.Switch_Ethernet_Link[1] Utlization_Alam_Upper...
moxa_param.Switch_Ethernat_Link[1] Utilization_Alarm_Lower...
moxa_param. Switch_Ethernet_Link[1] Port_Link_Alamm
moxa_param. Switch_Ethemet_Link[1] Port_TrafficOwverload_Al..

wlo|lo|lo|o|o|lo

moxa_param.Switch_Ethernet Link[1].T=_Unicast Packet Rate

—
o

moxa_pararn.Switch_Ethernat_Link[1].Rx_Unizast Packet R... |
moxa_param, Switch_Ethernet_Link[1] Tx_Multicast_Packet_... |
moxa_param.Switch_Ethernet_Link[1].Fx_Multicast_Packet_.. |
moxa_param.Switch_Ethernet_Link[1]. T« Broadcast_Packet_...
moxa_param. Switch_Ethernet_Link[1] Fix_Broadcast_Packet_..
moxa_param. Switch_Ethernet_Link[1] Tx_Multicast_Packet
moxa_param. Switch_Ethermet_Link[1] Rx_Multicast_Packet
moxa_param.Switch_Ethernet_Link[1]. T« Broadcast Packet

moxa_param. Switch_Ethernet_Link[1] Ax_Broadcast_Packet

BB - B B -

moxa_param. Switch_Ethernet_Link[1] Redundant_Paort_Status

moxa_param. Switch_Ethemet_Link[2]

mioxa_param. Switch_Ethemet_Link[4]

58
+ mosa_ parann, Switch_Ethermet Link[3]
+
+

moxa_paranm. Switch_E themet_ Link[5]

B T e T e e e T e T e e

i peiii el prui e

moxa param. Switch Ethemet Link[E]

Bt
E\Mopitor Tags,{. Edit Tags [/ I3

EWIPUR DD PO RO

Monitor Tags for Moxa Networking Object

Click moxa_param Switch_Vendor and expand the list to check the values for Moxa custom tags.

Scope: f@ EDS4084_Demc % | Show: | &1 Tags v || T
| Mame =] e |Value “| Force Mask“| Shyle |"

n —'moxa_param.Switch_endor Port_Enbale e {...} Decimal
L + moxa_param. Switch_Wendor Port_Enbalel0] | D_ _Decimal
= *+ moxa_param. Switch_WendorPort_Enbale[1] 0 Decimal

— 'moxa_param.Switch_Wendor. Port_Link_Status | e {...} Decimal
| + moxa_param. Switch_Wendor Port_Link_Status[0] 3 Decimal
- + moxa_param, Switch_Wendor Port_Link_Status[1] 0 Decimal
| + moxa_param. Switch_endor |GMP._Snooping 0] | Decimal
- + moxa_param. Switch_Yendor Quen_ntereal | 125 _Decimal
| Ed moxa_palam.Switch_Vendor.IGMF‘_Enhanced_M.... 0 Decimal
| + mara_param.Switch_Yendor Relay 1 0] | Decimal
| | + moxa_param. Switch_Yendor Relay 2 i} Decimal
| *+ miowa_pararn, Switch_Yendor Power_1_Relay ... 0 Decimal
n + mowa_parann. Switch Yendor Power_ 2 Relay W, 1} Decimal
- + moxa_param. Switch_Yendor.DI_1_0Off_Felay ... i} Decimal
| + mowa_param. Switch_Yendor.DI_1_On_Pelay W, | U. .Decimal
= + mowa_parann. Switch YendorDI_2 0ff Relap ... 0 | Decimal
- + moxa_param. Switch_Yendor.DI_2_On_Relay W... 1] Decimal
| + moxa_pararn. Switch_%endor. Turbo_Ring_Break_... U. .Decimal
= + moxa_pararn Switch_Wendor CPU_Usage 1 Decimal
| + mioxa_pararn. Switch_%endor.Device_Up_Time 1] Decimal
| + moxa_param. Switch_Yendor. Beset_Mib_Counter 1} Decimal
" + mowa_param. Switch_Wendor Redundant_Dievice. . 2 Decimal

+ moxa param. Switch Ethernet Link e e ¥

A e A MMnnitnr Tamn L BAit Tone & kS
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Rockwell FactoryTalk® View Faceplate

FactoryTalk® View Faceplate Installation

To install the faceplate, you must have Rockwell FactoryTalk® View Studio SE (Site Edition) version 5 or
later and a Moxa managed Ethernet switch with firmware version 3.0 or later.

Create a FactoryTalk® View Shortcut to the PLC
1. Start the FactoryTalk® View Studio software and select Site Edition (Local).

Application Type Selection E|

FactoryTalk View

Shudio

Select the type of application you waould like to configure:

Machine
Edition

Site Editian
(Metwark)

Continue E it
| |

2. Add a new Site Edition (Local) and enter the Application name.

NewiQOpen Site Edition (Local) Application

New l E sizting ]

Application narne: ]EDS_4DE‘1‘-._F'IaHDrm

Dregcription:

Language: |Englsh [United States), enUS |
Impart...

Create I Cancel I
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3. Configure a shortcut to the PLC that is running the Moxa AOI.

In the Explorer window, click the newly-added application, select Add New Server and Rockwell
Automation Device Server (RSLinx Enterprise), and click OK.

=15 Local [IT_ENG)
BB YEDS atfop
- &= Runtime Secu
= EDS_4088 P g
i =123 System
2 Commi Security...
=23 HMI Tags|~

g Tags |

=123 Graphics
; % Displays General | Alams and Events |

Delete ]

well Automation Devi Enterprise)

OPC Data Server...
Tag Alarm and Event Server...
Properties. ..

RSLinx Enterprise Server Properties

Global Objects
Libraries MHame

+-fa Images
~[# Parameters
) Recipes

Description

BB Trend Templates

2 % Trend Snapshats
=123 HMI Tag Alarms

o da]] Alarm Setup

-~ Suppressed List
=1Z3 Logic and Cortral

g Derived Tags ) : ;

i g Events Computer hosting the RSLing Enterprize server:

8] Macros

@ Client Keys
=23 DataLog

; Data Log Models

()3 | Cancel ‘

4. The shortcut is named PLC. Click “Yes” to apply the configuration.

Help

|- Device Shorkouts | Primany ]
add | _Remove | = =] RaLinx Enterprise, IT_ENG
® pLC [+ 1789-A17, Backplane

=5 Etherhet, Ethernet
[=-#® 192.168.34.29, Ethernat Bridge (1769-L32E), 1763-L32E Ethe|
: —m CorpactLogix System, Compactlogix Systerm
=+ 0, 1769-L32E/4, ED_4084_ACT
| : : ﬁ 3, Local Adapter, WA1769/4
RSLinx Enterprise 5 L% 192.168.34.253, , EDS-405A

You've made the following changes to the shortcut 'PLC

Primary path edited
- 0ld:
- New: CompactLogix System.ED_408a_a0T

Press Yes to apply changes. Press Mo to discard changes.

Yes Mo ]

|

| IMade: Cnline Mok Browsing
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Import FactoryTalk® View Faceplate Graphics

1. Right click Display in the FactoryTalk® View Explorer window, select Import and Export and choose

Import graphic information into displays.

Explorer - EDS_408A_Platform

=<3 Local IT_ENG] A
{fm EDS_4084_Platiorm

o5 Runtime Security

- E RSLin= Enterprize

Elﬂ Communication Setup

= EDS_4084_Platform

29 System

[ Command Line

=153 HMI Tags

g Tags

E'a Graphics

Graphics Import Export Wizard - Operation Type

Glal Tew
Libr

Select the operation to perform:
Add Component Into Application. ..

" Export graphic information from displays

% Import graphic information into displays
@ Local Messages
@ Trend Templates
- @ Trend Snapzhots
= Z3 HMI Tag Alams

Al Alarm Setup

o e Suppresszed List

Ela Logic and Contral

Derived Tags
g Events
[8 Macros
Pt 28D Client Keys
=53 Datalog % Back I Mext > I Cancel i Help |

: Data Log Models

2. Select No and Multiple displays batch import file.

Graphics Import Export Wizard - Backup |z| Graphics Import Export Wizard - Import File Type |z|

Da you want to backup the displays that will be madified by the import? Select the type of file ta import;
s " Single display impart file
& No & Multiple displays batch import file

< Back I Mext > I Cancel Help < Back | Mest > I Cancel Help
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3. Import all graphics files for FactoryTalk® View faceplate display.

/7  NOTE

Moxa provides sample graphics files for selected switches, which are available for download at the Moxa
website or from the software CD.

Graphics Import Export Wizard - Multiple Import File

Select the multiple display batch import file:

—'when importing

i+ Create new objects on the display

N
Select Multiple Displays Batch Import File

whel
o Look in: IE) FT¥iew Faceplat _:_! o &5 ER-
@ C#A_EDS#08a_Device Infa.xml
My Recent |2 MOKA_Port_setting. xrml
Dacuments | < poya_port_status.xmi
Desktop

dy Documents

My Computer

-

My Metwork  File name: |Biatehimpon_EDS_4024_Platfarm.smi Ea Open |
Flaces
Files of type: |Bateh Import Files (* sml) - Cancel

4. After import, these objects will appear under Displays in the Explorer window.
= a Graphics

MOxA_EDS408a_Device Info
M0x4_Port_Setting
- |E] MO Paort_Status
§ Global Objects
Libraries
Fa] Images
[ Parameters
B Recipes
% Local Messages
% Trend Templates
----- % Trend Snapshots
L'I 23 HMI Tag Alarmns
] Alam Setup
. dgw Suppressed List
L‘I a Logic and Control

Denved Tags
Events

& Macros
o8 Client keys
[—'IEﬂ DataLog

----- &F Data Log Models

i )
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Import FactoryTalk® View Faceplate Local Message

1. Right click Local Message in the FactoryTalk® View Explorer window, select Add Component Into
Application and import all the local message files (.loc).

/ NOTE

Moxa provides sample local message files for selected switches, which are available for download at the

Moxa website or from the software CD.

er - EDS_408A_Platform
9 Local IT_ENG]
=1 EDS_4084_Platform
~ &= Runtime S ecurity
= E R5SLinx Enterprise
Eﬂ Communication 5etup
= EDS_4088_Platform
=23 Systemn
=] Command Line
=23 HMI Tags
- g Tags
=529 Graphics
Bl @ Dizplays
=] MO=4_ED5408a_Device Info
8]
B

MOA_Port_Setting
M 0=4_Port_Status
Global Objects
e} Libraries
=-E& Images
[#] Parameters
20 Recipes
Local Messages
BB Trend Templates
% Trend Snapshats
=23 HMI T ag Alarms
L] Alarmn S etup
& Suppressed List
= =3 Logic and Conral

Add Component Into Project

Look ire |Q Local

(2
My Recent
Drocuments

=
=
et =
il OL
| 2 3
I\ f=
3
il
=
by

by Computer

x| « @ ckE-

iy Metwork
Flaces

File: name:

Files of type:

["MO8_Detected ABCOT loc "MOXA_Linkst, 7|

]Loca\ Mezzage Files ["loc]

=l

Open |
Cancel

‘g Derived Tags

{47 Events

@ Macros

A8 Client Keys
=23 Datalog

['ata Log Models

2. After import, these objects will appear under “Local Message” in the Explorer window.

P

MO8 Detected ABCOT
MR LinkStatus

kD Port _Enable
MAxA Port_Link

MR Port_Mum

b, Power_On0ff
MOx8_Redundant_tMode
MOEA Redundant_Port
MO8 Redundant_Part_Role
MOx8_Reset_Command
MOeA Speed Duplex
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Import FactoryTalk® View Faceplate Images

Right click Images in the FactoryTalk® View Explorer window, select Add Component Into Application
and import all the image files (.bmp).

/ NOTE

Moxa provides sample image files for selected switches, which are available for download at the Moxa
website or from the software CD.

ocal (IT_ENG]
= flm ED5_4084_Platform
&= Runtime Security
E RSLing Enterprize
@ Cormmunication Setup
[ EDS_4084_Platform

H Displays
S} MOxA_EDS408a_Device Info
2] MOA_Part_Setting
\S] MOA_Part_Status
g Global Objects
: Libraries
B Images
- [#] Parameters
B Recipes
i Local Messages
BB Trend Templates

i % Trend Snapshats

S HMI Tag Alarns
o A Alam Setup
dge Suppressed List

28 Derived Tags

b Events

& Macros
A Client keys
=4 Datalog
Drata Log Model:

: (=] MOxa ED5408a_Device Info
| MO4_Port_Setting
MO, Port_Status

i Global Objects
| Libraries

:@Par

Add Component Into Project

Loak in: ] =9 Local

fdy Recent
Documents

%

Iy Computer

Iy Metwork File name:
Flaces
Files of twpe:

| Ma_Detected_ABCOT oo "MOba_Linkst, = |

Open

1anal teszage Files [".loc)

| Cancel

Add Component Into Project

Laok in: | 7 Images

Iy Recent
Documents

Desktop

B0 Recipes

% Trend Templates
i - @ Trend Snapshots
=23 HMI Tag Alarms
A]] Alamn Setup
v Suppressed List
23 Logic and Control
¥ Derived Tage
i Events
|8 Macros
@ Client Keys

3 Datalog
EF Data Log Models

\$

tdy Documents

My Computer

- emEcE-

£

Ty Metwarl
Places

File: name:

Files of type:

]"EDS—4E|8A.bmp" “ICON-05_right.brmp™ "1 EEIN—_:]

Open

JB\tmap Images [*.bmp]

.Ll Cancel
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Create a New Parameter

1. Right click Parameters in the FactoryTalk® View Explorer window, and select New.

-8, ED5__4088_Flatform
=23 System
[0 Command Line
=123 HMI Tags
i @ Tags

=123 Graphics

+ Dizplaps
Global Objects
+ Libraries

+-Fa Images

B Faraneicr
g9 ecoe: I

3 Local Mezz  Add Component Into Applical

i R ———

M OxA_LinkStatus
t020_Part _Enable

b 0¥0_Poart_Link

b 00 Port_Mum

028 Power_On0ff
t020_FRedundant_Mode
tOx4_Fedundant_Port
t0x4_FRedundant_Port_Role
MOxA_Reset_Command
MOx0_Speed Duplex

2. Create a parameter file that will be associated with the display.
Manually input “#1=[PLC]moxa_param”, and “#2=PLC" in the file.

l===== Parameter File created 06142012

| using the fP option of the Display command.
| Syntax:

1 #replacement=tagname

| Example:

1 #23=A_COLOR

#1=[PLC]moxa_param
2 =[PLC]

In the parameter definition, the shortcut PLC was created earlier. (Refer to Create a FactoryTalk®

View Shortcut to PLC)

| Parameter files are used with graphic displays to specify the tags a
| display uses at runtime. The parameter file is passed to the graphic

| #23 in any expression in a graphic would be replaced by the tag A_COLOR.

Another important piece is moxa_param, which is the name of the Switch_Parameters tag created for
the MOXA_SWITCH_AOI in your RSLogix project. (Refer to Create and configure tags for the AOI)

A0 MOXA_408A_v1_0

the AQl of MOXA 4084 switch Copyright MOXA .
ADI_MOXA_4084_v1_0 aoi 408A_instance (L]

Sweitch_Input
Switch_Output

WMOXA_4084:1Data
MOXA_4084:0 Data

SwWitch_Parameter

moXa_param

mmssage
Set_Meszage
storage
Set Data
Get_SingMessage
storage_single

WMOXA_GethMSG

MOXA_SetMsG [
MOXA_alistorage
MOXA_SetData

MOXA_GetSingle o]
MOXA_szinglestorage
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Configure FactoryTalk® View Faceplate Display

1. Right click all parameter tabs under Displays in the FactoryTalk® View Explorer window, and select
Display Settings.

MOXA s-s

Rellable Netwarks, Sincere Service  §,,.85

Device Information

IF Address 15.8
MNetmask 15.5 ;
: P
MAC Address  :s.S : oﬁ:?;?ﬁler
Serial No. D ; et
Firmware Ver, 15.85 im| Daste
CPU Loading (%) : #HHHH ; Pasts Special..
. e
Redundancy : Local Message Di : Show Gid
: Snap On
: Grid Settings...
! Zoomto Fit
| Powerhput . LocelMessageDif | .1
iz ey vy R

2. Configure Display Type and Size as shown.

For the Moxa custom faceplate, you need to configure three parameters: MOXA_Device Info;
MOXA_Port_Setting; MOXA_Port_Status.

X

Display Settings

Properties l Eehavior ]

~ Dizplay Type- - Size

" Replace " Usze Current Size

T Overlay + Specify Size in Pizels

& OnTop i Wwidth: {567 Height: [623
[ Allow Multiple Bunning Copies [~ Resize
Cighe after Displaying - 7 [~ Allow Display to be Resized

* Mo

e “Wwihen Resized

[E Faltesne L eaiteg " Pan % Scale

¥ Tite Bar T oimns

& Use Current Position
 Specify Position in Pixels

Ingert Variable. .. : J ; I
Syztem Menu :
Minimize Button Security Code; m

I
i
r
v

Size to Main Window at Buntirme Becicaioind Solor |:|
Show Last dequired Value
M arimurn Tag Update Rate:

11 v] zeconds

ak | Cancel Set az Default Help
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Sample FactoryTalk® View Faceplate Project

For easier FactoryTalk® View Faceplate installation, Moxa also provides a sample project, in which all the
parameters are configured with default values. The sample project is a (.APA) file, which is available for
download from the Moxa website or software CD. You may import the sample project in FactoryTalk® View
Faceplate Site Edition (SE).

Setting Up a FactoryTalk® View SE Client

1. Launch FactoryTalk® SE client.

) FactoryTalk View Studio - Site Edition {Local)

File Edit Yiew Setkings Objects Arrange Animation Tools  Window  Help
FEE Dk O
w|m & B2 @ R 5F llanchsecient] BT & Th & & P 5 & EL

Launch FactoryTalk View SE Client

Select a configuration file and click OF to launch an FactomT alk
Yiew SE Client.

| =l
0K | Cancel Browsze... | Mew... ]

2. Set up the new configuration file name and path.

FactoryTalk View SE Client Configuration Name

Type the name of a new caonfiguration file:

EDS-40534

Tywpe or browse for the location to store thiz configuration;

C:hFactoryT alk. View El

Help About. Cancel < Back | MHeut » |
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3.

4,

Select the application type Local.

FactoryTalk View SE Client Application Type

Select the type of SE application the client will connect to:

1 Mebwork
(= Local

Help About... Cancel < Back | Mewt » |

Enter the name of the application and select the language.

FactoryTalk View SE Client Application Name

Type the name of the application you want to connect to;

EDS_ 4054 Platform -

™ Open FactoryT alk View SE Client as view-only
[ Enable on-screen keyboard

[~ Allow display code debugaging

Select the initial runtime language:

|English [United States), enUS -l

Help About... Cancel < Back | Mext » |
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5. Configure the FactoryTalk® View SE Client Components and set Initial Display to
MOXA_Device_Info.

FactoryTalk View SE Client Components

Select components.

Components

Initial display:

Dizplay parameters: |

Initial client key file: | -]
Startup macra; J Li
Shutdown racro; | L]

Help About. . Cancel < Back | Mewst > |

6. Configure the FactoryTalk® View SE Window Properties and input Title bar text with the text you
would like to appear in the title bar.

FactoryTalk ¥iew SE Client Window Properties

Specify the properties of the FactomyT alk View SE Client windaw,

1% Show title bar
Title bar text: ]EDS#DSA Faceplated

v Show system menu and close buttan

v Show Min/tax buttonz

[ Maximize window
¥ Show Diagnostics List

v Allow undocking of Diagnostics List

[ Disable switch to other applications

Help About... Cancel < Back | Mewt » |
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7. Finish the setup and save the configuration

FactoryTalk View SE Client Completion Options

The FactomT alk YWiew SE Client iz now configured.

To save, click an option below, and then click Finish.

To dizcard, click Cancel.
{+ Save configuration and open FactamT alk Wiew SE Clent now

™ Save configuration and exit

Help About... Cancel < Back | Finigh |
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The Moxa custom Faceplate consists of three main displays: Device Information, Port Status, and Port

Introduction to the Moxa Custom Faceplate

Setting. Click the tabs at the top of the screen to change between different displays.

Device Information

The device information display shows general switch information and power and link status.

P MOXA Switch Devicelnfo - /MOXA SWITCH DEMo__[2 |[C1f

MO /\ EDS408A

i

IP Address
Metmask
MAC Address
Serial Mo,
Firmware Yer.

Redundancy

Foweer Input 1;

Link Up
B : Link Dawn

Faliable Medwarks, Sincen Service Managed Redundant SWltch 09604

CFU Loading (%) : 0

$192.168.127 253
12552552550

1 00-90-E8-15-A9-TF
: 09604

13

: Mone

on

[ Power On
B : Fower Down

The following table describes fields and values.

Field Values Description
IP Address 192.168.192.253 (factory default) Switch IP address
Netmask 255.255.255.0 Switch subnet mask
MAC Address 00:90:E8:xXx:XX:XX MAC address of switch
Serial No. Max. 5 characters Switch serial number
Firmware Ver. V3.1 Software version of switch
CPU Loading (%) 0-100% CPU loading percentage
RSTP
Turbo Ring
Redundant Protocol Turbo Ring v2 Redundant protocol setting
Turbo Chain
MSTP
On
Power Input 1 Off Power supply 1 status
On
Power Input 2 Off Power supply 2 status
Model name EDS-XXX Switch model name
Switch name Max. 30 characters User assigned switch name

Link Status

Green Link Up

Description

Grey Link Down

Current port link state
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Power On

Power Status

Power Off

Current power link state

Port Status

The port status display shows information for a selected switch port. Use the right/left buttons to select a
switch port.

F= MOXA_Port_Status - /EDS_ 40BA_Platformi/

MOXAN® &
Managed Redundant Switch 09496

i Device
Port Status
‘ . Port2 ‘

Link Status : Link Up

Speed : 100/Half

Redundant Port Status . Forwarding

Tx Unicast (Packet/sec) : 119

Rx Unicast (Packet/sec) : 148

Tx Multicast (Packet/sec) : 0

Rx Multicast (Packet/sec) w0

Tx Broadcast (Packet/sec) 0

Rx Broadcast (Packet/sec) 0

Tx Packet Error -0

Rx Packet Error - 3084

Field Values |Description

Port Index Port 3 Selected port number

Link status Link up Selected port link status
Link down P
10/Half
10/Full
100/Half

Speed 100/Full Selected port speed and mode
1000/Half
Unknown
Disable
Not Redundant Port

Redundant Port Status Link I?own Selected port redundancy status
Blocking
Learning
Forwarding

Tx Unicast (Packet/sec)

The Tx unicast packets per second

Rx Unicast (Packet/sec)

The Rx unicast packets per second

Tx Multicast (Packet/sec)

The Tx multicast packets per second

Rx Multicast (Packet/sec)

The Rx multicast packets per second

Tx Broadcast (Packet/sec)

The Tx broadcast packets per second

Rx Broadcast (Packet/sec)

The Rx broadcast packets per second

Tx Packet Error

The number of Tx packet error

Rx Packet Error

The number of Rx packet error
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Port Setting

The Port Setting allows some switch port settings to be changed. Use the right/left buttons to select a
switch port and click the Activate button to save the change.

= MOXA_Port_Setting - /EDS__408A_Platformif

MOXAN i
Managed Redundant Switch 09496

i1 -

Port Setting

‘ Port 2

Enable : Enable
Speed : Auto

Set Speed: Set Enable:

Auto Disable
10/Half Enable
10/Full

100/Half
100/Full

Port Index Port 3

Field \Values ~ |Description

Selected port number

10/Half
10/Full
100/Half
100/Full
1000/Half
Unknown

Speed

Selected port speed and mode

Enable

Enable Disable

Selected port enable or
disable
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3. PROFINETI/O

Introduction

This section is only supported by the EDS-400A-PN, EDS-510E, EDS-528E, and EDS-G500E Series.

PROFINET is a communication standard for automation of PROFIBUS & PROFINET International (PI). It is
100% Ethernet-compatible as defined in IEEE standards. With PROFINET, applications can be implemented
for production and process automation, safety applications, and the entire range of drive technology. With
its integrated Ethernet-based communication, PROFINET satisfies a wide range of requirements, from data-
intensive parameter assignment to extremely fast I/O data transmission.

PROFINET I/0 is used for data exchange between I/O controllers (PLC, etc.) and I/O devices (field devices).
This specification defines a protocol and an application interface for exchanging I/0 data, alarms, and
diagnostics. And its real-time (RT) solution allows response time in the range of 5 ms, which corresponds to
today’s PROFIBUS DP applications.

PROFINET Environmental Introductions

PROFINET Networking Structure

PROFINET I/0O follows the Provider/Consumer model for data exchange. PROFINET forms logical link
relationships between network character types. They are shown below.

10 Supervisor 10 Controller
PC Run Deployment Software/SCADA PLC

10 Device
Moxa Switch,

A
Sensor, Motor I
Enable PROFINET

A

There are 3 major character types defined by PROFINET I/0, including I/O controller, I/O supervisor, and
I/0 devices. Switches are considered I/O devices.

I/0 Controller

This is typically the programmable logic controller (PLC) on which the automation program runs. The I/O
controller provides output data to the configured I/O-devices in its role as provider and is the consumer of
input data of I/O devices.

I/0 Supervisor

This can be a programming device, personal computer (PC), or human machine interface (HMI) device for
commissioning or diagnostic purposes.
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I/0 Device

An I/0 device is a distributed I/0 field device that is connected to one or more I/O controllers via PROFINET
I/O. The I/0 device is the provider of input data and the consumer of output data.

PROFINET I/0 Devices

The MOXA switch is a PROFINET I/O device. A device model describes all field devices in terms of their
possible technical and functional features. It is specified by the DAP (Device Access Point) and the defined

modules for a particular device family. A DAP is the access point for communication with the Ethernet
interface and the processing program.

PROFINET Protocols

DCP

In PROFNET I/0, each field device has a symbolic name that uniquely identifies the field device within a
PROFINET I/O system. This name is used for assigning the IP address and the MAC address. The DCP
protocol (Dynamic Configuration Protocol) integrated in every I/0 device is used for this purpose.

DHCP

Because DHCP (Dynamic Host Configuration Protocol) is in widespread use internationally, PROFINET has
provided for optional address setting via DHCP or via manufacturer-specific mechanisms.

PROFINET Type LLDP

Automation systems can be configured flexibly in a line, star, or tree structure. To compare the specified
and actual topologies, to determine which field devices are connected to which switch port, and to identify
the respective port neighbor, LLDP according to IEEE 802.1AB was applied in PROFINET I/0.

PROFINET filed bus exchange existing addressing information with connected neighbor devices via each
switch port. The neighbor devices are thereby unambiguously identified and their physical location is
determined.

Device descriptions

GSD file

The GSD files (General Station Description) of the field devices to be configured are required for system
engineering. This XML-based GSD describes the properties and functions of the PROFINET I/O field devices.
It contains all data relevant for engineering as well as for data exchange with the device.

Find your field device GSD file in the CD or download the GSD file from the MOXA web site.
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Configuring PROFINET I/0 on Moxa Switches

Enable PROFINET I/0

Enable PROFINET in WEB UI
There are three types of PROFINET web UI, depending on which model of switch you are using.
Type 1: EDS-400A-PN Series
Type 2: EDS-510E, EDS-528E, and EDS-G500E Series
Type 3: TWS-3000 Series

Type 1
PROFINET IO
& Enable {Enable LLDP automatically after activating)
O Disable

Select the Enable option and click Activate to enable PROFINET I/0. With PROFINET I/O enabled,
PROFINET type LLDP will be enabled automatically.

Select the Disable option and click Activate to disable PROFINET I/0O, the switch will disable PROFINET
type LLDP and use standard LLDP.

PROFINET special model is enabled by default on the EDS-400A-PN series switches.

Type 2: New UI 2.0

Industrial Protocol

EtherNet/P

Enable EtherMetiIP
Note: IGMP snooping will be automatically enabled when EtherMel/P is activated.

Modbus TCP
¥| Enable Modbus TCP
PROFINET I'O

¥| Enable PROFINET 10

The default PROFINET I/O setting of EDS E series is disabled. To enable the PROFINET I/O support, check
the Enable PROFINET I/0 and click Apply.
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Type 3:

Industrial Protocol

EtherNet/IP

[—] Enable EtherNet/IP
Mote: IGMP snooping will be automatically enabled when EtherMetIF is activated.

Modbus TCP
[} Enable Modbus TCP

PROFINET L0

_| Enable PROFINET /O

Note: SNMP will be automatically enabled (SMMP W1, V2c by default, recommend changing to V3 mode for
security reasons) and LLDP settings will be modified to comply with the PROFINET specification when
PROFIMNET I/C is activated.

PROFINET Device Mame: | |

Apply

The default PROFINET I/O setting of TWS series is disabled. To enable the PROFINET 1/0O support, check the
Enable PROFINET I/0 and click Apply.

PROFINET Device Name is default empty and can be set according to below rules:

1. The maximum number of characters is 240.
2. The device name cannot be in IP address format.
3. The device name cannot start with "port-" followed by 3 or more digits.
4. Each label must be between 1 and 63 characters long.
5. Labels cannot start or end with a period (.).
6. Labels cannot start or end with a dash (-).
7. Only a-z, 0-9 . - are allowed.
g
/  NOTE

Enabling PROFINET will prevent MXview (2.2 and earlier versions) from performing auto-detection of
network topology. Auto-detection of network topology is only supported by versions of MXview 2.3 and
later. To use auto-detection in earlier versions of MXview (2.2 and earlier), you should first disable
PROFINET I/0, perform MXview auto-detection of network topology, and then enable PROFINET I/0.

NOTE

SNMP will be automatically enabled (SNMP V1, V2c by default, recommend changing to V3 mode for
security reasons) and LLDP settings will be modified to comply with the PROFINET specification when
PROFINET I/0 is activated.
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CLI
The CLI (command line interface) can be used to enable or disable PROFINET for the switch.
Command List:

e profinetio to enable PROFINET I/0.
e no profinetio to disable PROFINET I/0.

EDS-4@BA-55-5C-PN# con

EDS-4PBA-55-5C-PN(config)# profinetio

Addressing of I/0 Data in PROFINET I/0
Based on Slot and Sub-Slots

The concept of the MOXA PROFINET switch with GSD version 2 is shown in the table below. In this
structure, each switch port represents one sub-slot.

Slot 0
Sub Sub Sub Sub Sub
Siot0 Slot Slot Slot Slot
0X8000 | 0X8001 | 0X8002 | 0X8003
DAP |0 Data | Port1 Port 2 Port 3

Manufacturer Information

Each PROFINET device is addressed based on an MAC address. This address is unique worldwide. The
company code (bits 47 to 24) can be obtained from the IEEE Standards Department free of charge. This
part is called the OUI (organizationally unique identifier).

Table. MOXA OUI
B alue 4 4 B alue 0
0 0 0 2 2 9 X X X X X X
Company Code (OUI) Consecutive Number

PROFINET Attributes

The PROFINET I/O connection can be configured for both cyclic I/O data and I/O parameters. I/O
parameters are acyclic I/O data. These are major setup and monitor attributes in PROFINET.
e Cyclic I/0 Data

Cyclic I/0 data are always sent between the PLC and Switches at the specified periodic time. These data
are transmitted almost real time. For example, status information from the Switches, and variables to
be written to the Switch would typically be part of the cyclic data.

e I/0 Parameters

PROFINET I/O parameters are defined for device configuration and status monitoring. These data are
useful for infrequent data transfers, or for very large data transfers. Only transfer when needed.

e Alarm

Alarms are mainly PROFINET I/O transmitted high-priority events. Alarm data are exchanged between
an I/0 device and an I/0 controller. Once an event triggers it, the switch will send the alarm to the PLC
immediately. Enable or disable these alarms by setting I/O parameters.

There are two types of PROFINET Attributes, depending on which model of switch you are using.
Type 1: EDS-400A-PN, EDS-510E, EDS-528E, and EDS-G500E Series.
Type 2: TWS-3000 Series.
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/  NOTE

The default transfer frequency of PROFINET Cyclic I/O data is 128 ms. There are 3 options available in

SIMATIC STEP 7: 128/256/512 ms.

Type 1:

PROFINET Cyclic I/0 Data Table

Category [Direction Byte |Bit Name Description

Device Input 0 0 Device status 0 is failed status, 1 is OK.
1 Power 1 0 is unavailable, 1 is OK
2 Power 2 0 is unavailable, 1 is OK
3 RSTP status 0 is disabled, 1 is enabled
4 Turbo Ring v1 0 is disabled, 1 is enabled
5 Turbo Ring v2 0 is disabled, 1 is enabled
6 Turbo Chain 0 is disabled, 1 is enabled
7 Turbo Ring v2 status 0 is broken, 1 is healthy

Port Input 1 0 Port 1 Connection 0 is not connected, 1 is connected
1 Port 2 Connection 0 is not connected, 1 is connected
2 Port 3 Connection 0 is not connected, 1 is connected
3 Port 4 Connection 0 is not connected, 1 is connected
4 Port 5 Connection 0 is not connected, 1 is connected
5 Port 6 Connection 0 is not connected, 1 is connected
6 Port 7 Connection 0 is not connected, 1 is connected
7 Port 8 Connection 0 is not connected, 1 is connected

You can monitor these attributes in SIMATIC STEP 7. Operation steps are in the Chapter “Monitoring the

Switch”

Monitor Device I/O Cyclic Data in SIMATIC STEP 7.

ol Monitor/Modify - Device data - (R-/S1)

Onling via assigned CPT services
Pet [MOZAWIMATIC 200{L)\CFU 2152 FN/DP
Adess | Syrobel Disply fooret| Stetis vee | Moiywelue |

l_ I oo BOOL I]lru.e I

2 (I ol BOOL . filse

(I 02 BOOL I] s

4 ([ Q2 BOOL . False

ST 04 BOOL e

A (I 03 BOCOL . false

7 Qb BOOL . filse B
2 (0 07 BOOL a3
< >
¥ RowNotBffsctive | Updets Forve Symbolwith F5

Run conditinnally R i ate Ly

v | : é? Status Value r

[~ Modity

w2 Modify Telue [~ 1/ Display
Trigger. .
S <> RUNNING
Closz Help
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Monitor Port I/O Cyclic Data in SIMATIC STEP 7.

i X
Ouling via assigned CPU services
Eath: [MOTASTMATIC 30013VCET 315-2 PR/DE
Addnss | Gymil | Disgloy forvat| Satis b | Modifyvehe |
1T 10 BOOL [ ke [
7)1 11 BOOL [
Tl 12 EOOL L=
a1 13 BOOL [ fakse
HIE! BOOL [ fabe
&1 13 BOOL [ fube
T 18 BOOL [ fabse =
Tl 17 EOOL 2
< E
?< Fow Not Effective | Update Force wymbol with F5
Run conditionally Fun frmmedistehs
i dif} Status Falus | I~
| iwitisy w3 bodify Value [ LA Disphay
Trigger... |
& 4> RUNNING
Closs Help |

PROFINET I/0O Parameters

MOXA defines comprehensive PROFINET I/O parameters for more flexible settings and monitoring. There
attributes are readable or writable. PROFINET I/O parameters use PROFINET acyclic data to achieve
communication in the network. You can use the SIMATIC STEP 7 tool or engineering deployment software to
edit it. There are 3 categories of parameters, including Device Parameters, Device Status and Port
Parameters. The following tables provide parameter information:

e rw: Read and Write
e ro: Read Only

Device parameters

These parameters control PROFINET Alarm functions. PROFINET Alarm is a message which sends from
switch to PLC immediately once the event is triggered.

Byie  Name  [Access  Value Description L [Dsfault Value
Status Alarm rw Do not send any alarms 0: No alarms
1 Send alarm if any status change
1 Power Alarm 1 rw 0 Do not send power failed alarms 0: No alarms
1 Send alarm if power supply 1 fails
2 Power Alarm 2 rw 0 Do not send power failed alarms 0: No alarms
1 Send alarm if power supply 2 fails

Device Status
T T . 7 T T
0 Device Status Unavailable

OK

Device bootup fails
Unavailable

OK

Device detect fault
Unavailable

OK

Power 1 fails
Unavailable

OK

1 Fault Status ro

2 Power 1 Status ro

3 Power 2 Status ro

HIONRFRIONKFON K
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Byte

_m Description

Power 2 fails

4

DI 1 Status

ro

Unavailable

Closed

Open

DI 2 Status

ro

Unavailable

Closed

Open

Redundant Mode

ro

Unavailable

RSTP

Turbo Ring V1

Turbo Ring V2

Turbo Chain

Ring Status

ro

Unavailable

Healthy

Break

Redundant Port 1 Status

ro

Unavailable

Link is up

Link is down

Redundant Port 2 Status

ro

Unavailable

Link is up

Link is down

10

Ring Coupling Mode

ro

Unavailable

Backup

Primary

Dual homing

11

Coupling Port 1 Status

ro

Unavailable

Link is up

Link is down

12

Coupling Port 2 Status

ro

Unavailable

Link is up

Link is down

13

Connection

ro

Unavailable

OK

NIRHIONRFRONFROWNFONRONRONRKROPRAWNFEHONKEOINFO

Connection failure

Port Parameters

_m Description

Byte

0

Port Alarm

Do not send alarm

Send alarm when port link down

Port Admin State

rw

Unavailable

Off

On

Port Link State

ro

Unavailable

Link is up

Link is down

Port Speed

ro

Unavailable

10

100

1000

Port duplex

ro

Unavailable

Half

Full

Port Auto-negotiation

ro

Unavailable

Off

On

Port flow control

ro

Unavailable

Off

On

Port MDI/MDIX

ro

OIN|IFP|IOINIFIONIRFR O WNFOINRFRONKFOIR

Unavailable
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Type 2:

PROFINET Cyclic I/0 Data Table

Device Status

Category [Direction |Byte |Bit [Name Description

Device Input 0 0 |Device status 0 is failed status, 1 is OK
1 [Power 1 0 is unavailable, 1 is OK
2 |Power 2 0 is unavailable, 1 is OK
Device Input 1 Reserved for redundancy protocol

Port Status

Category [Direction Byte |Bit Name Description
Port Input 0 0 Port 1 Connection 0 is not connected, 1 is connected
1 Port 2 Connection 0 is not connected, 1 is connected
2 Port 3 Connection 0 is not connected, 1 is connected
(... C...) ...)
7 Port 8 Connection 0 is not connected, 1 is connected
1 1 Port 9 Connection 0 is not connected, 1 is connected
2 Port 10 Connection 0 is not connected, 1 is connected
C...) (.. C...) ...)
7 7 Port 64 Connection 0 is not connected, 1 is connected
Port Input 8 0 Port channel 1 Connection 0 is not connected, 1 is connected
1 Port channel 1 Connection 0 is not connected, 1 is connected
(...) (.. (...) (...)
11 7 Port channel 32 Connection |0 is not connected, 1 is connected

You can monitor these attributes in the TIA Portal.

Monitoring Device I/O Cyclic Data and Port I/O Cyclic Data in the TIA Portal:

i Hame
“Cyclic Dot
~Cyclic Cata -
*Cyclic Data
“Cyclic Data

Device Stotus -All
Oevice Status”
Powver 1"

~Power 2’

3

H "Cyclic Data - Port Stetus - All"
3 =Cyclic Data -Port 1

7 =Cyclic Data -Fort 2°
] “Cyclic Data - Port 37
9 "Cyclic Data - Port 4"
0 ~Cyelic Data -Por 5
- Port 6*

Port 7°

1 *Cyclic Data
12 =Cyelic Data -
13 ~Cyclic Data - For 8

14 ~Cyelic Data -Port 9°

15 *Cyelic Dara - Part 10°
16 *Cyelic Dato - Port 11*
17 =Cyclic Gata = Fort 12°
18 *Cyclic Data - Port 13°
19 ~Cyclic Data -Port 147

PP EENEEE dadh

Display famar

Menitor uslue
16803
[=] mue
TRUE
[ FALsE
1684030
[ FaLse
@ raLse
FALSE
[ FALSE
FALSE
& rause
TRUE
FALSE
[l FALSE
[ Fase
[EIFALSE
3 raLse
TRUE
TLUE

Medity valus b4 Carmment

Tay comment

PROFINET I/0 Parameters

Moxa defines comprehensive PROFINET I/O parameters for more flexible settings and monitoring. The
attributes are readable or writable. PROFINET I/O parameters use PROFINET acyclic data to achieve
communication in the network. You can use the TIA Portal tool or engineering deployment software to edit
it. There are 2 categories of parameters, including Device Status and Device Alarms. The following tables

provide parameter information:

e rw: Read and Write
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e ro: Read Only

Device Status

Byte
0

Name
PLC Connection Status

Access
ro

Value |[Description

0

Unavailable

Connection failure

OK

Fault Status

ro

Unavailable

Device detect fault

OK

Power 1 Status

ro

Unavailable

Power 1 fails

OK

Power 2 Status

ro

Unavailable

Power 2 fails

OK

DI 1 Status

ro

Unavailable

Closed

Open

DI 2 Status

ro

Unavailable

Closed

Open

Spanning Tree Config

ro

Unavailable

Disable

RSTP

MSTP

Turbo Ring v2 Config

ro

Unavailable

Disable

Enable

Turbo Ring v2 Ring 1 Config

ro

Unavailable

Disable

Enable

Turbo Ring v2 Ring 1 Status

ro

Unavailable

Disable

Broken

Healthy

10

Turbo Ring v2 Ring 2 Config

ro

Unavailable

Disable

Enable

11

Turbo Ring v2 Ring 2 Status

ro

Unavailable

Disable

Broken

Healthy

12

Turbo Chain Config

ro

Unavailable

Disable

Head

Member

Tail

13

Dual Homing Config

ro

Unavailable

Disable

Primary path always first

Maintain current path

Primary path sensing recovery

14

Media Redundancy Protocol Config

ro

Unavailable

Disable

Enable

15

Media Redundancy Protocol Manager Status

ro

Unavailable

Disable

Initiation

WIN|RONIFIOPWNRFROPWNREROIWNKFHONRFROWNRFRONFRONROWNFEONRONRFEONRONRERONROINH

Awaiting Connection
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Byte IName  lAccess |Value |Description
4

Primary Ring Port Link Up
Ring Open

Ring Closed
Unavailable

Disable

Initiation

Awaiting Connection
Data Exchange Idle
Pass Through

Data Exchange
Pass Through Idle

16 Media Redundancy Protocol Client Status ro

NOoOu|(hAlWNKH OO WU

Device Alarms

These parameters control PROFINET Alarm functions. A PROFINET alarm is a message which is sent from
the switch to a PLC immediately once the event is triggered.

Byte IName Access |Value [Description Default Value
0 Status Alarm rw 0 Do not send any alarms 0: No alarms
1 Send alarm if any status change
1 Power Alarm 1 rw 0 Do not send power failed alarm 0: No alarms
1 Send alarm if power supply 1 fails
2 Power Alarm 2 rw 0 Do not send power failed alarm 0: No alarms
1 Send alarm if power supply 2 fails
3 RSTP Topology Changed |rw 0 Do not send RSTP topology changed alarm |0: No alarms
Alarm 1 Send alarm if RSTP topology changed
4 MSTP Topology Changed |rw 0 Do not send MSTP topology changed alarm |0: No alarms
Alarm 1 Send alarm if MSTP topology changed
5 Turbo Ring V2 Ring rw 0 Do not send TR2 broken alarm 0: No alarms
Broken 1 Send alarm if TR2 is broken

Reset to Factory Mode

The following table is the list of Reset to Factory Modes supported by MOXA:

Reset to Factory Modes |Mode Description Action taken

Mode 0 - Factory Default - Cleans all configured settings including
Mode Original Factory Reset PROFINET
R &M he al fi i
Mode 1 Reset Application data eset§ &M data and the alarm configuration
of devices and ports
Mode 2 Reset Communication Resets Device Name to ™ “ and IP to 0.0.0.0
parameter
Mode 3 Reset Engineering parameter SP:trtf&rgn;s Mode 1, 2, and clears all configured
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Step 7 Integration

Overview of Operation Procedure

The following steps show how to integrate the switch into a PROFINET network:

1. Enable PROFINET on the switch
Enable PROFIENT in switch web UI or by CLI commands
2. Create a PROFINET I/0O subnet project in STEP 7
Create a PROFINET I/O Ethernet project for deploying environment
3. GSD file installation
Import MOXA switch GSD into the project
4. Device configuration

Search and discover the switch in STEP 7. Configure PROFINET attributes such as IP address, device
name and I/O parameters.

5. Save and load the project into the PLC
Load this project and into the PLC

6. Monitoring the Switch
Use STEP 7 to monitor switch attributes

Create a PROFINET I/0 Subnet Project

In SIMATIC Manager menu bar, click File > New Project.

New Project E|
Tser pojects ] Libraries | Muliprojects |
MNamne | Storagze path ~
% 102 o gram FilesSiemens's e pTsTpooftl 01
L
< b
=
MName: Type:
|MOX*'!'= |Prc-jec:t ﬂ
-
Storage location (path):
|C:\ng{ﬂm FilesSie mens\Step ¥ proj Browse. .. ‘
cost | e |

Name your project in the Name field then click OK.
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Insert a station in your project

Right click in category column > Insert New Object > your PLC series (here we select SIMATIC 300
station).

g SIMATIC Manager - [MOXA — C:AProgram Files\Siemene\S tep7ic7 projiMoxa]

%Eﬂe Edit lmset PLC View Options Window Help
0= 8 B 25| %

| « N Filter » >| Ty | 22 &mEMD N

SIMATIC 400 Stactio

SIMATIC H Mation
SIMATIC PC Station
Other Station
SIMATIC 85

PGEC

Rename F2
(Object Properties... AltRetom

MPL

PROFIBUS
Industrial Ethernet
PTP

Foundation Fieldbus

37 Program
M7 Program

Then you can see the new object in the project. Double click on the Hardware.

Q SIMATIC Manager - [MOXA —— CAProgram Files\Siemens\S tepdis7projiMoxa]

%Eile Edit Inset PLC View Options Window Help
0|3 2 258
= MOHA

SIMATIC 200710

[ <o Filter = |7 |58 =M N
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Add Rack in HW Config

After double-clicking on HW, you will see the HW Config window.

EW¥ Config - [SIMATIC 300(1) (Configuration}

Bl Ston Edit [swt PLC View Options Window Help BEES
D -2 &y g5 sin g | O | %R | K2

L] Lo |

Eai | )il

Erofie:  [Standard =1

-1 CPU 34 TRM ~

(] CPU 314C-2 DP
(L] CPU 314C-2 PN/DP
w (] CPU 3L4C-2 P
=0 CPU 315
« (10 CPU 3152 DF
=-(C CPU 315-2 PN/DP
(1] CFU 315F-2 DF
= CPU 315F-2 PN/DP
w (1] CFU 316
=1 CPU 316-2 DP
w (10 CRU 3172
(1 CPU 317-2 FR/DP
w (1] CFU 317R-2
= (] CPU 317F-2 P/DP
< ? % (L CFU318-2
= (] CPU 319-3 P/DP
]| smaTIC 300(1) (L0 CFU 319F-3 PN/DP
| w (] CPUBLY
=0 CPU M7
+ [ R4-300
+(0 Gateway
w1 (10 M-300
(L1 M7-EXTENSION
w (10 FS-300
=1 RACK-300
=81
+-(0 §M-300
SIMATIC 400
SIMATIC BC Based Conteol 300400
w8, SIMATIC FC Station v
GES7 3001770 DAAD %
Availsble in various lengths =

SInt ‘ Designation

FPressFl 1o get Help.

Drag a rack from the side bar to main dashboard. In here, we drag Rail, which is under the Rack-300
folder, to the main screen.

(2 EW Config - [SIMATIC 300(1} (Configuration;
Ol Sition Edit Lnedt PLC View Options Window Help E
S0 S L =R

A Bl=
B | oo
Proflle:  [Standand =l

=0 CPU 314 IRM ~

w (] CFU 314C-2 DP
=1 CPU 314C-2 PN/DP
w (] CFPU 314C2 PP
@ (0 CPU 315
w (11 CFU 3152 DF
w (] CPU 315-2 P/DP
@ (] CFU 315F2 DF
w (] CPU 31572 FH/DP
=0 CPU 316
w (] CPU 316-2 DF
=0 CPU 2172
@ (L] CFU 317-2 FN/DP
=0 CPU 317F-2
w (L CFU 317F-2 FN/DP
< 2 = CRU 3182
w (L CFU 319-2 FN/DP
| m TR (1 (2] CPU 319F-3 PN/DR
Slot Module Order munber Finmware | MPladdress | Iaddress | Qeddmess | Comment o g gg f;:
L +-[ P-300
+ 0 Gateway
(3 IM-200
+ (20 M7-EXTENSION
(3 Ps-300
= (10 RACK-200
= Rall
¥ (10 $M-200
# [ STMATIC 400
w [ SIMATIC FC Based Control 300400
B SIMATIC BC Stotion. -
GES7 300-17770-0AAD ¢
veilsble in various lengths 2

|| 0 e 3] @ ] | | 22
==
[

[ =] 10| €3] 1| ] | A=) o 1)

=5

Insertion possible Che
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Search PRODINET Ethernet devices

Use Edit Ethernet Node to browse device information in PROFINET networks. Click PLC > Ethernet > Edit
Ethernet Node.

View Opton:  Window  Help
Dowiload... Cil+L
Upload...

Module Information... Cul+D
Operating MMode. .. Ctel+L
Clear/Resst...

Set Time of Day..

Update Fiomware...

FROFIBIE »

Save Bervice Data.

Then click Browse.

Edit Ethernet Node El

Ethermet node
Nodes accesible online

MAC sddress:

Set IP configuration
(# Tz IF parameters

Crateway

IP address: | & D not nze monter

Subnet mask: | (" Use router

—

™ Obtain TP address from a DHCP server
Identified by
o - o

Client ID: |

Asmon device name
Device name: |

Resst to factory settings

Close Help
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Click Start to search devices. Use STEP 7 through PROFINET DCP to discover devices in networks. Find
PLC/switch IP addresses, MAC addresses, and device names here.

Browse Network - 2 Nodes

Start || IF address MAC address Dievice twpe Wame
192 168 ¥] 00-90-E8-25-FF-... MOXA Eth...  dutd08
102168127 33 00-1BE-1B-16-Ef...  &7-300 pi-io
Iv Fast smarch
5 X
Elash MAC address: |00-00-E8-25-FF-FC
QK Cancel Help

Add PLC CPU in HW Config

Select your PLC CPU and drag it to the rack slot 2. Please select by PLC you used. Here we will select 6ES7-
315-2EH14-0AB0 V3.1.
w1 CPU 314C-2 PP
+-[] CPU 215
+-[_ CPU 315-2DF
- |:| CPTT 315-2 PH/DT
+- [ 6EZ7 315-2EGH0-04E0
+ CI GERT 215-2EH13-04B0
- D BE:T 215-9EH14-04 B0
H V3l
|-T| L
+-[_] CPU 315F-ZDF
+1-[2] CPU 315F-2 PN/DP
#-.] CPU 316
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Then click Properties, the Ethernet interface dialog will pop out. Fill in your PLC IP address in “IP address”
column. Then click New in subnet to create a new
“PROFINET Ethernet”.

Ethernet subnet. Here we will create a subnet named

Ll e all = M

| =] 2| en| [ | | =] o]

=[5

<

Properties - Ethernet interface PH-I0| (RO/S2.2)

General  Paramsters |

IP sddress:
Subnet mask:

102 168127 33
| 255.255.255.0

I Use different method 10 obtam IP sddress

@
~

Subunet

1f a subnet is selected,
‘the next available addressss are suggested

Gateway

X

Do not use router
Use router
Address

—

- not networked -

o m

ot Module

]

Crmer number

Firmware

Hew

Properties...
Delete

Caneel Help

1T | | [ 2= | 13] ]

Insertion possible

PROFINET I/O Ethernet subnet project accomplished.

B BEST 315-2EH14-04F0
E:

€

;SO

Protle:  [Standard

=0 CPU 313C
w (] CFU 313C-2DF
w (] CPU 313C-2 P
w (1 CPU 34
(] CPU 3L41FM
= CPU 314C-2 DP
(] CPU 314C-2 PH/DP
-0 CPU 314C-2 PP
w (1 CPU3Ls
-0 CPU 315-2DP
= {1 CFU 3152 FN/DP
+ (2 6ES7 315-2EG10-DAB0
+ (L 6ES7 315-2EH13-DABD
= (1 SES7 315-2EH14-DABD
[ v3.
g 73z
=0 CPU 315F-2 DP
= (L] CFU 315F-2 EN/DP
w (1 CPU 316
= (L1 CFU 316-2 DF
~ w0 CPU 3172
=0 CPU 317-2 EN/DP
(] CPU 317F-2
= CPU 317F-2 PN/DP
w (0 CFU 3182
=1 CPU 319-3 EN/DP 3
= (L] CFU 319F-3 FN/DP
w (1 CPUBL4
w (] CFUM?
+ [ R4-300
+(0 Gateway

(k3

4 KB work memory; 0.05:m:/1000 nstructions; PROFINET
connection; §7 Comminication (asdsble FEFCS); PROFINET 10
-Controller’ supports RTAR T; PROFINET inteiface and 2 ports;

<

Che

z [ CPU 315-2 PRIDP
Fej [ sz
2 )
A2AR Fort ]
2R FortZ
3

]

5

[

7

F

3

10

11

<

PROFINET Ethemet: PROFINET-IO-Systern (100)

&

Fnd: |

Profle:  [Standard

=0 CPU 313C

= (L CPU 313C2DF

=0 CPU 313C-2 PP

w (1 CPU 34

-0 CPU 314 TFM

w (] CFU 314C2 DF

(] CPU 314C-2 PH/DP

-] CPU 314C-2 PP

w (3 CPU 315

=0 CPU 3152 DP

= (1 CFU 3152 FN/DP
+-(C] GES7 315-2EG10-DAB0
% (1 6ES7 315-2EH13-DAB0
= (1 SES7 315-2EH14-DABD

e
I REH

=0 CPU 315F-2 DP

(1] CPU 31572 ENVDP

=0 CPU 316

= (L1 CFU 316-2 DF

-0 CPU 3172

= (L] CFU 317-2 EN/DP

[£3

ﬂ:‘ PROFINET Ethernet: PROFINET-I0-3ystem (100)

Devios Number | (]| 1P eddres... | Device Name | Olernumber | Firmwere | Dinguostis sddress
I I I I I

Initilstole | Shered_|
L L L

Comment

e

(] CPU 317F-2 PN/DP

w0 CPU 3182

| =1 CPU 319-3 EN/DP 3

= (L] CFU 319F-3 EN/DP

Insertion possible

=0 CPU 614

w (1 CFUM?
+ [ P30
1 (] Gateway
EES7 315-2EH 4-0450
334 KB wark memory; 0.05ms/1000 instructinns; PROFINET
connection; §7 Communication (losdable FESF_s); FROFINET IO
-Controller; supports RTART; PROFINET interface and 2 ports;

(k3

53

Che
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GSD File Installation

1. Open SIMATIC manager on your PC.
2. Open your project.
3. Open hardware configuration.

H SIMATIC Manager - [1108_408PFNtest —- C:\Program Files'Siemens\StepTie7proiil 108_408]

% File Edit Insmxt PLC ¥iew Options Window Help

EEELIE & |[[<NoFir»

=7

=25 1108_405PFl et
Bl SIMATIC 30001}

il CPIT 215-2 PN/DP
4. Install the GSD file:

Put the GSD file and icon file on your PC at the same folder.
Select “Install GSD File” and install the GSD file just saved.

[l HW Config - [SIMATIC 300 Station (Confignration) — 0605_408]

“ Station Edit Insed PLC Wiew ESINEES Wimdow Help
D e 8 & &S B Customize .. Cti+AIE
—— I 1 M U ~
—‘i'@ R Configure Network
1 Symbol Table Ctl+AlT
2 CPU315-2 PN/DF it System E
~ eed Edit Catalog Profile
A2 P10 Edit Catalog Prot e
P T Update Catlog PROFINE T-10-System (100)
1,
EE it Install W Updats .
T 3
g Find in Service & Support...
7
]
g
10
11
v
<

>

BEE
Bix|

Emd: | ot ani]
| Brofile:  [Stondard ~]
+ ~

252 PROFIBIS-PA
= 38 PROFINET IO
= (] Additional Field Devices
# (] Gateway
= [ Network Components
# (] EtherDevice Switch
# (] Ethernet Switch

= () MOXA EtherDevice Switch
+ (] EDS-4054-FN
# (] EDS-4084
+ (] EDS-4084-1M28-8C
+ (] EDS-4084-2M18-8T
4[] EDS-4084-3M-8C
+ [ EDS-4084-MM-8C

5. You will find the new MOXA switch under PROFINET IO > Additional Field Devices > Network

Components > MOXA EtherDevice Switch.

+ ] MACH 100 Sweitch Family L2 Profes
# (] MACH 100GE Switch Family L2 Prc
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6. Use Drag & Drop to pull the MOXA switch onto the bus cable. And you can see the MOXA switch icon
displayed on the screen.

S HW Config - [SIMATIC 300 Station (Configuration) -- 0605 _408]
Eﬂu Station  Edit Insert PLC  View Options Window Help = ||

S8 §& =

B i =
= Find: | it
2 E CFU315-2 PRIDP(L) | Bofile: [Standand. =]
el MEIDFP
7 | =0 [+ % FROFIEUS DP ~
o o l Ethemet1); PROFINET-I0-8ystem {100} 3 pROFTEYS P
e Fort? T -1 FROFINET IO
T 5 - =1_1 Additions] Field Devices
4 + 0 Gatewsy
5 =-{_1] Network Components
5 w1 (2 EtherDevice Switch
7 i+ (2 Ethernst Switch
] [+]-{Z] MACH 100 Switch Family L2 Profes
[ # (2] MACH 100GE Switch Faunly L2 Prc
10 = ({1 MOE A EtherDevice Switch
11 {11 EDS-4054-PN
{11 EDS-4084
[+ ([ EDS-4084-1M28-5C
[ {Z] EDS-4084-2M15-ST
b [ {1 EDS-4084-3M-5C
< 2 [ (2] EDS-4084-MM-SC
] EDS-4084-MM-3T
:I:l {1y du08 {21 ED3-4084-FFN
= = (1 EDS-4084-PH
Slot i .| Order numhar_ ) T address ) address D_ja@msm: address Comment (2] EDS-408A-58-8C
0 | dudl 0007-000408- 01 20427 ) EDS-5084
remlilf I 2041~ & ) EDS-S10E
&[] &1 e 20007 (] EDS-5164 3
ol 2079~ &[] EDS-GS0SE
A ] z058~ & [ EDSGS12E
el T 2037 & (] EDS-GS16E
LI &F 2076~ 3150 Gateway
ol Z075~ [ () HMI
el T 208+ w0 10 =
L4 kA 2073~ < | 5
1 Devie a 0 =
7 Fortd T FROFIEUS-DE slaves for SIMATIC S7, M7, and 7 E¢
(distributed vack) =

Presz Fl to get Help

» Product Icons
Ex. File Name: EDS-405A.bmp, EDS-408A.bmp, EDS-510E.bmp, EDS-G508E.bmp, EDS-G512E-

4GSFP.bmp, EDS-G516E-4GSFP.bmp

Device Configuration

1. Browse the switch
Select PLC > Ethernet > Edit Ethernet Node to open the Browse dialog.

E{i‘-. HW Config - [SIMATIC 300(1) (Configuration) - 1108_408FFNtest]
Qph.ons Window IjI__elp
Ctltl

Ethermet(1)

3
4

5

0 | save Device Name to Memonr Card

7 | )

?D © FROFIBUS M| Verify Device Name.
11
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After the Edit Ethernet Node dialog box appears, click Browse.

Edit Ethernet Node

~ Ethernet node
Nodes accessible onling

MAC address Browss.

et [P confignration
(& Tse I parameters

[
IP eddress: |

Subnst mask T Usmouer

" Obtain IP address from a DHCP server
Tdentified by
@ Clent " MAC

ClemtID: |

Assdgn device name

Device nams I M

- Reset to factory sstings -

Close Help

Select your target switch and click OK.

Browse Network - 3 Nodes

IF address

MAC address
o -

8 51 0 D.. 1]
192.168.127.253  00-90-E8-25-FF-...  EtherDevic.. dutd(8
192.168.127.33 00-1B-1B-16-Ea...  £7-300 pi-in

v Fastssarch

A
2%

Flash MAC address: 00-90-E8-25-CD-7E
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2. Assign IP address and Device name.
a. Give the switch an IP address and subnet mask
Click Assign IP configuration.
b. Give the switch a name
Click Assign Name.
c. Click Close to finish.

Edit Ethernet Node |

Ethemet node
Nodes accessible online

MAC address: 00-90-E8-25-FF-FC

Set [P configoretion
* s IP parameters

Gateway

IF addyess: 192.168.127.253 G Doiiatiee ks
Subnet mask: 255.255.255.0  Use router
" Obtain [P address from a DHCP server
Identified by
& Clien € BLAL e i
CligntID |
Agsipn [P Configuration
— Lssign device nams
Device name: dutd0E Assign Name
Resst o faciory sitings
Reset
Cloz Help

/7  NOTE

The field Device name does not allow any empty spaces in the name. If the device name is entered with
a space, the system will remove words after the space automatically.
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3.

Set IP address and device for your project

a.

Double-click the switch icon to open switch property menu.

b. Set the Device name and IP address corresponding with those you have just assigned in STEP 7.

C.

O Use IP parameters
Manual input of IP address and Subnet mask.
O Obtain IP address from a DHCP server

Select MAC address then click Assign IP configuration.

Edit Ethernet Node K

Ethernet node
Nodes accessible online

MAC address 00-90-E8-25-CC-FC Browss.

Set IP configuration
(" Use IP parsmeters

Crateway
IP address: P
Subnet mask 2
[

¢ Obtain IP address from a DHCP server
Identified by-
" ClientID & MAC address " Dewice name

ClientID: |

Agsign IP Configurstion
Assign device name

Device name: Assign Name

Rest to factory sttings

Rest
Close Help

After the IP has been assigned by DHCP, click Browse again to check the assigned IP address.

Click Save and Compile then click download to Module.

Properties - eds408 g 1

General ]

Shart description: EDE-4084-PFN
EDS-4084-FFN

Order No/ fiomyare (0007-000408-0000 / V3.1
Farndly: MOX4 EtherDevice Switch

Device name:

G2D file: GSDML-¥2 3-MOZA-EDS4024-PFN-20121106 3anl
Change Releass Number..,
Hode in FROFINET IO System
Device number: i | {PROFINET-I0-System (100}
IF adduess: 192 168.127253 Ethemet...
IV Assign IP address via IO controller
Comment:
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4. Configuring device properties

a. Select the switch and double-click the first sub-module slot 0 to set device properties.

ﬂ:l {1y du084

Siot| [ Module | Cirder number

| Taddress | address
0 - dunigsA D007-000408-01

vl
]
ol o e
LA s
i e
LA o Es
il oA
i A 7
i e
T |4 Device data
7 ||q Partdata

b. Select Parameters and change the device parameter settings.
c. Click Save and Compile, then click download to Module.

Properiies - EDS-4D3A-PH (R-#SD) 3

General | Addresses Parsmeters ]

2l |
=145 Device paraimeters
[E] Status change
[2] Redundent power supply
[£] Device status

WValue

Mo alatins

Mo alarms

5. Configuring I/0 cycle

a. Select the switch and double-click the sub-module X1 to set the I/O cycle.

Cancel Help

b. Select I0 Cycle and change the I/0 cycle settings. Click Save and Compile, then click download

to Module.
Piopertics - PN-10 (EN-10). X]
Goneral | Addreses 10 Cyele |
 Uptate Time
Mode [Fired, update time -
P Send clack [ms]
Update time [ms] - [E =] x [iomw
Watthdog Tims

Mumber of accepted update cycles with missng 10 data: 3 b
Watthdog time fms] ettt

coxd | B
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6. Configuring port property

a. Select the switch and double-click the sub-module X1 PN to set port property.

Select Parameters.
Change the port parameters settings.

a o o

Click Save and Compile then click download to Module.

Properties - X1 - X1 P1 (X1 P1) 3

General | Addresses | Topology | Options  Peremeters |

Valus

23 Port pevoneter
2] Alarms On
] Adwmin state Hotive

Cancel Help

7. Configuring connection options

a. Select the switch and double-click the sub-module X1 PN to set port options.
Select Options.
Change the port option settings.

a 0o o

Click Save and Compile, then click download to Module.

Froperties - X1 - X1 P1 (X1 P1) (53

General | Addresses | Topology Options | Pemmaters |
Connsction
Trensmission mediom { duplex: |Amtoimtic ssttings =]
™ Disable sutonegotiatio TP 100 Mbps full duplex
TF 10 Mbps half duplexc
TP 10 Mhps full duplexc
Boundaries _{TP 100 Wbps holf duplex:
[ E
rE
i
Caseel Help
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Save and Load the Project into the PLC

Click the icon (in red box) to download project configuration to the PLC.

After the project is configured, SIMATIC STEP 7 will load all information required for data exchange to the
I/O Controller (PLC), including the IP addresses of the connected I/O devices.

ig - [SIMATIC 300 Station (Configuration) - 0605_408]

Options Window Help

Ethemet(l): PROFINET-IO-System (100)

;

= (@) dutd08-

B0 dutd0s-

H
t

B @ duds-

)
H

|

g

Bl Station Edit Inwert PLC Yiew
D28 8 e fEa Do 8w
2 CPU315-2 PN/DE(1)
1] MEIDP
2 VIO
2P Fortd
oz Fort2
B
3
5
6
7
B
9
10
11
<

Monitoring the Switch

Monitor PROFINET I/0 Cyclic Data

MOXA switches provide PROFINET I/O cyclic data for real-time monitoring. In side bar you can see Device
data and Port data.

+ B2 PROFIBTS DF
E2 PROFIBUS-PA
- B PROFINET IO

-] Additional Field Devices

=2 Metwark Componsnts

SR R h

- il

-] EtherDevice Switch
--[] MOX4 EtherDevice Switch
=[] EDS-4084-PN

Device data
3

Port data

Use Drag & Drop to pull the Device data onto slot 1. Right-click on slot 1, then

o
]

1n

11

<

Order number

L address

) address

00 7- 0004 050000

Diagnostic address:
| 2042

Corn

2045~

2040~

2055~

2058~

2057

2056

205

- :l (1) duta0B
st | @ Module
I | owsros
bl el
LI P ez
Xip? Pz
Pep A1
I P LI A
LIPS LIPS
Py LI A
X F7 AP
L FE e

1

|20

L

Find Meaaual Ct4F6 o

Delete Del

Go To 4

Edit Symbols. .

Object Properties.. Alt+Retum
1 Assign AsstID -
| Product Support Information Ctl+F2 a
+ FiQs CHl+F7 —

select Monitor/Modify.
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Use Monitor to check the input data value. In this dialog, you can see the status value of each address.
Please refer to the PROFINET Cyclic I/0 data table in Chapter 5.1 to see the meaning of each bit. For
example, address 0.1 is Bit 1 in the PROFINET Cyclic I/0 data table. It represents Power 1 status of the
switch. 1 means Power 1 exists and Green will be displayed in the Modify/monitor window.

/7  NOTE

Refer to the PROFINET Cyclic I/0 data table in chapter 5.1 for the meanings of each address.

e e S

Crline via azsigned CPU services
Path: [1108_408P Pt SIMA TIC 200(1'CPU 315-2 PN/DP
|| Adise | gyt | Disply foomat| Satsvobue | My vebie | &
1T oo BOOL G [
2l ot BOOL e
Fll o2 BOOL i s
41 a3 BOOL [ false
Tl o4 BOOL [ fae
1 035 BOOL [ e
7l os BOOL i false
w1 a7 BOOL | a5
< 5>
W Row Not Effective | TUpdate Force Swmbol with F5
Eun conditionally Fun immediately
@ Status Talne [~ ‘Euiable Peripher
I Modity W Modify Talne [~ 10 Display
Trigger.. i
u & AUNNING
Cos | Help |

To monitor Port data, follow the same steps, drag Port data in the side bar and drop it onto slot 2.

MOXA PROFINET I/O cyclic data in the slot 1 and 2.

ﬂﬂ {1) EDS-4084-FN

Blot FModuls Ormler nomber
a IDS 405A-FN |0007-000408-
XF X

ol IF I

AT A2

py JE Xt FP7

ol IE

ofd s

yod I

el I

el IF P

1 Device data

4 Port data
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Then right click. Select Monitor/Modify. You will see a monitoring window.

Online wiaassigned CPT s=rvices

Path [MEOTASTMATIC 300{1)CFT 315-2 FH/DE
donas | el | Display o] St vohue | Moy |
t|iI 10 BOOL .faJSE
217 11 BOOL I]h’mB
5112 EOOL I]h’UE
411 13 EOOL .faJSE
S 14 BOOL .faJSE
el 15 BOOL .fa]SE
T 16 BOOL .fa]se =
&0 1.7 EOOL ¥
< =

¥ Row Mot Effective TUpdate Force Symbol with F5

Eim conditionally Fun immediately
Gt Siatus Falus -
g Jlicdly w7 Mod ity Value [ 110 Displayr
Trigeer...
& ¥ RUNNING
Closs Help

Module Information

MOXA switch supports SIMATIC STEP 7 Ethernet traffic information monitoring and PROFINET alarms. These
attributes can be monitored in module information dialog. Following are the steps of operation.

Select MOXA switch icon on the screen.

Ethernet(l): PROFINET-IO-System (100}

|

- (1) dutd08

Then, click menu bar PLC > Module Information

E{; HW Config - [SIMATIC 200(1) (Configuration) - MOXA switchd

m] Station  Edit Insert BERE iiew thl.c-ns ﬂi:!ldow I_-I__e}p

0= e By | Dowilosl. CtukL
Upload....
=DUR
[1
z
At
e
AZFIR
AZFIR
3
P
5
B
7 ; ;
g Ethemet r
10 | PROFIBUS ’
11

The module information dialog will then pop up.
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Port Statistics Output

Select Statics tags. Find out each port traffic information list below.

Module Information - EDS-408A-PN

Path:  |MOXA_switch40BAPNSIMATIC 300(1%C  Operating mode of the CPU: () STOP
Status: #J4 Error
(eneral | 10 Device Diagnostics | Communication Diagnostics | Interface |
Network Connection Statistics [ Tdentification
Port Statistical value Cument ~
Port 1 (X1 PT}) Dropped received packets - no resources 0
Port1 {1 P1) Bad recetved packets 0
Port1 ({1 P1) Received octets 15718
Port1 (X1 P1) Diopped sent packets - no resources 0
Port1 (1 P1) Bad sent packets - transmit collisions 0
Port1 (1 P1) Sent octets 2422725
Port2 {1 P2) Dropped received packets - no resources 0
Port2 ({1 P2) Bad received packets 0
Port2 (X1 P2) Received octets 0
Port2 (X1 P2) Dropped sent packets - no resources 0
Port2 (1 P2) Bad sent packets - transmit collisions 0
Port2 ({1 P2) Sent octets 0
Port 3 301 P3) Dropped received packets - no resources 0
Port 3 (1 P3) Bad received packets 0
Port 3 (1 P3) Received octets 1307731
Port 3 ({1 P3) Dropped sent packets - no resources 0 3
Dot 2 /Y1 DY Tt samt naabads . bran st anTlisioms n
Cloe |  DUpdat |  print. Help

Statistics tab lists each port traffic status and the number of packets. Click Update to refresh the data.

I/0 Device Diagnostics

Moxa PROFINET switches support PROFINET alarms. These alarm messages will be sent by the switch
immediately when an event is triggered. These alarms can be enabled/disabled using PROFINET I/O

parameters (see chapter PROFINET I/0 Parameters ).

Select I0 Device Diagnostics tab to view alarms received by the PLC.

Module Information - EDS-40BA-FN

Path: |MOXﬂ_swib:h4DSAPN'\SIMATIC 300(1%C  Operating mode of the CPU: () STOF
Status: #Te Error
Wetwork Connection ] Statistics ] Tdentification
(teneral I0 Device Disgnostics ] Commundcation Diagnostics ] Intexface ]
10 controller: pi-in
Manvfactorer's description 553 Dienvice [T 1ag 0007
) . Hex Format... ]
Standard diagnostics:
Channel-specific diagnostics:
ot | Channel... | Emor
0l - Pover supply 1 erpor (10# 0000, 16# Q00000003
0X1ES - Link down (16# 0000, 16# D00C0000)
Help on selected diagnostic mow:
Close Opdate Print... Help

The Channel-specific diagnostics field is displaying link-down alarm information. Click Update to refresh

the data.
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Communication Diagnosis

Select a sub-module and use “PLC: Module Information” to see the diagnostic data.

Module Information - X1 P3

Path:  |1108_403PFNtestSIMATIC 300(1)WCPD 31

Operating mode of the CPU: <@> RUN

Status: OK
Gensral | 10 Devize Disgnostics | Communication Disgrnostis | Statistics |
Phorsical Froperties:
Mame Portstatus Settings Mode
Port 3 (X1 P3) @ 0K Atormatic sttings TP 100 Mbps full du. .
Dietails of Port: Port2 GI1 P3)

Interface MAC address: 00-90-E8-25-FF-FC
Medivm: Copper
Meighbor pn-io Port 1

Interface MAC address: 00-1BE-1B-16-E6-E3

Clos Update Brint...

Help

Topology Editor

MOXA devices support SIMATIC STEP 7 Topology editor. Click Topology Editor. View each port’s connection

status in table view tag.

"?: Topology Editor ﬁl
Table view } 3raphic view | Offlineionlin comparisan |
Interconnection table Selection range
¥ Show station name! Filter: ‘Show all ports _'_J Filter: ]Show all ports L]
Port Partner port Cable len | Sigral del | Comment - dut408
= dutang [+~ SIMATIC 3001}
B ¥1P1CE P
B *1P201P2)
B X1P30P3) SIMATIC 300(1) L PN-IO(CPL 31, 0.00
E X1P4Cx1P4)
¥1 P& (1 P5)
[ ¥1P6(¥1 PE)
B X1 P71 PT)
X1P8 (31 PE)
(=1~ SIMATIC 300011
(=]~ PM-ID(CPL 315-2 PRUDIPY Passive Componsits -
B Port1 (K2P1R) o408 4 X1 P3 (K1 P3) 0.00
I Port2(X2P2R) [+]- SCALANCE =100
[+~ SCALANCE W
i+~ medium corverter
[+~ PC Modules
[+]- Standard IE
[#]= SIMATIC HMI
< ¥
Oiree | : e Fa Ciptione A
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In the Offline/Online Comparison tab, you can compare device partner ports. Click Start to discover
connection relationships.

"": Topology Editor

Table view ] Graphic view Offline/online comparison

Configured topology (offline) Detected topology (online)
Filter: 1Show all devices _'_] Start 3 devies found
Ohiject name Partner port Cable data Ohject name | Partner port Cable data 4
[ERILL j
H1 P11 P Patt 1
K1 P2(x1 P2 Port 2
X1 P31 P3) Part 3 pn-ia \ Port 1 -(-)
H1 P4 (31 P4) Port 4 chrisch-est | Part 1 S
¥1 PS (X1 PS) Port 5 cut2408 4 Part 5 Sl
K1 PE (31 PE) Part & cut2408 \Port & -0-)
1P (X1 PT) Port 7
X1 P8 (X1 PE) Part &
Z- PH-IG(CPLI 315-2 PMIDP) E-pnio
Part 1 (X2 P1 R) Port 1 Cutd03 | Port 3 i
Port 2 (x2 P2 R) Part 2

: Fort 2

Port3 —
Port 4

Port5 dut408 L Port 5 (=)
PortE U408 \Part 6 s

< |

Asign Aply Egort. | [ Options. |

|3 lis

3
552

You can also draw the connection of each port manually in Graphic view tab.

! Topology Editor @

Table view Groaphin view ] Offline/online comparison ]

SIMATIC 300 Station
PN-IO(CPU315-2
PN/TP(1)
|
- -Pazsive Components
| [+]- SCALANCE X100
SCALANCE vy
d u t408 medium corverter
[+~ PC Modules:
Standard |E
[+~ SIMATIC Hil
EEEEEENERN

[Move picfuxe mode deactivated

Online I ot Object Propertes.

tioms... Puint...

2

Cancel Help

Industrial Protocols User Guide



	1. Modbus/TCP Map
	Introduction
	Data Format and Function Code
	Configuring Modbus/TCP on Moxa Switches
	Modbus Data Map and Information Interpretation of Moxa Switches

	2. EtherNet/IP
	Introduction
	Messaging Types
	Configuring EtherNet/IP on Moxa Switches
	CIP Objects of EtherNet/IP
	Identity Object
	TCP/IP Interface Object
	Ethernet Link Object
	Assembly Object
	Message Router Object
	Connection Manager Object
	Port Object
	Moxa Networking Object (vendor specific)

	Electronic Datasheet (EDS) File
	Rockwell RSLogix 5000 Add-on Instructions (AOI)
	AOI Installation
	The Five Major Stages of Installing the AOI
	Import the Add-on Instruction (AOI)
	Add an instance of the AOI in your application
	Create and configure tags for the AOI
	Download the configured AOI to the Rockwell PLC 
	Sample AOI Project

	CIP Tags
	Tags for Identity Object
	Tags for TCPIP Object
	Tags for Ethernet Link Object
	Tags for Moxa Networking Object
	Pre-configured Tags in the Moxa AOI

	Monitoring AOI Tags
	Monitor Tags for Identity Object
	Monitor Tags for TCP/IP Objects
	Monitor Tags for Ethernet Link Object
	Monitor Tags for Moxa Networking Object


	Rockwell FactoryTalk® View Faceplate
	FactoryTalk® View Faceplate Installation
	Create a FactoryTalk® View Shortcut to the PLC
	Import FactoryTalk® View Faceplate Graphics
	Import FactoryTalk® View Faceplate Local Message
	Import FactoryTalk® View Faceplate Images
	Create a New Parameter
	Configure FactoryTalk® View Faceplate Display
	Sample FactoryTalk® View Faceplate Project
	Setting Up a FactoryTalk® View SE Client 

	Introduction to the Moxa Custom Faceplate
	Device Information
	Port Status
	Port Setting



	3. PROFINET I/O
	Introduction
	PROFINET Environmental Introductions
	PROFINET Networking Structure
	I/O Controller
	I/O Supervisor
	I/O Device

	PROFINET I/O Devices
	PROFINET Protocols
	DCP
	DHCP
	PROFINET Type LLDP

	Device descriptions
	GSD file


	Configuring PROFINET I/O on Moxa Switches
	Enable PROFINET I/O
	Enable PROFINET in WEB UI
	CLI


	Addressing of I/O Data in PROFINET I/O Based on Slot and Sub-Slots
	Manufacturer Information

	PROFINET Attributes
	Type 1:
	PROFINET Cyclic I/O Data Table
	PROFINET I/O Parameters

	Type 2:
	PROFINET Cyclic I/O Data Table
	PROFINET I/O Parameters


	Step 7 Integration
	Overview of Operation Procedure
	Create a PROFINET I/O Subnet Project 
	Insert a station in your project
	Add Rack in HW Config
	Search PRODINET Ethernet devices
	Add PLC CPU in HW Config

	GSD File Installation
	Device Configuration
	Save and Load the Project into the PLC
	Monitoring the Switch
	Monitor PROFINET I/O Cyclic Data
	Module Information
	Port Statistics Output
	I/O Device Diagnostics
	Communication Diagnosis
	Topology Editor




