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1. Introduction

The NPort 6000 Series of secure serial device servers has many exceptional features. Over 20 models
comprise the NPort 6000 Series. The major differences between the models are the number of ports and the
type of network connection employed. All instructions and information presented for the NPort 6000 apply to
all models in the series. Any differences between models will be specified. Refer to the Product Selection
Chart section in this chapter for details on differences between models in the series.

Overview

The NPort 6000 can connect any serial device to an Ethernet network and supports many operation modes.
In particular, the NPort 6000 also supports Secure TCP Server, Secure TCP Client, Secure Pair-Connection,
and Secure Real COM modes for security-critical applications, such as banking, telecom, access control, and
remote site management. For firmware v1.14 and above, the NPort 6000 Series enhances its features based
on the industry standard IEC 62443: more secure protocols supported, authentication control, more
complex data encryptions, and so on.

The NPort 6000’s Any Baudrate feature, which is based on Moxa’s UART IC, allows the use of nonstandard
baudrates. For example, a baudrate of 500 kbps may be required for some special applications. Many device
servers can only be configured for a baudrate of 460.8 kbps, resulting in an error rate of 7.84%. For serial
communication, the acceptable margin of error is only 3%. The NPort 6000 allows you to configure the
baudrate more accurately, and it can be configured to transmit serial data at a rate of 491.5 kbps. This is
only a 1.7% margin of error, which is well within the acceptable margin for serial data.

For some applications, data must be delivered reliably even if communication is disrupted. The NPort 6000
provides a powerful function to ensure that data is buffered in case of a communication failure. When a
communication failure occurs, the data is stored in the NPort 6000. Upon resumption of communication, the
buffered data will be sent to the destination. The default size of the port buffer is 64 KB for each port. For
the NPort 6610, NPort 6250, NPort 6450, and NPort 6650, users may increase the buffer size by using an
external SD card.

Package Checklist

Each NPort 6000 serial device server is shipped in a separate box, which also includes several standard
accessories. In addition, several optional accessories can be ordered separately. When you receive your
shipment, check the contents of the box carefully and notify your Moxa sales representative if any of the
items are missing or appear to be damaged.

NPort 6610/6650

Six models of the NPort 6610 and eleven models of the NPort 6650 are available:

Model Name Number of Serial Ports Power Requirements
NPort 6610-8 8

NPort 6610-16 16 RS-232 100 to 240 VAC, power cord
NPort 6610-32 32

NPort 6610-8-48V |8

+48 VDC (20 to 72 VDC, -20 to -72 VDC),

NPort 6610-16-48V |16 RS-232 .
terminal block

NPort 6610-32-48V |32

NPort 6650-8/

NPort 6650-8-T 8

NPort 6650-16/ 16 RS-232/422/485 100 to 240 VAC, power cord
NPort 6650-16-T

NPort 6650-32 32

NPort 6000 Series User Manual 7



Model Name

Number of Serial Ports

Power Requirements

NPort 6650-8-48V |8

NPort 6650-16-48V |16 RS-232/422/485 ;he‘::]i\rlglcb(ligkto 72 VDG, -20 to -72 VDC),
NPort 6650-32-48V |32

NPort 6650-8-HV-T |8

NPort 6650-16-HV-T |16 RS-232/422/485 |88 to 300 VDC terminal block

NPort 6650-32-HV-T |32

Standard Accessories for the NPort 6610 and NPort 6650
e 1 NPort 6600 device server

e (CBL-RJ45M9-150: 8-pin RJ45 to DB9 male connection cable, 150 cm

e Power cord (AC models only)

e 2 rackmount ears

e Quick installation guide (printed)

e Warranty card

Cable Accessories for the NPort 6610 and NPort 6650 (can be purchased separately)

e CBL-RJ45M9-150 (8-pin RJ45-to-male DB9 cable; 150 cm)
e CBL-RJ45F9-150 (8-pin RJ45-to-female DB9 cable; 150 cm)

e CBL-RJ45M25-150 (8-pin RJ45-to-male DB25 cable; 150 cm)
e CBL-RJ45F25-150 (8-pin RJ45-to-female DB25 cable; 150 cm)

Extension Modules for the NPort 6450 and NPort 6600 (can be purchased separately)
¢ NM-TX01/NM-TX01-T: Network module with one 10/100BaseTX Ethernet port (RJ45 connector;

supports cascade redundancy)

e NM-TX02/NM-TX02-T: Network module with two 10/100BaseTX Ethernet ports (RJ45 connector;

supports cascade redundancy)

e NM-FX01-S-SC/NM-FX01-S-SC-T: Network module with one 100BaseFX single-mode fiber port (SC
connector; supports cascade redundancy)

e NM-FX02-S-SC/NM-FX02-S-SC-T: Network module with two 100BaseFX single-mode fiber ports (SC
connectors; supports cascade redundancy)

e NM-FX01-M-SC/NM-FX01-M-SC-T: Network module with one 100BaseFX multimode fiber port (SC
connector; supports cascade redundancy)

¢ NM-FX02-M-SC/NM-FX02-M-SC-T: Network module with two 100BaseFX multimode fiber ports (SC
connectors; supports cascade redundancy)

NPort 6150, NPort 6250, and NPort 6450

One model of the NPort 6150, three models of the NPort 6250, and one model of the NPort 6450 are

available:

Power Requirements
NPort 6150/6150-T 1 100-240 VAC, adapter
NPort 6250/6250-T 2 100-240 VAC, adapter
NPort 6250-M-SC/6250-M-SC-T 2 100-240 VAC, adapter
NPort 6250-S-SC/6250-S-SC-T 2 100-240 VAC, adapter
NPort 6450/6450-T 4 100-240 VAC, adapter

Standard Accessories for the NPort 6150 and NPort 6250
e Quick installation guide (printed)

e Power adapter (standard temp. models only)

e Warranty card

e 2 attachable wall-mount ears

DIN-Rail Accessories for the NPort 6150, NPort 6250, and NPort 6450 (can be purchased

separately)

e DK-35A DIN-rail mounting kit (35 mm)
o  DIN-rail power supply
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Product Features

All models in the NPort 6000 Series have the following features:

Secure data access modes, including Secure Real COM, Secure TCP Server, Secure TCP Client, and
Secure Pair Connection

Versatile socket-operating modes, including TCP Server, TCP Client, UDP, and Real COM driver
Port-buffering function to prevent loss of serial data when communication is disrupted
Enhanced remote configuration with HTTPS and SSH

Definable multi-user account management

High Secure Mode is supported to disable less secure protocols and cipher suites as well as enforce the
longest key length for data encryptions

Port speeds of up to 921.6 kbps
Redundant Ethernet Ring capability (STP, RSTP, Turbo Ring, and Turbo Ring 2)
Any baudrate feature for easy configuration for custom baudrates

Product Selection Chart

The following table shows the main differences between the NPort 6000 models:

Configurable

Serial e LU alarm LED
. network |network
interface . and relay
interface |modules
RS-232, .
2128{ T 1 RS-422, \1/2Dé° 48 ?i”nr:l'”:;m Ethernet |- - -
RS-485
RS-232
6250/ ! 12to 48  |Aluminum
2 RS-422, Ethernet |- - yes
6250-T RS-485 VDC (1 mm)
6250-M-SC/ RS-232, 12 to 48  |Aluminum Multimode
6250-M-SC- |2 RS-422, VDC (1 mm) Fiber - - yes
T RS-485
6250-5-SC/ Egjg;' 12t048  |Aluminum rsr:ggf ) ) Jes
6250-S-SC-T RS-485 VDC (1 mm) Fiber
6450/ 4 E::iggl 12 to 48 Aluminum Ethernet yes yes yes
6450-T RS-485 VDC (1 mm)
100-240 |SECC sheet
6610-8 8 RS-232 VAC metal (1 mm) Ethernet |yes yes yes
100-240 SECC sheet
6610-16 16 RS-232 VAC metal (1 mm) Ethernet |yes yes yes
100-240 SECC sheet
6610-32 32 RS-232 VAC metal (1 mm) Ethernet yes yes yes
6610-8-48V |8 RS-232  |tagvpc |SECCSheet oy et |yes yes yes
metal (1 mm)
6610-16-48V|16 RS-232  |tagvDC |PCCCSNee e et yes yes yes
metal (1 mm)
6610-32-48V|32 RS-232  |tagvDC |2CCCSNee e et yes yes yes
metal (1 mm)
6650-8/ 8 Egjg;, 100-240 SECC sheet Ethernet yes yes yes
6650-8-T RS-485 VAC metal (1 mm)
6650-16/ 16 Egjg;, 100-240 SECC sheet Ethernet es es es
6650-16-T Resgs  |VAC metal (1 mm) 4 4 Y
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Configurable

Built-in Optional alarm LED

Serial network |network

interface . and rela
interface |modules y

RS-232,
6650-32 |32 RS-422, \1/2% 240 fnictacl S(rl‘e;tm) Ethernet  |yes yes yes
RS-485
RS-232,
6650-8-48V |8 RS-422, |48 VDC fnictacl S(rl‘e;tm) Ethernet |yes yes yes
RS-485
RS-232,
6650-16-48V|16 RS-422, |+48 VDC aneiacl s(rl‘e;tm) Ethernet |yes yes yes
RS-485
RS-232,
6650-32-48V |32 RS-422, +48 VDC SECC sheet Ethernet |yes yes yes
metal (1 mm)
RS-485
NPort 6650- | ig:igg’ 88:300  |SECCsheet | 0o | o Jes Jes
8-HV-T RS-485 VDC metal (1 mm)
NPort 6650- |, . iz:igi' 88-300  |SECCsheet |00 | oo Jes Jes
16-HV-T RS-485 VDC metal (1 mm)
NPort 6650~ |, iz:igi' 88-300  |SECCsheet | ... | o o
32-HV-T Re.4gs  |VDC metal (1 mm) 4 4 4
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2. Getting Started

This chapter covers the hardware installation of the NPort 6000. Software installation is covered in the next

chapter.

Panel Layout

NPort 6150/6250

NPort 6150
Rear View

Power Reset LAN
Jack l

LED
- Indicators

Front View

P1

NPort 6250
Rear View

Power Reset LAN

Jack
o - L'II

Top View

LED
- Indicators

SD Slot

Front View

P1 P2
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NPort 6450

Rear View

DOUT Reset LAN Module

Power Jack eE- -1 ‘ v [
i

RJ45
Optional
Top View Network Modules

RJ45 Ethernet

Hi

Fiber Ethernet
0 ’TIT‘ a
Fiber Ethernet

ee[e]e]

SD slot  Function Keys
LED Indicators

Front View

e e Ee oEEe

P1 P2 P3 P4

/  NOTE

The LCD panel is only available with standard temperature models.
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NPort 6610/6650

Rear Views

Network Module

AC Power
Serial Ports Console LAN DOUT  Input

VDC
Power
Input

Top View

Standard Temperature Model Front Views

i

NPort st
Baea..
LCM Display | LED Indicators SD Connector
LED Indicators Push Buttons  Reset Button (internal)

Wide Temperature Model Front Views

NPort 665016

NPort s

LED Indicators SD Connector
(internal)

LED Indicators Reset Button

/7  NOTE

The LCD panel is only available with standard temperature models.
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Panel, DIN-rail, and Rack-mounting

Wall or Cabinet Mounting

The NPort 6150, 6250, and 6450 device servers have built-in “ears” for attaching the device 6.0mm
server to a wall or the inside of a cabinet. We suggest using two screws per ear to attach —’| l‘_
the device servers to a wall or the inside of a cabinet. The heads of the screws should be

less than 6.0 mm in diameter, and the shafts should be less than 3.5 mm in diameter, as ssemB

shown in the figure at the right.

NPort 6150 NPort 6250 NPort 6450

i =[] m M
NPort sz NPort a0

Or Omnue

9 e ol | = | |Q

g g g g NPortsse
— — T B | |} g
oA 2= 3 4 oo g 1®
— L @ OF2 Omuse

O nus
BEEE S cl

(o2

DIN-rail Mounting

DIN-rail attachments can be purchased separately to attach the NPort 6150, 6250, and 6450 to a DIN rail.
When snapping the attachments to the DIN rail, make sure that the stiff metal springs are at the top.

NPort 6150 NPort 6250 NPort 6450

7

L O0 T

N
0

LT
R] O

—
—

= I
[l
Rack-mounting
Use four screws to attach the NPort 6610/6650 to a standard rack.
NPort 6610/6650
@ - Neort 2o $056550555088553 @
Moxa = | ([ 1000, s o
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Connecting the Hardware

This section describes how to connect the NPort 6000 to serial devices for the first time.

Wiring Requirements

A

ATTENTION

Disconnect the power before installing and wiring
Disconnect the power cord before installing and/or wiring your NPort 6000.
Do not exceed the maximum current for the wiring

Determine the maximum possible current for each power wire and common wire. Observe all electrical
codes dictating the maximum current allowable for each wire size.

If the current exceeds the maximum rating, the wiring could overheat, causing serious damage to your
equipment.

Server may get hot; use caution when handling

Use caution when handling the NPort 6000 after it has been plugged in. The internal components generate
heat, and the casing may get too hot to touch.

You should also heed the following guidelines:

e Use separate paths to route wiring for power and devices. If power-wiring and device-wiring paths must
cross, make sure the wires are perpendicular at the intersection point.

NOTE

Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

e The type of signal transmitted through a wire should determine which wires should be kept separate.
The rule of thumb is that wires sharing similar electrical characteristics may be bundled together.

e Keep input wiring and output wiring separately.
e It is good practice to label the wiring to all devices in the system.

Connecting the NPort 6600 VDC’s Power

To connect the NPort 6600-32/16/8-48V’s power cord with its terminal block, follow the steps given below:

@ ® ® @ @ 1. Loosen the screws on the V+ and V- terminals of the NPort 6600 VDC's terminal
block.

2. Connect the power cord’s VDC wire to the terminal block’s V+ terminal and the
V+ V- @ power cord’s DC Power Ground wire to the terminal block’s V- terminal; then,
tighten the terminal block screws. (Note: The NPort 6600 VDC can still operate
even if the DC and DC Power Ground are reversed.)

If the power is properly supplied, the “"Ready” LED will glow solid red until the system is ready, at which
time the “Ready” LED will change to green.

NOTE

You should use 8 kg-cm of screw torque and 22-14 AWG of suitable electric wire to connect the NPort
6600 VDC's power cord to its terminal block.
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Grounding the NPort 6600 VDC

Grounding and wire routing helps limit the effects of noise because of electromagnetic interference (EMI).
Run the ground connection from the ground screw to the grounding surface before connecting devices.

BRIR|Bl® The Shielded Ground (sometimes called Protected Ground) contact is the second
contact from the right of the 5-pin power terminal block connector on the rear panel of
V+ V- @ the NPort 6600 VDC. Connect the SG wire to the earth ground.

SG—QJ

/\  ATTENTION

This product is intended to be mounted to a well-grounded mounting surface such as a metal panel.

Connecting to the Network

Connect one end of the Ethernet cable to the NPort 6000’s 10/100M Ethernet port and the other end of the
cable to the Ethernet network. If you are using a fiber-port version of the NPort 6000, connect the fiber
cable from the Ethernet network to the NPort 6000’s fiber port.

If the cable is properly connected, the NPort 6000 will show a valid connection to the Ethernet as follows:

e The Ethernet LED glows solid green when connected to a 100 Mbps Ethernet network.
e The Ethernet LED glows solid orange when connected to a 10 Mbps Ethernet network.
e The Ethernet LED flashes when Ethernet packets are being transmitted or received.

Connecting to a Serial Device

Connect the serial data cable between the NPort 6000 and the serial device. Serial data cables are available
as optional accessories.

LED Indicators

The LED indicators on the front panel of the NPort 6000 are described in the following table.

LED Name ________ILED Color ILED Function __ ___ ________ _______________|

PWR Red Power is being supplied to the power input.
Steady on: Power is on, and the NPort 6000 is booting up.
Red Blinking: An IP conflict occurs, or the DHCP or BOOTP server does not
respond properly.
Ready Steady on: Power is on, and the NPort 6000 is functioning normally.
Green Blinking: The device server has been located by the NPort Search
Utility.
Off Power is off, or there is a power error condition.
Orange The NPort 6000 is connected to a 10-Mbps Ethernet connection.
Link Green The NPort 6000 is connected to a 100-Mbps Ethernet connection.
Off The Ethernet cable is disconnected or has a short.
. Green Server-side software has opened the serial port.
P1to P16 in-use LED Off Server-side software did not open the serial port.
P1. P2, P3, P4 Orange The ser!al port !s recelvn'.mg.data.
(6150/6250/6450) Green The serla?l port is transnyttmg data. . .
Off No data is being transmitted or received through the serial port.
P1 to P16 Tx Green The serial port is transmitting data.
(6610/6650) Off Data is not being transmitted through the serial port.
P1 to P16 Rx Orange The serial port is receiving data.
(6610/6650) Off No data is being received through the serial port.
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The NPort 6450 and 6650 models have additional LEDs for the alarm and optional network modules:

LED Name _________ [LEDColor [LED Function |
Green The fiber-optic network module is plugged in and has been

Module (6450/6610/6650) detected.
Off The fiber-optic network module is not present.

Link (on optional network Steady on: The NPort 6000 device server is connected to an

modules NM-FX01-M-SC, Orange Ethernet fiber connection, but the port is idle.

NM-FX01-S-SC) Blinking: The fiber port is transmitting or receiving data.

Alarm Red The relay output (DOUT) is open (exception).

(6450/6610/6650) Off The relay output (DOUT) is short (normal condition).

Adjustable Pull High/Low Resistors for the RS-485 Port

In some critical environments, you may need to add termination resistors to prevent the reflection of serial
signals. When using termination resistors, it is important to set the pull high/low resistors correctly so that
the electrical signal is not corrupted. The NPort 6000 uses jumper settings or DIP switches to set the pull
high/low resistor values for each serial port.

To set the pull high/low resistors to 150 KQ, make sure that the jumper caps do not short the two
jumpers assigned to the serial port. (For the NPort 6650, make sure both the assigned DIP switches are in
the OFF position.) This is the default setting.

To set the pull high/low resistors to 1 KQ, make sure that jumper caps shorted the two jumpers

assigned to the serial port. (For the NPort 6650, make sure both the assigned DIP switches are in the ON
position.)

/\  ATTENTION

Do not use the 1 KQ setting on the NPort 6000 when using the RS-232 interface. Doing so will degrade the
RS-232 signals, shorten the maximum allowed communication distance, and the Rx LED may light up.

NPort 6150/6250/6450 Jumpers
NPort 6150 NPort 6250

L7 RO L TAOHEH]

O O

5 o O

] > JP4, JP5

‘:[]l 1Z [ for Port 1

,|:| =D]—> JP4, JP5 %7 [‘_" 2 > J58, JPT
D Y for Port 2
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NPort 6450 (Revision before v1.7.1)

O

ISHOY

JP8, JP9 for Port 1

. JP10, JP11 for Port 2
" JP12, JP13 for Port 3

JP14, JP15 for Port 4

NPort 6450 DIP Switches (Revision v1.8.0 and after)

F

\ i L2

o

sw 1 2 3

Pull High Pull Low Terminator
ON 1 KQ 1 KQ 120 Q
OFF 150 KQ 150 KQ -

1
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NPort 6650 DIP Switches

O 10

\ )

O 01

OC

SwW 1 2 3

Pull High Pull Low Terminator
ON 1 KQ 1 KQ 120 Q
OFF 150 KQ 150 KQ -

NPort 6000 Series User Manual

19



3. Cybersecurity Considerations

With cyberattacks growing in number and sophistication, network device vendors are adding functions
geared towards protecting sensitive business and personal information. Moxa has dedicated itself to this
area by developing measures to make sure all the products can and will meet the security standard, so
customers will use Moxa’s product without too much to worry about. There are certain details that Moxa
cannot do alone; customers and Moxa need to work together to build up a much-secured environment to
defend against all kinds of cyberthreats. This chapter introduces the essential steps to enhance the
cybersecurity of Moxa’s products. Customers may need to refer to other sections in the user manual for the
exact settings or commands.

Updating Firmware

When a customer buys a product from Moxa or reseller, Moxa may have already released a newer version of
firmware, which is likely to have enhanced the security features included. We suggest always update to the
latest firmware. Check with Moxa’s support website for further details.

Turn Off Unused Service and Ports

Imagine living in a house that has many entrances. If all the doors and windows are left unlocked or even
open, it sends a message of welcoming to intruders out there. We always recommend turning off services
and ports that are not in use to reduce the chances of being attacked.

Turn Off Moxa Service After Installation

Moxa Service is extremely helpful for first-time installation as it helps the device to be discovered in a local
area network (LAN). Once the installation is completed, this service should be turned off for safety reasons;
however, once it is turned off, a utility such as Moxa’s Device Search Utility (DSU) is no longer seeking for

the device. Access to the product will be only through the IP and login with username and password.

Turn On Services That Are Necessary

Several services were designed when cybersecurity wasn’t much of an issue. Therefore, their design’s
considerations didn’t quite cover cybersecurity. Below is a list of services that are recommended to turn on
only when necessary:

e HTTP/HTTPS: If the web console is required to access the product, it is recommended to use HTTPS
over HTTP
e Telnet: Only enable Telnet if the command line is required to manage the product

e SNMP: If you are using Simple Network Management Protocol for remote device monitoring and
management, it should be turned on. It is strongly advised to change the default community name once
enabled and set SNMP to send a trap if authentication failures happen.

NOTE

Once all the settings are configured according to your needs, remember to save, and restart the device so
that all the new settings are effective. Remember to export your settings.
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/  NOTE

If all HTTP/HTTPS/Telnet/Serial consoles are turned off, then there is no other route to access the product.
The only way to recover it is to reset the device and start from the beginning. Refer to the user manual on
how to reset the device.

Limited IP Access

Limiting the number of IP addresses that can access the product is one of the most effective ways of
blocking unwanted intruders. If there are only limited desktop/notebook/mobile devices that would access
the product, grant those IPs access.

Account and Password

There is a default username and password for first-time installation; we strongly suggest changing the
password after installation has been done.

Starting from firmware version 2.0 onwards, there is no default username and password. You may need
to set the username and password for the first user (who will also be the admin user) of this device to
enhance the device's security.

Use your own passwords for users of the devices. If possible, also change the default name of the
account, for example, don't name admin group "admin" before the device is deployed.

Use strong passwords. The devices support a function to check if passwords are strong enough. You can
enable the function to help you check whether the passwords are strong enough.

Use the account login failure lockout feature to prevent unwelcome access.

System Log

System log can contain all kinds of activities that are happening on your NPort, such as Login Fail, IP
Changed, Password Changed, Config Changed, etc. Check the log periodically to examine any abnormal
behavior.

Testing the Security Environment

Besides these devices that support those protective functions, network managers can follow several
recommendations to protect their network and devices.

To prevent unauthorized access to a device, follow these recommendations:

Testing tools for cybersecurity environment checks are available. Some may provide limited free use,
for example, Nessus. These tools help identify probable security leaks in the environment.

The device should be operated inside a secure network, protected by a firewall or router that blocks
attacks via the Internet.

Control access to the serial console as with any physical access to the device.
Avoid using insecure services such as Telnet and TFTP; the best way is to disable them completely.

Limit the number of simultaneous web server and Telnet sessions allowed. Periodically, change the
passwords.

Back up the configuration files periodically and compare the configurations to make sure the devices
work properly.

Audit the devices periodically to make sure they comply with these recommendations and/or any
internal security policies.

If there is a need to return the unit to Moxa, make sure encryption is disabled and that you had already
backed up the current configuration before returning it.
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/  NOTE

DISCLAIMER: Note that the above information and guide (the “information”) are for your reference only.
We do not guarantee a cyberthreat-free environment. These guidelines are to increase the security level to
defend against cyberintrusions and do not guarantee that the above information will meet your specific
requirements. The above information is provided “as-is”, and we make no warranties, express, implied or
otherwise, regarding its accuracy, completeness, or performance.
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4. Initial IP Address Configuration

When setting up the NPort 6000 for the first time, the first thing you should do is configure its IP address.
This chapter introduces the different methods that can be used.

Static and Dynamic IP Addresses

Determine whether your NPort 6000 needs to use a static IP or dynamic IP address (either DHCP or
BOOTP/PPPoE application).

e If your NPort 6000 is used in a static IP environment, you will assign a specific IP address, using
one of the tools described in this chapter.
e If your NPort 6000 is used in a dynamic IP environment, the IP address will be assigned

automatically from over the network. In this case, set the IP configuration mode to DHCP,
DHCP/BOOTP, BOOTP, or PPPoE.

A

ATTENTION

Consult your network administrator on how to reserve a fixed IP address for your NPort 6000 in the MAC-
IP mapping table when using a DHCP Server or BOOTP Server. For most applications, assign a fixed IP
address to your NPort 6000.

Factory Default IP Address

The NPort 6000 is configured with the following default private IP address:
192.168.127.254

Note that IP addresses that begin with “192.168" are referred to as private IP addresses. Devices configured
with a private IP address are not directly accessible from a public network. For example, you cannot ping a
device with a private IP address from an outside Internet connection. If your application requires sending
data over a public network, such as the Internet, your NPort 6000 will need a valid public IP address, which
can be leased from a local ISP.

Configuration Options

Device Search Utility

You may configure your NPort 6000 with the bundled Device Search Utility for Windows. Note that you will
be asked to enter the username and password to access the NPort 6000 device. The default username is
admin and the default password is moxa. Starting from firmware version 2.0 onwards, there is no default
username and password. You may need to set the username and password for the first user (it will also be
the admin user) of this device to enhance the device security. Refer to Chapter 14, Software
Installation/Configuration, for details on how to install and use the Device Search Utility.
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Web Console

You may configure your NPort 6000 using a standard web browser. You will be prompted to enter the
username and password to access the NPort 6000 device. The default username is admin and the default
password is moxa. Starting from firmware version 2.0 onwards, there is no default username and
password. You may need to set the username and password for the first user (it will also be the admin user)
of this device to enhance the device security. Refer to Chapter 6, Configuration with the Web Console,
for details on how to access and use the NPort 6000 web console.

LCM Console/Front Panel (NPort 6610, 6650, and 6450 only)

The NPort 6610, 6650, and 6450 only give you the option to configure some settings through the front
panel, also known as the LCM (Liquid Crystal Module) console. The LCM console can be configured for read-
only or writeable access. Read-only access allows settings to be viewed but not changed. Factory default
settings are for writeable access, where configuration is allowed through the LCM console to users in the
Administration Group only. (For account management details, reference Chapter 11, Administration
Settings)

Starting from firmware version 2.0, the LCM Console is disabled if you didn't set the username and
password for the first user. You will only see the server’s name and default IP address, but all the buttons
will not work.

/\  ATTENTION

If the LCM console is configured for writeable status, the LCM console will require you to enter the
username and the password before allowing you access. The password will not be required if the LCM
console is configured for read-only access.

The MENU button activates the main menu. It is also used to cancel a selection and return to a previous
menu.

The UP and DOWN buttons navigate between options.
The SEL button confirms a selection or enters a submenu.

The IP environment (Static, DHCP, PPPoE, etc.) is configured under Main Menu > Network setting > IP
config. The IP address is configured under Main Menu > Network setting > IP address. After the
address has been entered, you will need to restart the NPort under Main Menu > Save/Restart.

The following instructions explain how to set the NPort 6000’s IP address through the LCM console:

Press MENU to activate the Main Menu.

2. The first line of the display shows the current menu and should read Main Menu. The second line
shows the current selection and should read Server setting. Use the UP and DOWN buttons to select
Network setting. Press SEL to enter the Network setting menu.

3. In the Network setting menu, select IP config. Don’t forget to press SEL to confirm your selection.

In the IP config menu, use the UP and DOWN buttons to select the option that matches your IP
environment (Static, DHCP, etc.). Press SEL to confirm your choice. You may also press MENU to
cancel your selection and return to the previous submenu.

5. You should be back in the Network setting menu. From the Network setting menu, select IP
address.

6. Use the UP and DOWN buttons to change the digit currently selected by the blinking cursor. Press SEL
to move to the next digit. Continue changing the IP address until all the digits have been entered. If
you make a mistake, press MENU to cancel all changes and return to the Network setting menu. You
cannot go back one digit.

7. Once you have finished changing the IP address, your changes are saved but not in effect. For your
changes to take effect, you will need to restart the NPort. You may view and modify your changes by
selecting IP address at the Network setting menu again.

8. Press the menu button to exit the Network setting menu and return to the Main Menu. Use the UP
and DOWN buttons to select Save/Restart and press SEL. Use the UP and DOWN buttons to select
Yes and press SEL to restart.
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/  NOTE

Only standard temperature models come with an LCM console.

ARP

You can use the ARP (Address Resolution Protocol) command to set up an IP address for your NPort 6000.
The ARP command tells your computer to associate the NPort 6000’s MAC address with an IP address.
Afterwards, use Telnet to access the NPort 6000, and its IP address will be reconfigured.

/\  ATTENTION

To use the ARP setup method, both your computer and the NPort 6000 must be connected to the same
LAN. Alternatively, you may use a crossover Ethernet cable to connect the NPort 6000 directly to your
computer’s Ethernet card. Before executing the ARP command, your NPort 6000 must be configured with
the factory default IP address (192.168.127.254), and your computer and the NPort 6000 must be on the
same subnet.

To use ARP to configure the IP address, complete the following:

Get a valid IP address for your NPort 6000 from your network administrator.
Get your NPort 6000’s MAC address from the label on the bottom panel.
Execute the ARP s command from your computer’s MS-DOS prompt as follows:
arp -s <IP address> <MAC address>
For example,
C:\> arp -s 192.168.200.100 00-90-E8-04-00-11
4. Next, execute a special Telnet command by entering the following exactly:
telnet 192.168.200.100 6000
When you enter this command, a Connect failed message will appear, as shown below.

+ Command Prompt

D=“Zarp —=s 192_.168_.200.100 B0-90-eB8-62-58-A9

D:=~>telnet 192.168.200.108 6BHA

Connecting To 192 _168_288_18A._ _Could not open connection to the host, on port 6
BB : Connect failed

11N

5. After the NPort 6000 reboots, its IP address will be assigned to the new address, and you can reconnect
using Telnet to verify that the update was successful.

Telnet Console

Depending on how your computer and network are configured, you may find it convenient to use network
access to set up your NPort 6000’s IP address. This can be done using Telnet.

/7  NOTE

The Telnet console is disabled by default from firmware version 2.0 onwards.

/\  ATTENTION

Figures in this section were taken from the NPort 6650’s Telnet console.
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1. From the Windows desktop, select Start -> Run and type the following in the Run window:
telnet 192.168.127.254
If your IP address is different from the default setting, use your IP address instead. Click OK.

Run HE

=l Type the name of a pragram, folder, document, ar Internet
i regource, and Windows will open it for you,

Oper:  [telnet 192.166.127.254) |

aF | Cancel | Browse... ‘

2. The console terminal type selection is displayed as shown. Enter 1 for ansi/vt100 and press ENTER to
continue.

Telnet 192.168.127.254

MFort NP6R5GA-16
Conzole terminal type (1: ansi vtlBB,. 2:- wth2)> :

3. You will be asked to enter the username and password to access the NPort 6000 device. If you're
accessing the NPort the first time, the default username is admin and the default password is moxa.
Press ENTER to proceed.

~

B Telnet192.168.34.159

Serial NHo: B5%78%

Console user name
Console password
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4. Press N or use the arrow keys to select Network and then press ENTER.

BN Telnet 192.168.34.159

Overview [[EIAMTIN] Port System Admin Log Common plld sale Restart Exit
Examinesmodify the ethernet LAM port settings
Enter: select ESC: previous menu

5. Press B or use the arrow keys to select Basic and then press ENTER.

B Telnet 192.168.34.159 ] 0

NP6458_598% 1.13.9

I] Advanced Ddns Route Quit
Examines-modify hazic network settings
Enter: select ESC: previous menu

6. Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or SPACE keys
to erase the current IP address; then, type in the new IP address and press ENTER. Note that if you are
using a dynamic IP configuration (BOOTP, SHCP, etc.), you will need to go to the IPv4 Configuration
Field (or IPv6 Configuration Field) and press ENTER to select the appropriate configuration.

Bl Telnet 102.168.34.159 b | B |t

NPF6458_5989 1.13.9

mnduanced Ddns Route Quit
Examinesmodify basic network settings
EEC: bhack to menu Enter: select
IPu4 configuration
IPv4 address [122 .168.34.159
IPv4 netmazk [255.255.68.8
IPu4 gateway
IPv4 DNE server 1
IFu4 DNS server 2
IPu4 PPFPoE user account
IPvd PFFoE paszzword
IPv4 WINS function
IPuv4 WIHNS server
IPvb configuration
IPub address
IPuvh prefix
IPve gateway
IPvt DNE server 1
IPuvGt DNE server 2
Connection priority [IPub first CRFC J484>]
LAN speed [Auto 1
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7. Press ESC twice to return to the previous page. Press Y to confirm the modification

.',L! Telnet 192.168.127.254

1.8 {Jun 28 2806 — 13:B4:-48>

fAdvanced Quit
Examinemodify haszic network settings

Enter: select ESC: previous menu

Warning

¥You have modified the configuration without saving.
Would you szave it now 7

Press ESC to return to the previous page.

Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to confirm the
save command.

ol Telnet 192.168.127.254

_|ol x|
Poo5hH-16 NP665E—16_1 1.8 <(Jun 28 28006 — 13:84:4@>

Querview Basic sork Port System Monitor [ELDEE] Restart Exit
Save current configuration to flash ROM

ESC: back to menu Enter: select

+ +
iEnter to update,. other key to cancell
+

10. Press R or use the arrow keys to select Restart and then press ENTER.

PGESB 16 NP&665H-16_1 5] 28 2336 — 13:84:4W>
00&1*01&!.-: Basic MNetwork Port System HDI‘IltDl“' sAve Exit
Restart the whole system or selected serial ports

Enter: select ESC: previous menu

11. Press S or use the arrow keys to select System; then press ENTER to restart the NPort 6000

_,1,! Telnet 192.168.127.254

i =] ]
P665B-16 HP6658-16_1 1.8 <(Jun 28 2086 — 13:04:40>
Port Quit

Restart the server

bhack to menu Enter: select

Warning *

Restart system will disconnect all pnrt-—‘ and clear all status value

Enter: continue ESC: cancel
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Serial Console

The NPort 6000 supports configuration through the serial console, which is the same as the Telnet console
but accessed through the RS-232 console port rather than through the network. Once you have entered the
serial console, the configuration options and instructions are the same as if you were using the Telnet
console.

The following instructions and screenshots show how to enter the serial console using PComm Terminal
Emulator, which is available free as part of the PComm Lite suite. You may use a different terminal emulator
utility, although your actual screens and procedures may vary slightly from the following instructions.

1. Turn off the power to the NPort 6000. Use a serial cable to connect the NPort 6000’s serial console port
to your computer’s male RS-232 serial port.

/\  ATTENTION

The NPort 6610/ 6650 has a dedicated serial console port. For the PIN definition, see the RS-232 PINOUT
in Appendix A: NPort 6600: RS-232/422/485 (male RJ45) section. For all other NPort 6000 models,
port 1 serves as the serial console port.

From the Windows desktop, select Start > All Programs > PComm Lite > Terminal Emulator.

The PComm Terminal Emulator window should appear. From the Port Manager menu, select Open, or
simply click the Open icon as shown below:

'ﬁ‘_~. PComm Terminal Emulator

Pratile  Port Manager Help
T

ot 0 28 o 2 A S

4. The Property window opens automatically. Select the Communication Parameter tab; then, select the
appropriate COM port for the connection (COM1 in this example). Configure the parameters for 19200,
8, None, 1 (19200 for Baud Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits).

Property ﬂ

Communication Parameter | Terminall File Tran&ferl Eapturingl

— COM Optionz

Ptz :

Baud Rate : Im
Drata Bits : m
Farity : Im
Stop Bits : m

— Flow Contral—— Cutput State-
" RTS/CTS DIR & OM  OFF

[T =OM/<OFF RTS + ON " OFF

Ok, I Cancel

5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and click OK.
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If you are using the NPort 6610/6650, you may power it up at this point. If you are using the NPort
6150, 6250, or 6450, hold down the grave accent key (") while powering it up, as shown below. Note

that the grave accent key (sometimes called backwards apostrophe) is NOT the apostrophe key—it is
the key usually found next to the number 1 key.

ada00800a088m|
3 8 7 0 = Backspace J|| |
: > - = T ; |

The NPort 6000 will then automatically switch from data mode to console mode.

If the NPort 6000 has been set up for password protection, you will be prompted to enter the password.
After you enter the password, or if password protection is not enabled, you will be prompted to select
the terminal mode. Press 1 for ansi/vt100 and then press ENTER.

L]
E* comM1,115200,None, 8,1, ANST -0l =|
MEcrt NOEE50-16 ;'
I- . R . - =
Console termingl type (l: ansi wtl00, Z2: wt5Z) : 1I
IDTR
RTZ

T Ll A el G ot Break Siona

WL
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8. The main menu should come up. Once you are in the console, you may configure the IP address
through the Network menu item, just as with the Telnet console. Refer to steps 4 to 11 in the Telnet
Console section to complete the initial IP configuration.

shwe PRestart Exit

S

State:OFEN  [B [BS0 [ B9 IR eady
=~
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5. Introducing Serial Port Operation
Modes

In this chapter, we describe the various operation modes of the NPort 6000. NPort 6000 modes are grouped
by type of application, such as Device Control or Reverse Terminal. The options include an operation mode
that relies on a driver installed on the host computer and operation modes that rely on TCP/IP socket
programming concepts. After selecting the proper operation mode, refer to Chapter 6, Configuration with
the Web Console, for detailed information on configuration parameters.

Overview

The NPort 6000 network enables traditional serial (RS-232/422/485) devices. The serial device server is a
tiny computer equipped with a CPU and TCP/IP protocols that can bi-directionally translate data between the
serial and Ethernet formats. Your computer can access, manage, and configure remote facilities and
equipment over the Internet from anywhere in the world.

Traditional SCADA and data collection systems rely on serial ports to collect data from various kinds of
instruments. Since the NPort 6000 network-enables instruments equipped with an RS-232, RS-422, or RS-
485 communication port, your SCADA and data collection system will access all instruments connected to a
standard TCP/IP network, regardless of whether the devices are used locally or at a remote site.

The NPort 6000 is an external IP-based network device that allows you to expand the number of serial ports
for a host computer on demand. If your host computer supports the TCP/IP protocol, you will not be limited
by the host computer’s bus limitation (such as ISA or PCI), nor will you be limited by the absence of drivers
for various operating systems.

Besides providing socket access, the NPort 6000 also comes with a Real COM/TTY driver that transmits all
serial signals intact. This enables you to preserve your existing COM/TTY-based software without needing to
invest in additional software.

Three different socket modes are available: TCP Server, TCP Client, and UDP Server/Client. The major
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the
recipient to send an acknowledgement to the sender. UDP does not require this type of verification, making
it possible to offer faster delivery. UDP also allows unicast or multi-unicast of data to one IP or groups of IP
addresses.

The NPort 6000 also supports console management applications, including Reverse Telnet, as well as
Reverse SSH terminal modes. Reverse terminal modes enable you to connect to a server’s console port
through an IP network for remote control and/or monitoring of that server.

The NPort 6000 supports standard SSL secure data access for Real COM/TTY mode, TCP server mode, TCP
Client mode, and Pair Connection mode. Data transmitted on the Ethernet will be well protected.

Guide to NPort 6000 Modes

On the NPort 6000, each serial port is independently configurable for a different mode with different
settings. For example, on the NPort 6450, an administrator can easily configure two ports for Real COM
mode, one port for Ethernet Modem mode, and one port for Reverse Telnet mode. Refer to Chapter 8,
Configuring Serial Port Operation Modes, for detailed information and configuration instructions.

Device-control Applications

For device-control applications, the NPort 6000 offers the following modes: Real COM/Secure Real COM
mode and RFC2217 mode.
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Real COM and Secure Real COM Modes

!-’ COMS3 = IP Port

==

TCP/IP
Ethernet

= ‘ Driver Mode

RS-232/422/485

The NPort 6000 comes bundled with Real COM drivers for Windows systems and TTY drivers for Linux
systems. Real COM mode includes optional data encryption, using TLS.

In Real COM mode, the bundled drivers can establish a transparent connection between a host and a serial
device by mapping the serial port on the NPort 6000 to a local COM/TTY port on the host computer. Real
COM mode supports up to eight simultaneous connections that enable multiple hosts to simultaneously
collect data from the same serial device.

One of the major conveniences of using Real COM mode is that it allows you to use software that was
written for pure serial communication applications. The Real COM driver intercepts data sent to the host’s
COM port, packs it into a TCP/IP packet, then redirects it through the host’s Ethernet card. At the other end
of the connection, the NPort 6000 accepts the Ethernet frame, unpacks the TCP/IP packet, and then
transparently sends the data through the serial port to the attached serial device.

A

ATTENTION

Real COM mode allows several hosts to have access control over the same NPort 6000. The drivers that
come with your NPort 6000 control host access by checking the host’s IP address. Refer to the Accessible
IP List section in Chapter 10, System Configuration Settings, for more details.

Reverse Real COM Mode

Real COM mode will not work when the NPort 6000 is using a private IP address, or if the NPort 6000 is in a
dynamic IP address environment. In either of these cases, the remote host/server cannot connect to the
NPort 6000.

Private IP address application

Private IP Remote Host/Server
‘ NPart 6000 actively init the connection @
& > O
Public IP
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Dynamic IP address application

Dynamic IP Remote Host/Server

‘ NPort 6000 actively init the connection
& . —

IP address Changed frequently

Reserve Real COM mode is an innovative operation mode developed by Moxa. It allows NPort 6000 terminal
servers to achieve the same effect as Real COM mode, but without needing to apply for a public IP address.
In other words, Reverse Real COM mode can be used even if the NPort is using a private IP address or is
being used in a dynamic IP address environment.

In Reserve Real COM mode, the NPort 6000 will actively start a connection to the remote host/server that is
listed in the destination IP field after it boots up.

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode. That is, a driver is used to establish a transparent connection
between a host computer and a serial device by mapping the serial port on the NPort 6000 to a local COM
port on the host computer. RFC2217 defines general COM port control options based on the Telnet protocol.
Third- party drivers supporting RFC-2217 are widely available on the Internet and can implement Virtual
COM mapping to your NPort 6000 serial port(s).

Socket Applications

For socket applications, the NPort 6000 offers the following modes: TCP Server/Secure TCP Server, TCP
Client/ Secure TCP Client, and UDP.

TCP Server and Secure TCP Server Modes

: ‘TCPServer

RS-232/422/485

In TCP Server mode, the serial port on the NPort 6000 is assigned a port number which must not conflict
with any other serial port on the NPort 6000. The host computer starts contact with the NPort 6000,
establishes the connection, and receives data from the serial device. This operation mode also supports up
to eight simultaneous connections, enabling multiple hosts to collect data from the same serial device at the
same time.

@ Request a

connection

@ Proceed with
data transmission

As illustrated in the figure, data transmission proceeds as follows:

1. The host requests a connection from the NPort 6000, which is configured for TCP Server mode.

2. Once the connection is established, data can be transmitted in both directions between the host and the
NPort 6000.

TCP Server mode supports optional data encryption using TLS.
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TCP Client and Secure TCP Client Modes

=

.@?Jﬁ*

NCP/IP
\ Ethernet

@\
= 1 TGP Cient
@ Request a

connection RS-232/422/485

(2) Proceed with

data transmission

In TCP Client mode, the NPort 6000 can actively establish a TCP connection to a predefined host computer
when serial data arrives. After the data has been transferred, the NPort 6000 can automatically disconnect

from the host computer by using the inactivity time settings.

As illustrated in the figure, data transmission proceeds as follows:

1. The NPort 6000, configured for TCP Client mode, requests a connection from the host.
2. Once the connection is established, data can be transmitted in both directions between the host and the

NPort 6000.

TCP Client mode includes optional data encryption using TLS.

UDP Mode

Directly proceed with
data transmission
(no connection required)

RS-232/422/485

Compared to TCP communication, UDP is faster and more efficient. In UDP mode, you can unicast or multi-
unicast data from a serial device to one or multiple host computers; and the serial device can receive data
from one or multiple host computers. These traits make UDP mode especially suited for message display

applications.
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Pair Connection and Secure Pair Connection
Modes

RS-232/422/485

NPort 6000 Series
N “Slave”

- NPort 6000 Series
“Master”
RS-232/422/485

In Pair Connection mode, two NPort 6000 servers work together to remove the 15-meter distance limitation
imposed by the RS-232 interface. One server is arbitrarily designated the master and the other as the
slave—it does not matter which is which if there is one of each. One server is connected from its RS-232
port to the COM port of a PC or another type of computer, such as a handheld PDA that has a serial port;
the other server is connected to the serial device through its RS-232 port.

The two servers are then connected to each other over the network.

Ethernet Modem Mode
|

X = \RS-232/422/485
-‘ Ethernet Modem

TCP/IP
Ethernet
‘ Ethernet Modem

RS-232/422/485

Ethernet Modem mode is designed for use with legacy operating systems, such as MS-DOS, that do not
support TCP/IP Ethernet. By connecting the properly configured NPort 6000 serial port to the MS-DOS
computer’s serial port, it is possible to use legacy software to transmit data over the Ethernet if the
software is originally designed to transmit data over a modem.
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Terminal Applications

Windows NT

TCP/IP
NPort 6000
Series
I | | RS-232

d @ Cd

Terminal Terminal Terminal

|

Terminal applications involve connecting terminals to UNIX or Windows servers over a network. A terminal
connects to the appropriately configured serial port the NPort 6000, and the NPort 6000 transmits
information to and from a UNIX or Windows server over the network through its Ethernet port. You may
need to check with your network administrator to determine the appropriate terminal mode. All terminal

modes support fast keys as used in many terminal applications.

Refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and

configuration instructions.

Terminal ASCII Mode

Terminal ASCII mode can handle up to 8 sessions per port with the ability to switch between sessions on
the same terminal. This mode is used for text-based terminals with no file-transfer capability or encryption.

Terminal BIN Mode

Terminal BIN mode allows one session per port and is used for terminal applications that include file-

transfer features.

SSH Mode

SSH mode allows one session per port and is used for secure terminal applications that abide by the SSH

protocol.

1
|
I
I

|Telnet/
| SSH
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Reverse Terminal Applications
Uniz( Windowf NT

TCP/IP

NPort 6000
Series

Joula)

Router Server Server

Reverse terminal applications are like terminal applications in that they involve using the NPort 6000 to
manage the connection between a terminal and a server. The difference is that with reverse terminal
applications, the terminal is connected through the network and the server is connected through the serial
port, rather than the other way around. In practice, a reverse terminal session typically involves a network
administrator telnetting to a device that has a dedicated serial console port used specifically for
configuration.

For example, many routers, switches, UPS units, and other devices (including the NPort 6000) have
Console/AUX or COM ports to which a terminal can be physically connected for console management. With
the NPort 6000, the device’s console port can be connected to a serial port on the NPort 6000, allowing a
network administrator to telnet to the device remotely through the network. Although modern network
equipment generally allows other options for remote configuration through the network, there are situations
in which it is necessary or desirable to configure a device by serial console (e.g., for security reasons, when
using older-generation equipment, or as a backup configuration method when the network is down).

NPort 6000 reverse terminal modes allow the use of the NPort 6000 User Table or a RADIUS server for
identity verification purposes. Refer to the Misc. Network Settings section in Chapter 10, System
Configuration Settings, for instructions on setting up the NPort 6000 User Table.

Reverse Telnet

Reverse Telnet mode is widely used for device management in control rooms. The system waits for a host
on the network to start a connection. Since TCP Server mode does not assist with conversion of CR/LF
commands, reverse terminal applications that require this conversion should use Reverse Telnet mode.

Reverse SSH

The NPort 6000 also offers a Reverse SSH mode so you can use SSH utilities such as PuTTY to connect to
remote servers.
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Printer Modes

TCP/IP

NPort 6000
Series

Printer Printer Printer Printer

The NPort 6000’s Printer mode provides an excellent solution for banking and stock exchange services with
huge printing demands. Printer modes involve a network printer that is connected to a serial port on the

NPort 6000, with a port number assigned to specify the printer’s location. Windows or UNIX hosts can
access the printer over the network in either RAW or LPD modes.

Refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and
configuration instructions.
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Dial In/Out Modes

Web Server E-mail Server

TCP/IP
NPort 6000
Series f / Router
Modem«<.__»~» - -~ o
PPP SLIP PPP
Dialout Dialin Dialin
Internet
Modem <.~ =

UNIX Server

Notebook

The NPort 6000 provides dial-in/dial-out access for ISPs and enterprises that need a remote access solution.
When a user at a remote site uses a PPP dial-up connection to access the NPort 6000, the NPort 6000 plays
the role of a dial-up server, but also ensures that the user has legal access to the network by verifying the
user’s identity with the NPort 6000 User Table or a RADIUS server. Refer to the Misc. Network Settings
section in Chapter 10, System Configuration Settings, for instructions on setting up the NPort 6000
User Table.

The NPort 6000 supports PPP, SLIP, and Terminal modes for dial-in/dial-out access. Regardless of which
operating system is used, you will always be able to use standard PPP dial-up to establish a connection. The
NPort 6000 can also act as a router to connect serial ports to a WAN connection. Routing protocols
(including static, RIP I, and RIP II) can be adjusted to route different WAN connections.

Refer to Chapter 8, Configuring Serial Port Operation Modes for detailed information and configuration
instructions.

Disabled Mode

You can disable any port on the NPort 6000 by setting the operation mode to Disabled.

NPort 6000 Series User Manual 40



6. Configuration With the Web Console

The web console is the most user-friendly method available to configure the NPort 6000. With a standard
web browser, you have easy and intuitive access to all settings and options. In this chapter, we introduce

the web console and go through the basic configuration options. The same configuration options are also
available through the Telnet and serial console.

Using Your Web Browser

Browser Cookie Settings

Verify that cookies are enabled for your browser. If the cookies are disabled, you cannot use the web
console. (Cookies are only used for password transmission.)

1. For Internet Explorer, enable cookies by selecting Internet Options from the Tools menu:

General | Sec:ulit_\.ll F'livac_l,ll Contentl Connectionsl Plogramsl Advancedl

— Home page
Eg *Y'ou can change which page to use for your home page.
Addriess: nfisapifredi . dli7p

Usze Currant Usze Diefault Uze Blank

— Temporamny Internet files

i Pages you view on the Intemnet are stored in a special folder
| a8 for quick wiewing later.

Delete Cookies... | Delete Files.. Settings...

— Histary

B The Histary folder contains link: ta pages you've visited, for
i quick access to recently viewed pages.

Days to keep pages in histary: I2IJ 3: Clear History |

Colors... | Fonts... | Languages. .. | Accgssibility...l

ak I Cancel | Apply |
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2. Select the Privacy tab. There are six levels of privacy setting: Block All Cookies, High, Medium High,
Medium, Low, and Accept All Cookies. Users must select Medium High (as the image shows below) to
access the NPort 6000 web console.

Internet Options

Generall Security  Privacy |E0ntent| Eonnectionsl F'logramsl Advancedl

2]

 Settings

r Move the slider to select a privacy setting for the Intermnet

=& zone

"t Medium High

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that use perzonally identifiable
information without vour explicik congent

- Blocks firgt-party cookies that uge personally identifiable
information without implicit conzent

Sites... | Impart. .. Adwvanced... Default

— Pop-up Blocker
@ Frewvent most pop-up windows from appearing.

¥ Block pop-ups Settings.. |

0K I Cancel | Apply

/\  ATTENTION

If you are not using Internet Explorer, cookies are usually enabled through a web browser setting such as

allow cookies that are stored on your computer or allow per-session cookies.

Trusted Site Settings

For Windows 2003 users, you may need to add the NPort 6000’s IP address to your browser’s list of trusted

sites.

1. 1If you see the following window while attempting to view the web console, click on Add... to modify the
list of trusted sites:

| PR —— |
|

° Content from the Web site listed below iz being

Learn mare about Internet E=plorer's E nhanced Security Configuiation...

blacked by the Internet Explarer Enhanced
Secunty Configuration,

http://192. 168,127,254

[V ‘Cortinue to prompt when web site contert is blocked

IF you trust this ‘web site, you can lower security settings for fdd.
the site by adding it ta the Trusted sites zane. [f you knaw =

this ‘Wb site is on pour local intranet, review help for
instructions on adding the site to the local intranet zone
instead.

Important; adding this web site to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including |nternet

Exsplorer.
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You may also directly access the list of trusted sites through Internet Options in the Tools menu of

Internet Explorer. Select the Security tab, then click on the Trusted Sites icon and on the Sites...
button:

General Security | F'li\racyl Eontentl Eonnectionsl F'rogramsl Advancedl

Select a'web content zone to specify itz security settings.

Intemet Restricted
sites
Trusted sites
This zone cortain: Web sites that you Sites... |
truzt not ta damage your computer or —

data.

r— Securty level for this zone

Custom
Custam settings.

- T change the settings, click Custom Level.
- To uze the recommended sethings, click Default Level.

LCugtom Lewvel... I Default Level I

ak. I Cancel | Apply |

2. In either case, the window below should appear, showing the list of sites that you have configured

Internet Explorer to trust. Add the IP address of your NPort 6000 here (the factory default IP address is
192.168.127.254).

Yiou can add and remove Web sites From this zone, &l Web sites
in this zome will use the zone's securiky sektings.

Add this Web site to the zane:
| htbpi /192,168, 127,254

‘Weh sites:

htkp:fi* .update . microsoft. com - Remove |
htkps: [1* . .update. micrasaoft. cam —

htkp:f* windowsupdate .micrasaft . com

htkps: f1* . windowsupdate. microsaft, com

htkp: /g0 microsaft.com

htto: ffmsdn. microsoft, com ﬂ

™ Require server verification (https:) for &l sites in this zone

Close |

After adding the NPort 6000’s IP address as a trusted site, you should be able to view the web console
by entering the NPort 6000’s IP address in your browser’s address bar.
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Opening the Web Console

Open your web browser and enter 192.168.127.254 in the website address line. This is the default IP
address for the NPort 6000-if a new address has been assigned, enter the new address instead. Press
ENTER to load the page.

A

ATTENTION

The examples and figures in this chapter use the NPort 6000 factory default IP address of
192.168.127.254. If you have assigned a different IP address to your NPort 6000, be sure to adjust
accordingly when following these directions. Refer to Chapter 4, Initial IP Address Configuration, for
details on how to configure the IP address.

For firmware version 1.21 and before:

The default login username is admin and the default password is moxa.

Web Console Login

Username :[a

Password : | ]

Login

For firmware version 2.0 and after: Set up the username and password for the first user, and the admin
user. Every time you reset the device to the default setting, you will need to set the username or password
before you log in to the device.

First boot

Username : I:I

New Password : [ ](4-16 characters)
Confirm Password: [ |(4-16 characters)

ATTENTION

If you forget your password, the ONLY way to configure the NPort 6000 is by using the reset button to
reset all settings and load the factory defaults. If you have disabled the reset button in your NPort 6000
configuration, you may still use it to load the factory defaults within the first 60 seconds that the NPort
6000 is powered on.

Remember to back up your configuration by exporting it to a file. Your configuration can be easily restored
by importing the file to the NPort 6000. This will save time if you have forgotten the password and need to
reload the factory defaults.
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The NPort 6000’s web console will appear after logging in.

M OXA WWW.MoX4a.com

=9 Main Menu
; : Welcome to NPort 6000 Series
{1 Overview
EHEY Network Cenfiguration Model name NPE450
{:l Basic Network Settings S.erial No. ] 120 .
{:I Nihiamced Nitwork Setsngs Firmware version 1.14 Build 16100316
Ethernet IP address 192.168.35.105
C' DS fe80::c8fe: 16ff:fe08:3116
~{0 Route Table Ethernet MAC address CA:FE:16:08:31:16
H{] Serial Port Configuration Ethernet LAN speed 100M/Link
B{Z] System Configuration LAN medule speed  —r | -
{3 Administration Up time 0 days 04h:01m:20s
H{Z1 Log, Monitoring and Warning Sodule:type ’ M
[]D Common Settings HD'%UIE R iR e e
Serial port 1 115200,None,8,1
3 Change Password Serial port 2 115200,None, 8,1
-{10 Save Configuration Serial port 3 115200,None,8,1
H{Z] Restart Serial port 4 115200,None,8,1
-1 Logout LCM Mot support

Web Console Navigation

On the NPort 6000 web console, the left panel is the navigation panel and contains an expandable menu
tree for navigating among the various settings and categories. When you click on a menu item in the
navigation panel, the main window will display the corresponding options for that item. Configuration
changes can then be made in the main window. For example, if you click on Network Configurations in
the navigation panel, the main window will show a page of network-related settings you can configure.

You must click on the Submit button to keep your configuration changes. The Submit button will be at the
bottom of every page that has configurable settings. If you navigate to another page without clicking the
Submit button, your settings will not be kept.

Changes will not take effect until they are saved and the NPort is restarted! You may complete this
in one step by clicking on the Save/Restart option after you submit a change. If you need to make several
changes before restarting, you may save your changes without restarting by selecting Save Configuration
in the navigation panel. If you restart the NPort 6000 without saving your configuration, the NPort 6000 will
discard all submitted changes.
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Network Configuration

Basic Network Settings

Network Settings - Basic

IPv4 Configuration

IPv4 configuration
IPv4 address |192.168.127.254
Netmask [255.255.255.0
Gateway |

IPv4 DNS server 1 |

IPv4 DNS server 2 |

PPPOE user account
PPPoE password (max: 15 characters)
WINS function @ Enable O Disable

WINS server | |

IPv6 Configuration

IPv6 configuration
IPv6 address

Prefix 64

IPv6 Gateway

IPV6 DNS server 1 | |

IPv6 DNS server 2 | |

Connection priority ® 1pv6 first (RFC 2484) O IPv4 first

Configuration

LANspeed
LLDP Setting

LLDP ® Enable O Disable
Message Transmit Interval (5 - 32768)

Access Basic Network Settings by expanding the Network Configuration item in the navigation panel.
Basic Network Settings is where you assign the NPort 6000 IP address, netmask, Gateway, and other IP
parameters.

/7  NOTE

You must assign a valid IP address to your NPort 6000 before it works in your network environment. Your
network system administrator should provide you with a unique IP address and related settings for your
network. First-time users can refer to Chapter 4, Initial IP Address Configuration, for more
information.

IPv4 Configuration (default=Static): You can choose from four possible IP configuration modes.

Option Description

Static User-defined IP address, netmask, gateway.

DHCP DHCP server-assigned IP address, netmask, gateway, DNS, and time server

DHCP/BOOTP DHCP server-assigned IP address, netmask, gateway, DNS, and time server, or
BOOTP server-assigned IP address (if the DHCP server does not respond)

BOOTP BOOTP server-assigned IP address

PPPoE PPP over Ethernet, remote ISP-assigned IP address

IPv4 Address (default=192.168.127.254): Enter the IP address that will be assigned to your NPort
6000. All ports on the NPort 6000 will share this IP address. An IP address is a number assigned to a
network device (such as a computer) as a permanent address on the network. Computers use the IP
address to identify and talk to each other over the network. Choose a proper IP address that is unique and
valid in your network environment.
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Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the network
hosts at one geographic location, in one building, or on the same local area network.

When a packet is sent out over the network, the NPort 6000 will use the subnet mask to check whether the
desired TCP/IP host specified in the packet is on the local network segment. If the address is on the same
network segment as the NPort 6000, a connection is established directly from the NPort 6000. Otherwise,
the connection is established through the default gateway.

Gateway: Enter the IP address of the gateway if applicable. A gateway is a network computer that acts as
an entrance to another network. Usually, the computers that control traffic within the network or at the local
Internet service provider are gateway nodes. The NPort 6000 needs to know the IP address of the default
gateway computer to communicate with the hosts outside the local network environment. For correct
gateway IP address information, consult the network administrator.

/\  ATTENTION

In dynamic IP environments, the firmware will try to get the network settings from the DHCP or BOOTP
server three times every 30 seconds until the network settings are assigned by the DHCP or BOOTP server.
The first try times out after one second, the second try times out after three seconds, and the third try
times out after five seconds.

If the DHCP/BOQTP server is unavailable, the firmware will use the default IP address (192.168.127.254),
netmask, and gateway settings.

IPv4 DNS server 1: This is an optional field. If your network has access to a DNS server, you may enter
the DNS server’s IP address in this field. This allows the NPort 6000 to use domain names instead of IP
addresses to access hosts.

Domain Name System (DNS) is how Internet domain names are identified and translated into IP addresses.
A domain name is an alphanumeric name, such as www.moxa.com, which is easier to remember than the
numerical IP address. A DNS server is a host that translates this kind of text-based domain name into the
actual IP address used to establish a TCP/IP connection.

When the user wants to visit a particular website, the user’s computer sends the domain name (e.g.,
www.moxa.com) to a DNS server to request that website’s numerical IP address. When the IP address is
received from the DNS server, the user’'s computer uses that information to connect to the website’s web
server.

The NPort 6000 will play the role of a DNS client, in the sense that it will actively query the DNS server for
the IP address associated with a particular domain name. The following functions on the NPort 6000 web
console support the use of domain names in place of IP addresses: Time Server, Destination IP Address (in
TCP Client mode), Mail Server, SNMP Trap Server, Destination Address (in Pair Connection mode),
Primary/Secondary Host Address (in Terminal mode), RADIUS Server, TACACS+ Server and SMTP Server.

IPv4 DNS server 2: This is an optional field. The IP address of another DNS server can be entered in this
field for when DNS server 1 is unavailable.

PPPOE user account and PPPoE password: For dynamic broadband networks such as xDSL or cable
modem, users must enter the username and password that they received from their ISP to establish a
network connection. If a serial port on the NPort 6000 will use PPPoE, enter the account name and password
in these fields.

WINS function (default=enable): Enable or disable the WINS (Windows Internet Naming Service)
server.

WINS server: If a WINS Server is connected to the network, enter the WINS Server’s IP address in this
field. TCP/IP uses IP addresses to identify hosts, but users often use symbolic names, such as computer
names. The WINS Server, which uses NetBIOS over TCP/IP, contains a dynamic database to map computer
names to IP addresses.

What is IPv6?

IPv6 stands for Internet Protocol version 6. It is the second version of the Internet Protocol, introduced after
the first version, which is IPv4. The difference between the two versions is the length of the IP address.
IPv4 uses 32-bit IP addresses; IPv6 uses 128-bit IP addresses. IPv4 is still the predominant protocol used
over most of the Internet.
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IPv6 Configuration (default=Static): You can choose from three possible IP configuration modes.

IPv6 router assigned prefix

Step 1: NPort generates the Link local address automatically

Step 2: NPort sends the “Router solicitation” to the router to apply for an IP address.
2.1 Router assigns an IP address to NPort > Step 4
2.2 Router assigns the DHCPv6 Server to offer an IP address > Step3
2.3 Router has no response (e.g., router does not exist) > Step 3

Step 3. The NPort applies for an IP address from the DHCPv6 Server

Step 4. Process closed

Static User-defined IP address, Prefix, Gateway.

Disable Use IPv4

Auto

IPv6 Address (default= Auto): Enter the IPv6 address that will be assigned to your NPort 6000. All ports
on the NPort 6000 will share this IPv6 address. An IPv6 address is a number assigned to a network device
(such as a computer) as a permanent address on the network. Computers use the IPv6 address to identify
and talk to each other over the network. Choose a proper IPv6 address that is unique and valid in your
network environment.

Prefix: The prefix is the part of the address that shows the bits that have fixed values or are the bits of the
subnet prefix. Prefixes for IPv6 subnets, routes, and address ranges are expressed in the same way as
Classless Inter-Domain Routing (CIDR) notation for IPv4. An IPv6 prefix is written in address/prefix-length
notation. For example, 21DA:D3::/48 and 21DA:D3:0:2F3B::/64 are IPv6 address prefixes.

/  NOTE

IPv4 implementations commonly use a dotted decimal representation of the network prefix known as the
subnet mask. A subnet mask is not used for IPv6. Only the prefix length notation is supported.

IPv6 Gateway

Gateway: Enter the IPv6 address of the gateway if applicable. A gateway is a network computer that acts
as an entrance to another network. Usually, the computers that control traffic within the network or at the
local Internet service provider are gateway nodes. The NPort 6000 needs to know the IPv6 address of the
default gateway computer to communicate with the hosts outside the local network environment. For
correct gateway IPv6 address information, consult the network administrator.

IPv6 DNS server 1: This is an optional field. The IP address of another DNS server may be entered in this
field for when DNS server 1 is unavailable.

IPv6 DNS server 2: This is an optional field. The IP address of another DNS server may be entered in this
field for when DNS server 1 is unavailable.

Connection Priority: This function should work with the NPort 6000 functions that use the domain name to
obtain the IP address of the remote host/server. For this kind of application, the NPort 6000 will ask for the
IP address of the remote host/server through the DNS, and the DNS will reply with both the IPv4 and IPv6
IP addresses if both exist simultaneously in the remote host/server. For this reason, you need to define
which one has higher priority, IPv6 first (RFC 3484) or IPv4 first.

Applications that get the IP address from the domain name:

- Time Server, WINS, RADIUS Server, TACACS+ Server, Remote Syslog, E-mail Alert, SNMP
Application
Tarp Alert.
OP Mode TCP Client, Reverse RealCOM, Pair connection, Terminal

LAN1 speed (default=Auto): You may configure the network speed for the built-in Ethernet connection
on the NPort 6000. IEEE 802.3 Ethernet supports auto negotiation of transfer speed. However, some
switches/hubs require that the communication speed be fixed at 100 Mbps or 10 Mbps. Note that there is no
option for configuring the network speed for the optional network modules for the NPort 6600 and 6450.

LLDP

Description Factory Default
Enable or Disable Enables or disables the LLDP function. Enable
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Message Transmit Interval

|Description |Factory Default
5 to 32768 sec. Sets the transmit interval of LLDP messages in seconds. 30 (seconds)

Advanced Network Settings

Access Advanced Network Settings by expanding the Network Settings item in the navigation panel.
Advanced Network Settings is where the routing protocol and gratuitous ARP are configured.

_ MOXA WWW.Mmoxa.com

4 Main Menu
{:l Overview
E 19 MNetwork Configuration Routing protocol Mone v

; {1 Basic Network Settings Gratuitous ARP Enabled Send period [300 '( 10 - 1000 sec )
{£3 Advanced Network Settings ' '
{1 DDNS

| Submit
{1 Route Table |Q

-{:i Serial Port Configuration

Network Settings - Advanced |

What is RIP?

RIP (Routing Information Protocol) is a protocol used to manage routing information within a self-contained
network, such as a corporate LAN (Local Area Network) or an interconnected group of such LANSs.

By using RIP, a gateway host with a router can send its entire routing table, which lists all the other hosts it
knows about, to its closest host every 30 seconds. The closest host in turn will pass this information on to
its neighbor, and so on, until all the hosts within the network have the same routing path information. This
state is known as network convergence. RIP uses a hop count as a way of determining network distance.
(Other protocols use more sophisticated algorithms that also include timing.) After receiving a packet
headed for a specific destination, a network host with a router uses the routing table information to
determine the next host to route the packet to.

RIP is considered an effective solution for small homogeneous networks. For larger, more complicated
networks, transmitting the entire routing table every 30 seconds can bog down the network with a lot of
extra traffic.

RIP 2 is an extension of RIP. Its purpose is to expand the amount of useful information contained in RIP
packets and to add security elements. RIP 2 has become the standard version of RIP, and the original RIP is
no longer used.

Routing Protocol: You may select which routing protocol, if any, your network will employ.

Gratuitous ARP: In some applications, you may need the NPort 6000 to send broadcast packets to update
the ARP table on the server. If you enable this function and set the send period, the NPort 6000 will send
periodically send broadcast packets at the specified time interval.

Module Settings

If your NPort 6000 Series has expanded network modules, refer to Chapter 7 for more information.

MOXA Www.moxa.com

4 Main Menu =

- s DDNS
{3 Overview
B3 Network Configuration Configuration
{1 Basic Network Settings DDNS ® Enable Disable
{10 Advanced Network Settings
9 g Server |DynDn5.org v
1 DDNS address
{21 Route Table Host name | No-IP.com
#{] Serial Port Configuration Username
®{] System Configuration Password
243 Administration
®{1 Account Management
= Submit |
{1 SNMP Agent
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Configuring the Route Table

The route table is where you configure how the NPort 6000 will connect to an outside network.

£ Main Menu -

21 Overview Route Table
B9 Network Configuration No. Gateway Destination Netmask Metric Iface
{1 Basic Network Settings 1 1 lanl ¥
g Et;;(ed Network Settings 5 1 a1 v
{1 Route Table 3 1 il v
®{Z1 Serial Pert Configuration i L fant ¥
B{] System Configuration 5 1 lan1 ¥
B3 Administration ] 1 lan1 v
E{Q Account Management 7 1 lan1 v |
{1 SNMP Agent 8 1 lanl v
{1 Authentication Server 9 1 T
{{1 Console Settings {0 9 i
{1 Load Factory Default
B4 Log, Menitering and Warning 1k 1 lani v
{1 System Log Settings 12 1 lan1 ¥
(1 Remote Log Server 13 1 lanl v
E{3] System Monitoring 14 1 lani ¥
E{] Auto Warning Settings 15 1 lani v
E{Q Common Settings 16 1 lani v
{{1 Change Password . i _—
{1 Save Configuration
B3 Restart 18 1 lanl v |
@ Logout 19 1 lanl v

You may have up to 32 entries in the route table. For each entry, you must provide information on the
gateway, destination, netmask, metric hops, and interface.

Gateway: This is the IP address of the next-hop router.
Destination: This is the host’s IP address or the network address of the route’s destination.

Netmask: This is the destination network’s netmask.

Metric: You may use this optional field to enter the number of hops from the source to the destination. This
allows the NPort 6000 to prioritize the routing of data packets if over one router is available to reach a given

destination.

Iface: This is the network interface to which the packet must be sent.

/\  ATTENTION

When a serial port is configured for PPP/SLIP, the Iface field must be set to that serial port for proper
communication.
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Configuring Routes to the Internet

203.67.6.1

<
Ethernet
203.67.6
| I TCP/P
NPort 6000

— 0 Router
_ ~ Series 203.67.6.254
203.67.6.253 | |

QI) Modem Q/

Internet
Modem

‘.

Notebook

In this example, the Notebook PC dials into the NPort 6000 to request a connection to the Internet host at
210.48.96.9, which is not on the local network 203.67.6.xxx. This causes the NPort 6000 to act as a
router and send the datagram to the default next-hop router, 203.67.6.254. Here, we should add the
gateway IP address of 203.67.6.254 to the routing table to handle hops to 210.48.96.9.

MOX A vwww.moxa.com
=y Main Menu
’\jA . Route Table
3 Overview
B3 Network Configuration No. Gateway Destination Netmask Metric Iface

{21 Basic Network Settings
{Z1 Advanced Network Settings
{3 DDNS
{2 Route Table
®{] Serial Port Configuration

1 203.67.6.254 210.48.96.9 255.255.255.255 1 lan1

2

3

4
{3 System Configuration 5

6

7

8

9

lan1
lan1
lan1
lan1
(] Administration Tt
®{3 Log, Monitoring and Warning
#{] Common Settings

{1 Change Password

{2 Save Configuration
B{] Restart

{2 Logout

lan1
lan1
lan1
lan1
lan1

4 44 4 e e e e e 1

Olooooooaooc

lan1

Generally, connections to the Internet are handled by assigning a gateway server in the network settings
rather than through the route table.
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Configuring Routes to the Intranet

UNIX
Server
Ethernet
203.67.6
I TCP/IP
203.67.6.252 ) A— e —
] T
/ Router (= [ Router
203.67.6.253 NPort 6000 203.67.6.254
Series
202.65.66.2
p / Router
5
Ethernet < 3 all ol
202.65.66 =

Internet

Modem

S

-
202.65.66.4 202.65.66.5 s 4

PC PC Notebook

In this example, dial-in users can make requests to Intranet hosts 202.65.66.4 or 202.65.66.5, which are
on network 202.65.66.xxx (located outside network 203.67.6.xxx). You will need to add a route entry for
the next-hop router, 203.67.6.252 that delivers requests to network 202.65.66.xxx. The metric hop in
this case is 2 route hops.

MOX/\ www.moxa.com

4 Main Menu
{1 Overview

B3 Metwork Configuration No. Gateway Destination Netmask

{20 Basic Network Settings

~{Z] Advanced Network Settings
-] DDNS
~{Z] Route Table

+{] Serial Port Configuration

=-{] System Configuration

(] Administration

{1 Log, Monitering and Warning

#{] Commeon Settings

21 Change Password

{3 Sawve Configuration

BH] Restart

{3 Logout

»» Total Solution for Industrial Device N

Route Table

[203.67.6.252 [202.65.66.0

[255.255.255.0
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Configuring Multiple Point Routes

4
7z

. | Web/FTP E-mail/News
2 % Server 7 Server
Ethernet "
203.67.6
TCP/IP
e . NPort 6000
203.67.6.253 NN EEHTH M Series Router
1 203.67.6.254
RS-232 RS-232
Modem 1 =4 = Modem 2
Internet
Modem 3 4 ~ Modem 4
RS-232 RS 232
202.6.6.254 NPort 6000 201.2.2. 254 NPort 6000
ESE—— Series ESmmm—— Series
\ *‘/—] l | \/ I
Prlnter . ﬂ MRP Prmter
7 Server :
/202663 /201221
Phone Line Phone Line
Ethernet r d Ethernet
202.6.6 p e ' 201.2.2
N[ L
& 7
PC PC

For multilocation enterprises, NPort 6000 servers can be placed in different branch offices and used as both
multipoint routers and as remote access servers. When hosts (e.g., the Web/FTP and E-mail/News servers
shown in the figure) send requests to hosts on another network, such as 202.6.6.xxx or 201.2.2.xxx, the
corresponding NPort 6000 delivers the request to the other NPort 6000 on the remote end, 202.6.6.254 or
201.2.2.254, as the next-hop router.

For this example, assume that Modem 1 is connected to serial port 1, Modem 2 is connected to serial port 2,
and PPP source and destination IP addresses of modems 1, 2, 3, and 4 are as follows:

Source IP Destination IP Source IP Destination IP
Modem 1 203.67.6.250 202.6.6.250 Modem 3 202.6.6.250 203.67.6.250
Modem 2 203.67.6.249 201.2.2.249 Modem 4 201.2.2.249 203.67.6.249

Here, you will need to add two entries to the routing table, as shown in the following figure

MOX.A. WWW.moxa.com

G Main Menu
{1 Overview
EHZY Network Configuration No. Gateway Destination Netmask Metric Iface
{1 Basic Network Settings
; Advanced Network Settings
i DDNS
{1 Route Table
] Serial Port Configuration

Route Table

portl v
port2 v

[202.6.6.250 [202.6.6.0 255.255.255.0
[201.2.2.249 [201.2.20 255.255.255.0

lanl ¥
lan1

A1) System Configuration lan1

B

E

EHZ] Administration lan1
B3 Log, Monitoring and Warning lan1
E{Z] Common Settings

-{Z3 Change Password
(L] Save Configuration
EHZ] Restart

2 Logout

lan1

4 4] 4] 4] 4]

lan1

lanl v

lani v |

lant

<
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7. Module Settings

In this chapter, we describe additional settings related to the NM-TX01, NM-FX01-M-SC, NM-FX01-S-SC,
NM-FX02-M-SC, and NM-FX02-S-SC modules. The same configuration options are also available from the
Telnet and serial consoles.

NM-TX01, NM-TX02, NM-FX01-M-SC, NM-FX01-
S-SC, NM-FX02-M-SC, NM-FX02-S-SC

Using Ethernet Redundancy

Setting up Ethernet Redundancy on your NPort 6000 network helps protect critical links against failure,
protects against network loops and achieves the ring topology, and keeps network downtime at a minimum.

The Ethernet Redundancy function allows the user to implement several NPort 6000 units into a ring
topology to provide a backup data transmission route if a cable is inadvertently disconnected or damaged.
This is an important feature for industrial applications, since it could take several minutes to troubleshoot,
such as locating the disconnected or severed cable. Several minutes of downtime could cause an enormous
loss in production and revenue. The NPort 6000 supports three different protocols for this Ethernet
redundancy function—Rapid Spanning Tree Protocol (IEEE-802.1w), Turbo Ring, and Turbo Ring 2.

/\ ATTENTION

The Ethernet redundancy function can be used with NPort 6450 and NPort 6600 units that have a network
expansion slot and are equipped with any of the network extension modules listed below:

NM-TX01/NM-TX01-T Ethernet module with 1 RJ45 port
NM-TX02/NM-TX02-T Ethernet module with 2 R145 ports
NM-FX01-S-SC/
NM-FX01-S-SC-T
NM-FX01-M-SC/
NM-FX01-M-SC-T
NM-FX02-S-SC/
NM-FX02-S-SC-T
NM-FX02-M-SC/
NM-FX02-M-SC-T

Ethernet module with a single-mode fiber port with SC connector

Ethernet module with a multimode fiber port with SC connector

Ethernet module with 2 single-mode fiber ports with SC connectors

Ethernet module with 2 multimode fiber ports with SC connectors

“Turbo Ring,” “Turbo Ring V2,” and STP/RSTP protocols cannot be mixed on the same ring. The table below
lists the key differences between each ring type. Use this information to evaluate the benefits of each; then,
determine which features are most suitable for your network.

Protocol STP RSTP
Topology Ring, Mesh Ring, Mesh
Recovery Time Up to 30 sec Up to 5 sec

Moxa developed the proprietary Turbo Ring protocol to optimize communication redundancy and achieve a
faster recovery time on the network. The protocol is implemented on both the Ethernet and the serial device
server. Because of the differences in the behavior of a switch compared with a device server, the recovery
times will also differ.

Protocol Turbo Ring Turbo Ring 2

Topology Ring Ring

Baudrate/Recovery [921.6 kbps Up to 100 ms 921.6 kbps Up to 100 ms
Time 9600 bps Up to 40 ms 9600 bps Up to 20 ms
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NOTE

The Recovery time is based on the setting Real COM Mode, N, 8, 1, Hi-Performance, HW flow control
on NPort 6450 and performs the burn-in test for 8 hours. Implementing the NPort 6000 in the Turbo Ring
Enable Switch backbone may slow down the recovery time to 100 milliseconds because of the different
operation behaviors of the NPort 6000.

The STP/RSTP Concept

Spanning Tree Protocol (STP) helps reduce link failures on a network and provides protection from loops.
Networks that have a complicated architecture are prone to broadcast storms caused by unintended loops
on the network. The Moxa NPort 6000’s STP feature is disabled by default. To be completely effective, you
must enable RSTP/STP on every NPort 6000 connected to your network.

Rapid Spanning Tree Protocol (RSTP) implements the Spanning Tree Algorithm and Protocol defined by IEEE
Std 802.1w-2001. RSTP provides the following benefits:
e The topology of a bridged network will be determined much more quickly compared to STP.
e RSTP is backwards compatible with STP, making it relatively easy to deploy. For example:
> Defaults to sending 802.1D style BPDUs if packets with this format are received.
» STP (802.1D) and RSTP (802.1w) can operate on different ports of the same NPort 6000.

This feature is helpful when the NPort 6000 ports are connected to older equipment, such as legacy NPort
6000s.

You get essentially the same functionality as with RSTP and STP. To see how the two systems differ, see the
“Differences between RSTP and STP” section in this chapter.

7

NOTE

The STP protocol is part of the IEEE Std 802.1D, 1998 Edition bridge specification. The explanation given
in the following section uses bridge instead of NPort 6000.

What is STP?

STP (802.1D) is a bridge-based system that is used to implement parallel paths for network traffic. STP uses
a loop-detection process to:

e Locate and then disable less efficient paths (i.e., paths that have a lower bandwidth).

e Enable one of the less efficient paths if the most efficient path fails.

The figure below shows a network made up of three LANs separated by three bridges. Each segment uses at

most two paths to communicate with the other segments. Since this configuration can give rise to loops, the
network will overload if STP is NOT enabled.

LAN 1
Bridge B
Bridge A
LAN 2
Bridge C
LAN 3
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If STP is enabled, it will detect duplicate paths and prevent, or block, one of them from forwarding traffic. In
the following example, STP determined that traffic from LAN segment 2 to LAN segment 1 should flow
through Bridges C and A because this path has a greater bandwidth and is therefore more efficient.

LAN 1
Bridge B
Bridge A
LAN 2
Bridge C
LAN 3

What happens if a link failure is detected? As shown in the next figure, the STP process reconfigures the
network so that traffic from LAN segment 2 flows through Bridge B.

LAN 1
Bridge B
Bridge A
LAN 2
Bridge C
LAN 3

STP will determine which path between each bridged segment is the most efficient and then assign a
specific reference point on the network. When the most efficient path has been identified, the other paths
are blocked. In the above three figures, STP first determined that the path through Bridge C was the most
efficient, and as a result, blocked the path through Bridge B. After the failure of Bridge C, STP reevaluated
the situation and opened the path through Bridge B.

How STP Works

When enabled, STP determines the most appropriate path for traffic through a network. We outline the way
it does this in the sections below.

STP Requirements
Before STP can configure the network, the system must satisfy the following requirements:

¢ Communication between all the bridges. This communication is carried out using Bridge Protocol Data
Units (BPDUs), which are transmitted in packets with a known multicast address.

e Each bridge must have a Bridge Identifier that specifies which bridge acts as the central reference point,
or a Root Bridge, for the STP system—bridges with a lower Bridge Identifier are more likely to be
designated as the Root Bridge. The Bridge Identifier is calculated using the MAC address of the bridge
and a priority defined for the bridge. The default priority of the NPort 6000 Series is 32768.

e Each port has a cost that specifies the efficiency of each link. The efficiency cost is usually determined
by the bandwidth of the link, with less efficient links assigned a higher cost.
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STP Calculation

The first step of the STP process is to perform calculations. During this stage, each bridge on the network
transmits BPDUs. The following items will be calculated:

e Which bridge should be the Root Bridge? The Root Bridge is the central reference point from which the
network is configured.

e The Root Path Costs for each bridge. This is the cost of the paths from each bridge to the Root Bridge.

e The identity of each bridge’s Root Port. The Root Port is the port on the bridge that connects to the Root
Bridge via the most efficient path. In other words, the port connected to the Root Bridge via the path
with the lowest Root Path Cost. The Root Bridge, however, does not have a Root Port.

e The identity of the Designated Bridge for each LAN segment. The Designated Bridge is the bridge with
the lowest Root Path Cost from that segment. If several bridges have the same Root Path Cost, the one
with the lowest Bridge Identifier becomes the Designated Bridge. Traffic transmitted in the direction of
the Root Bridge will flow through the Designated Bridge. The port on this bridge that connects to the
segment is called the Designated Bridge Port.

STP Configuration

After all the bridges on the network agree on the identity of the Root Bridge, and all other relevant
parameters have been established, each bridge is configured to forward traffic only between its Root Port
and the Designated Bridge Ports for the respective network segments. All other ports are blocked, so they
will not be allowed to receive or forward traffic.

STP Reconfiguration

Once the network topology has stabilized, each bridge listens for Hello BPDUs transmitted from the Root
Bridge at regular intervals. If a bridge does not receive a Hello BPDU after a certain interval (the Max Age
time), the bridge assumes that the Root Bridge, or a link between itself and the Root Bridge, has gone
down. This will trigger the bridge to reconfigure the network to account for the change. If you have
configured an SNMP trap destination, the first bridge to detect the change sends out an SNMP trap when the
topology of your network changes.

Differences between RSTP and STP

RSTP is similar to STP, but it includes additional information in the BPDUs that allows each bridge to confirm
that it has taken action to prevent loops from forming when it enables a link to a neighboring bridge.
Adjacent bridges connected via point-to-point links will enable a link without waiting to ensure that all other
bridges in the network have had time to react to the change. The major benefit of RSTP is that the
configuration decision is made locally rather than network-wide, allowing RSTP to carry out automatic
configuration and restore a link faster than STP.
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STP Example

The LAN shown below has three segments, with adjacent segments connected using two potential links. The
various STP factors, such as Cost, Root Port, Designated Bridge Port, and Blocked Port are shown in the

figure.
LAN Segment 1
Port 1 Port 1 Port 1
(Designated (Root Port) (Root Port)
Bridge Port)
| Bridge A
Port 2 Port 2 Port 2
(Root Bridge) (Designated (Blocked Port)
. Bridge Port)
LAN Segment 2

Port 1 Port 1

(Root Port) (Root Port)
Bridge C Bridge Y

Port 2 Port 2

(Designated (Blocked Port)

Bridge Port)

LAN Segment 3

e Bridge A has been selected as the Root Bridge, since it was determined to have the lowest Bridge
Identifier on the network.

e Since Bridge A is the Root Bridge, it is also the Designated Bridge for LAN segment 1. Port 1 on Bridge A
is selected as the Designated Bridge Port for LAN Segment 1.

e Ports 1 of Bridges B, C, X, and Y are all Root Ports since they are the nearest to the Root Bridge, and
therefore have the most efficient path.

e Bridges B and X offer the same Root Path Cost for LAN segment 2. However, Bridge B was selected as
the Designated Bridge for that segment since it has a lower Bridge Identifier. Port 2 on Bridge B is
selected as the Designated Bridge Port for LAN Segment 2.

e Bridge C is the Designated Bridge for LAN segment 3, because it has the lowest Root Path Cost for LAN
Segment 3:

» The route through Bridges C and B costs 200 (C to B=100, B to A=100)
» The route through Bridges Y and B costs 300 (Y to B=200, B to A=100)
e The Designated Bridge Port for LAN Segment 3 is Port 2 on Bridge C.
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Configuring RSTP

Redundancy Settings

Redundancy protocol | RSTP (IEEE 802.1W/1D) ¥ |
Bridge priority
Hello Time (1 - 10 sec)
Forward Delay (4 - 30 sec)
Max Age [Hint] (6 - 40 sec)
Port Enable RSTP Port Priority Port Cost
: 0 Eoooo0 ]
2 O 200000 ]

Bridge priority

Increase this device’s bridge priority by selecting a lower

Numerical value number. A device with a higher bridge priority has a greater 32768
selected by user chance of being established as the root of the Spanning Tree
topology.

Hello time (sec.)

The root of the Spanning Tree topology periodically sends out
Numerical value input |a “hello” message to other devices on the network to check if
by user the topology is healthy. The “hello time” is the time the root
waits between sending hello messages.

Forward Delay

Description Factory Default
Numerical value input |The time this device waits before checking to see if it should
. 15 (sec.)
by user change to a different status.

Max. Age (sec.)

Description Factory Default

If this device is not the root, and it has not received a hello
message from the root in an amount of time equal to “Max.
Numerical value input |Age,” then this device will reconfigure itself as a root. Once

by user two or more devices on the network are recognized as a root, 20

the devices will renegotiate to set up a new Spanning Tree

topology.
Enable STP per Port

Description Factory Default
Enable/Disable tSoepl)ilcct)gt»cl) enable the port as a node on the Spanning Tree Disabled

Configuration Limits of RSTP/STP
The Spanning Tree Algorithm places limits on three of the configuration items described above:

[Eg. 1]: 1 sec = Hello Time = 10 sec
[Eg. 2]: 6 sec = Max. Age = 40 sec
[Eg. 3]: 4 sec = Forwarding Delay =< 30 sec
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These three variables are further restricted by the following two inequalities:

[Eqg. 4]: 2 x (Hello Time + 1 sec) = Max. Age = 2 x (Forwarding Delay - 1 sec)

The NPort 6000’s firmware will alert you immediately if any of these restrictions are violated. For example,
setting:

Hello Time = 5 sec, Max. Age = 20 sec, and Forwarding Delay = 4 sec does not violate Egs. 1 through 3,
but violates Eq. 4, since in this case:

2 x (Hello Time + 1 sec) = 12 sec, and 2 x (Forwarding Delay - 1 sec) = 6 sec.

You can remedy the situation in many ways. One solution is simply to increase the Forwarding Delay
value to at least 11 sec.

HINT: Take the following steps to avoid guessing:
Step 1: Assign a value to Hello Time and then calculate the leftmost part of Eq. 4 to get the lower limit
of Max. Age.

Step 2: Assign a value to Forwarding Delay and then calculate the rightmost part of Eq. 4 to get the
upper limit for Max. Age.

Step 3: Assign a value to Forwarding Delay that satisfies the conditions in Eq. 3 and Eq. 4.

Configuring Turbo Ring

The Turbo Ring Concept

Moxa developed the proprietary Turbo Ring protocol to optimize communication redundancy and achieve a
faster recovery time on the network. The Turbo Ring and Turbo Ring V2 protocols identify one NPort 6000
as the master of the network and then automatically block packets from traveling through any of the
network’s redundant loops.

If one branch of the ring gets disconnected from the rest of the network, the protocol automatically
readjusts the ring so that the part of the network that was disconnected can reestablish contact with the
rest of the network.

Initial setup of a “"Turbo Ring” or “Turbo Ring V2” ring

1. Select any two ports as redundant ports.
2. Connect the redundant ports to form the Turbo Ring.

The user does not need to configure any of the NPort 6000 units as the master to use Turbo Ring or Turbo
Ring V2. If none of the NPort 6000 in the ring is configured as the master, then the protocol will
automatically assign master status to one of the NPort 6000 units. In fact, the master is only used to
identify which segment in the redundant ring acts as the backup path. In the following subsections, we
explain how the redundant path is selected for rings configured for Turbo Ring and Turbo Ring V2.
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Determining the Redundant Path of a “"Turbo Ring” Ring

In this case, the redundant segment (i.e., the segment that will be blocked during normal operation) is
determined by the number of EDS units that make up the ring and where the ring master is located.

When the number of NPort 6000 units in the Turbo Ring is even.

If there are 2N NPort 6000 units (an even number) in
the Turbo Ring, then the backup segment is one of the
two segments connected to the (N+1)st NPort 6000
(i.e., the NPort 6000 unit directly opposite the master).

When the number of NPort 6000 units in the Turbo Ring is odd.

If there are 2N+1 NPort 6000 units (an odd number) in
the Turbo Ring, with NPort 6000 units and segments
labeled counterclockwise, then segment N+1 will serve
as the backup path.

‘ ‘ For the example shown here, N=1, and therefore
N+1=2.

Turbo Ring Settings

Redundancy Protocol |Tur|:m Ring v
Master (' Enable () Disable

1st Redundant Port
2nd Redundant Port

Master

Description Factory Default
Enable/Disable Enable or Disable this NPort 6000 as the master. Disable
Redundant Ports
Setting Descripton _______|Factory Default
1st Redundant Port Select any LAN port of the NPort 6000 to be one of the Port 1

redundant ports.
2nd Redundant Port Select any LAN port of the NPort 6000 to be one of the Port 2

redundant ports.
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Configuring Turbo Ring 2

Turbo Ring Settings

Redundancy Protocol |Tur|:m Ring v2 b
Master (O Enable & Disable

1st Redundant Port
2nd Redundant Port

Master
Enable/Disable Enable or Disable this NPort 6000 as the master. Disable
Redundant Ports
Setting Description Factory Default
1st Redundant Port Select any LAN port of the NPort 6000 to be one of the Port 1

redundant ports.
2nd Redundant Port Select any LAN port of the NPort 6000 to be one of the Port 2

redundant ports.
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8. Configuring Serial Port Operation
Modes

In this chapter, we explain how to configure the individual serial port modes.

Port Setting Basics

Each serial port on the NPort 6000 can be configured independently. To configure the operation mode and
settings for a port, expand Serial Port Configurations in the navigation panel; then, expand the port that
you would like to configure. Individual port settings are grouped into five categories in the navigation panel:
Operation Modes, Communication Parameters, Data Buffering/Log, Modem Settings, and Cipher Settings.

23 Main Menu 1
: Operation Modes
3 Overview
B3 Network Configuration Port 1

Serial Port Configuration

Application Device Control ¥
Fott Mode RealCOM v
{ Operation Modes " & R
& Operst TCP alive check time 7 |(0-99 min)
{2 Communication Parameters 5
3 Max connection 1v
{0} Data Buffering/Log 1 i d1p
= . nore jamme i
20 Modem Settings ?[ d}' | Efjable '@ Disabla
- 5 . Al cont: i
{2 Cipher Settings e GTier saivd) Enable Disable
B Port 2 Pamre Enable @ Disable
Poct 3 Connection goes down RTS O always low @ always high
BE) Port4 DTR always low always high
= Command by command operation i
3 User Table Y ¥ Enable Disable
{3 Welcome Message Response timeout 0 (0 - 65535 ms)
831 System Configuration Non-requested serial data Discard v
E{] Administration Data Packing

®{3) Log, Monitoring and Warning
®{) Common Settings
{23 Change Password

Packing length

Delimiter 1

0 (0 - 1024)
00 [(Hex) L Enable

= ) K Delimiter 2 00  |(Hex) "l Enable
{3 save Configuration
BE) Restart Delimiter process Do Nothing v | (Processed only when Packing length is 0)
1 Logout Force transmit 0 (0 - 65535 ms)
2 Y P1 P2 P2 P4
Apply the above settings to
All ports

Select Operation Modes in the navigation panel to select and configure the mode for each serial port. For
NPort 6000 models with two or more serial ports, you may use the checkboxes at the bottom of the window
to apply the settings to one or more ports.

Application: Select an application for the serial port from among the choices. Your application will
determine the modes that are available.

Mode: Once you have chosen an application, select the mode. The configuration settings will vary
depending on the mode that you have selected.
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Device Control Applications

Real COM Mode

3 Main Menu
{2 Overview
#{3) Network Configuration

Serial Port Configuration

BEy port 1

{2 Operation Modes

@ Communication Parameters
{3 Data Buffering/Log

{21 Modem Settings

2 Cipher Settings

Operation Modes

Port 1

Application

Mode

TCP alive check time
Max connection
Ignere jammed IP
Allow driver control

Secure

Device Control v
RealCOM
7 (0 - 99 min)
1
Enable Disable
Enable Disable
Enable ® Disable

B port 2 .
B port 3 Connection goes down RTS © alwayslow @ always high
B Port 4 DTR always low ® always high
3 User Table Command by command operation Enable Disable
2 i o - )
B Welcrne Mesene Response timeout 0 (0 - 65535 ms)
B System Configuration Non-requested serial data Discard v
®{] Administration Data Packing
®{ Log, Monitoring and Warning Packing length 0 (0 - 1024)
“Him Common Settings Delimiter 1 00 [(Hex) (] Enable
{1 Change Password e
B v ot Delimiter 2 00 [(Hex) [ Enable
{ ave Configuration
HE) Restart Delimiter process Do Nothing v | (Processed only when Packing length is 0)
2 Logout Force transmit 0 (0 - 65535 ms)
> P1 P2 P3 P4
Apply the above settings to
All ports

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open and will not send any
keep-alive packets.

Max connection (default=1): This field is used if you need to receive data from different hosts
simultaneously. When set to 1, only one specific host can access this port of the NPort 6000, and the Real
COM driver on that host will have full control over the port. When set to 2 or greater, up to the specified
number of hosts’ Real COM drivers may open this port at the same time. When multiple hosts’ Real COM
drivers open the port at the same time, the COM driver only provides a pure data tunnel—no control ability.
The serial port parameters will use firmware settings instead of depending on your application program
(AP).

Application software that is based on the COM driver will receive a driver response of “success” when the
software uses any of the Win32 API functions. The firmware will only send data back to the driver on the
host.

Data will be sent first-in first-out when it enters the NPort 6000 from the Ethernet interface.

ATTENTION

When Max connection is greater than 1, the NPort 6000 will use a multiconnection application (i.e., two
to eight hosts are allowed access to the port at the same time). When using a multiconnection application,
the NPort 6000 will use the serial communication parameters as defined here in the web console, and all
the hosts connected to the port must use identical serial settings. If one of the hosts opens the COM port
with different serial settings, data will not be transmitted properly.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple hosts are
connected and one or more of the hosts stops responding as the port is transmitting data. If you select No,
the port will wait until the data has been transmitted successfully to all the hosts before transmitting the
next group of data. If you select Yes, the port will ignore the host that stopped responding and continue
data transmission to the other hosts.
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Allow driver control (default=No): This option determines how the port will proceed if driver control
commands are received from multiple hosts that are connected to the port. If No is selected, driver control
commands will be ignored. If Yes is selected, control commands will be accepted, with the most recent
command received taking precedence.

Secure (default=No): If you select Yes, data sent through the Ethernet will be encrypted with SSL.

Authenticate Client CA: You can only enable this option after enabling the Secure function. When you
enable Authenticate Client CA, the NPort will ask the client to provide its certificate for verification before
establishing the secure connection. To import the client certificate, refer to SSL/TLS Client Certificate
Import chapter.

ATTENTION

If your NPort 6000 serial port is in Real COM mode and configured for SSL encryption, make sure the Real
COM driver is configured the same way. This is done through NPort Windows Driver Manager, which is
installed with the driver. Refer to Chapter 14, Software Installation/Configuration, for more
information.

Connection goes down (default=always high): You can configure what happens to the RTS and DTR
signals when the Ethernet connection goes down. For some applications, serial devices need to know the
Ethernet link status through RTS or DTR signals sent via the serial port. Use goes low if you want the RTS
and DTR signal to change their status to low when the Ethernet connection goes down. Use always high if
you do not want the Ethernet connection status to affect the RTS or DTR signals.

Command by command operation (default E

=Disable): Command by command mode can .‘ .
only support one request and one response from - | <
each host. When the NPort 6000 receives a

command from any host on the Ethernet, the Flost /i K0 Host B -CXINA
NPort 6000 will store the command in the buffer.
Commands will be sent to the serial ports on a
FIFO (first-in first-out) basis. See the diagram
below:

) : from Host A

: from Host B

Once the PLC responds, the NPort 6000 will save that response to its buffer, assuming that the response is
correct and then send the command back to the originator of the command. The NPort 6000 can respond in
place of the PLC the next time it receives a request for the same command.

Response timeout (default=0 ms): This field specifies how long the NPort 6000 will wait for response
data through the serial port before sending the next command. The NPort 6000 sends the next command if
there is no response through the serial port for the time specified by the Response timeout. If this field is
set to 0, the Response timeout is essentially infinite, and the NPort 6000 will wait until the pre-command
request is received to send the next command.

NPort 6000 Series User Manual 65




Non-requested serial data (default=discard): Specifies how the NPort will handle data that is received
from a serial device that is not in response to a command. The NPort can either discard such data, forward
the data to the network host that sent the most recent request, or forward the data to all open host
connections.

e Discard: Discard the data
e Forward to last requester: Forward non-requested serial data to last requester connection
e Forward to all open connections: Forward non-requested serial data to all open connections

Packet length (default=0): The packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified, and data in the buffer will be sent as specified by the delimiter settings or
when the buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will
be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to control when data should be sent.

/\  ATTENTION

To enable a delimiter, the packet length must be set to 0. Delimiter 2 should only be enabled with
Delimiter 1 and never on its own; otherwise, data errors may occur. Even when a delimiter is enabled, the
NPort 6000 will still pack and send the data when the amount of data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to take
place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the
delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the
delimiter.

e  Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.
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Reverse Real COM Mode

Operation Modes

Port 1

Application
Mode |Reverse RealCOM v|
TCP alive check time (0 - 99 min)
Ignore jammed IP Enable Disable
Allow driver control Enable Disable
Secure (O Enable @ Disable

TCP port
Cmd port
-~ | TCP port
Destination address 2 omd port
Designated local TCP port 1
Designated local cmd port 1
Designated local TCP port 2

Destination address 1 |

Designated local cmd port 2 8011
Connection goes down RTS O always low & always high

DTR O always low & always high
Data Packing

Packet length 0 lo-1029)
Delimiter 1 (Hex) [JEnable
Delimiter 2 (00 |Hex) [JEnable
Delimiter process (Processed only when Packing length is 0)
Force transmit D(U - 65535 ms)
P1 ez Cez Or4

Apply the above settings to
[CJall ports

Submit

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks the connection
status by sending periodic keep-alive packets. If the remote host does not respond to the packet within the
time specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and
device control modes, the NPort 6000 will listen for another TCP connection from another host after closing
the connection. If TCP alive check time is set to 0, the TCP connection will remain open and will not send
any keep-alive packets.

Ignore jammed IP (default=Disable): This option determines how the NPort will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data. If you
select disable, the port will wait until the data has been transmitted successfully to all the hosts before
transmitting the next group of data. If you select Enable, the port will ignore the host that stopped
responding and continue data transmission to the other hosts.

Allow driver control (default=Disable): This option determines how the port will proceed if driver
control commands are received from multiple hosts that are connected to the port. If Disable is selected,
driver control commands will be ignored. If Enable is selected, control commands will be accepted, with the
most recent command received taking precedence.

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

NPort 6000 Series User Manual 67



/\  ATTENTION

If an NPort 6000 serial port is in Reverse Real COM mode and configured for SSL encryption, make sure
the Reverse Real COM driver is configured the same way. This is done through the NPort Windows Driver
Manager, which is installed with the driver. Refer to Chapter 14, Software Installation/Configuration,
for more information.

Destination address 1 through 2 (default=None): Specifying an IP address allows the NPort 6000 to
connect actively to the remote host. At least one destination must be provided.

TCP port (default=60950): This is the TCP port number assignment for the Remote Host/Server. It is the
port number that the serial port of NPort 6000 uses to establish the connections with a Remote Host/Server.
To avoid conflicts with well-known TCP ports, the default is set to 60950.

/\  ATTENTION

Up to two connections can be established between the NPort 6000 hosts. Make sure that port 60950 is not
blocked by the firewall before using this port.

/\  ATTENTION

The destination IP address parameter can be the IP address, domain name, or the name defined in the
host table.

Designated local port 1 through 2 (default=7010 through 7320): Use these fields to specify the
designated local ports.

Connection goes down (default=always high): You can configure what happens to the RTS and DTR
signals when the Ethernet connection goes down. For some applications, serial devices need to know the
Ethernet link status through RTS or DTR signals sent via the serial port. Use always low if you want the
RTS and DTR signal to change their status to low when the Ethernet connection goes down. Use always
high if you do not want the Ethernet connection status to affect the RTS or DTR signals.

Packet length (default=0): The packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified and data in the buffer will be sent as specified by the delimiter settings or
when the buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will
be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to control when data should be sent.

/\  ATTENTION

To enable a delimiter, the packet length must be set to 0. Delimiter 2 should only be enabled with
Delimiter 1 and never on its own; otherwise, there may be data errors. Even when a delimiter is enabled,
the NPort 6000 will still pack and send the data when the amount of data exceeds 1 KB.
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Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to take
place.

¢ Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the
delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the
delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines the size of a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.

As data is received through the serial port, it is stored by the NPort 6000 in its internal buffer. The NPort
6000 transmits data stored in the buffer over the TCP/IP network when the specified force transmit time is
reached. When set to 0, the force transmit time is disabled, and the NPort 6000 transmits data over the
TCP/IP network as soon as the serial data is received. At 1 to 65535, the TCP/IP protocol software will pack
the serial data received when there is a gap in serial communication that exceeds the specified force
transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, let's assume that the serial port is set to 1200
bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character
is 10 bits, and the time required to transfer one character is (10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3
ms. Therefore, set the force transmit time to be larger than 8.3 ms, so in this case, it must be greater than
or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to send that
series of characters within the specified force transmit time, and the total length of data must be less than
or equal to the NPort 6000’s internal buffer size (1 KB per port).

Applying the above setting to NPort 6000 models with two or more serial ports, you may use the
checkboxes at the bottom of the window to apply the settings to one or more ports.

RFC2217 Mode

23 Main Menu .
Operation Modes

3 Overview
@{2] Network Configuration Port1
EM3 Serial Port Configuration Application Device Control ¥
el Mode RFC2217 v
{1 Cee et Mhoss TCP alive check time 7 (0-99 min)
{3 Communication Parameters
TCP port 4001
{3 Data Buffering/Log
{1 Modem Settings Dapacking
{3 Cipher Settings Packing length ] (0 - 1024)
Delimiter 1 00  (Hex) ' Enable
i Delimiter 2 00 (Hex) [ Enable
B {] Port 4 : . i
N Delimiter process Do Nothing v | (Processed only when Packing length is 0)
(1 User Table -
, Force transmit ] (0 - 65535 ms)
{1 Welcome Message
& i . v P P P P
(v stean Configa sation Apply the above settings to : 2 3 4
®{3] Administration All ports

®{] Log, Menitering and Warning
{3 Common Settings

{2 Change Password

{1 Save Configuration
®{] Restart

{3 Logout

Submit

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.
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TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Packet length (default=0): The packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified and data in the buffer will be sent as specified by the delimiter settings or
when the buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will
be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to show when data should be sent.

ATTENTION

To enable a delimiter, the packet length must be set to 0. Delimiter 2 should only be enabled with
Delimiter 1 and never on its own; otherwise, data errors may occur. Even when a delimiter is enabled, the

NPort 6000 will still pack and send the data when the amount of data exceeds 1 KB.

Delimiter process (default=Do Nothing): The delimiter process field determines how the data is handled
when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If Delimiters 1 and
2 are both enabled, both characters must be received for the delimiter process to take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.
e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the

delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the

delimiter.

e  Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.

Socket Applications

TCP Server Mode

2 Main Menu ~
& overview Operation Modes
®{) Network Configuration Port 1
B3 Serial Port Configuration Application
3 port 1 Mode
(1 Operation Modes TCP alive check time 7 o - 99 min)
{1 Communication Parameters Inactivity time @(D - 65535 ms)
{1 Data Buffering/Log Max connection
{3 Modem Settings Ignore jammed IP Enable Disable
{2 Cipher Settings Allow driver control Enable Disable
2 User Table Secure OEnable  © Disable
{1 Welcome Message Authenticate Client CA Enable Disable
B{] system Configuration TCP port
#{] Administration Cmd port

B Log, Monitoring and Warning
B{Z] Common Settings

Connection goes down

RS O always low ® always high
DTR O always low @ always high

{1 Change Password Command by command operation Enable Disable
{21 Save Configuration Response timeout 0 (0 - 65535 ms)
®{] Restart Non-requested serial data Discard v
{Q Logout Data Packing
Packing length B[D -1024)
Delimiter 1 [00 JtHex) D Enable
Delimiter 2 [00 JHex) Enable

Delimiter process

Force transmit

Do Nothing | (Processed only when Packing length is 0)
[0 Jo- 65535 ms)
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TCP alive check time (default=7 min.): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 ms): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

ATTENTION

If used, the Inactivity time setting should be greater than the Force transmit time. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this value is
set large enough so that the intended data transfer is completed.

Max connection (default=1): This field is used if you need to receive data from different hosts
simultaneously. When set to 1, only a single host may open the TCP connection to the serial port. When set
to 2 or greater, up to the specified humber of hosts may open this port at the same time. When multiple
hosts establish a TCP connection to the serial port at the same time, the NPort 6000 will duplicate the serial
data and transmit it to all the hosts. Ethernet data is sent on a first-in first-out basis to the serial port when
data enters the NPort 6000 from the Ethernet interface.

Ignore jammed IP (default=Disable): This option determines how the port will proceed if multiple hosts
are connected and one or more of the hosts stops responding as the port is transmitting data. If you select
Disable, the port will wait until the data has been transmitted successfully to all the hosts before
transmitting the next group of data. If you select Enable, the port will ignore the host that stopped
responding and continue data transmission to the other hosts.

Allow driver control (default=Disable): This option determines how the port will proceed if driver
control commands are received from multiple hosts that are connected to the port. If Disable is selected,
driver control commands will be ignored. If Enable is selected, control commands will be accepted, with the
most recent command received taking precedence.

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

Authenticate Client CA: You can only enable this option after enabling Secure function. When you enable
Authenticate Client CA, the NPort will ask the client to provide its certificate for verification before
establishing the secure connection. To import the client certificate, refer to SSL/TLS Client Certificate
Import chapter.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections, and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Command port (default=966): The Command port is the TCP port for listening to SSDK commands from
the host. To prevent a TCP port conflict with other applications, the user can set the Command port to
another port if needed.

Connection goes down (default=always high): You can configure what happens to the RTS and DTR
signals when the Ethernet connection goes down. For some applications, serial devices need to know the
Ethernet link status through RTS or DTR signals via through the serial port. Use goes low if you want the
RTS and DTR signal to change their status to low when the Ethernet connection goes down. Use always
high if you do not want the Ethernet connection status to affect the RTS or DTR signals.

NPort 6000 Series User Manual 71




Command by command operation '

(default=Disable): Command by command . .
mode can only support one request and one = ‘

response from each of the different hosts. When
the NPort 6000 receives a command from any
host on the Ethernet, the NPort 6000 will store
all the commands in the buffer and then send
them to serial ports in FIFO (first-in, first-out)
order.

Host A COM3 Host B COMS5

) : from Host A

: from Host B

Once the PLC responds, the NPort 6000 will store the response in its buffer, decide that the response has
been received, and then send back the command. The NPort 6000 will then be free to process the next
command.

Response timeout (default=0 ms): This field specifies how long the NPort 6000 will wait for response
data through the serial port before sending the next command. The NPort 6000 sends the next command if
there is no response through the serial port for the time specified by the Response timeout. If this field is
set to 0, the Response timeout is essentially infinite, and the NPort 6000 will wait until the pre-command
request is received to send the next command.

Non-requested serial data (default=discard): Specifies how the NPort will handle data that is received
from a serial device that is not in response to a command. The NPort can either discard such data, forward
the data to the network host that sent the most recent request, or forward the data to all open host
connections.

e Discard: Discard the data
e Forward to last requester: Forward non-requested serial data to last requester connection
e Forward to all open connections: Forward non-requested serial data to all open connections

Packet length (default=0): The packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified and data in the buffer will be sent as specified by the delimiter settings or
when the buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will
be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to show when data should be sent.

/\  ATTENTION

To enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled in conjunction
with Delimiter 1 and never on its own; otherwise, data errors may occur. Even when a delimiter is
enabled, the NPort 6000 will still pack and send the data when the amount of data exceeds 1 KB.
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Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to take
place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the
delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the
delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines the size of a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.

TCP Client Mode

Operation Modes

Port 1
Application
Mode TCP Client ~

TCP alive check time (D - 92 min)

oI

Inactivity time {0 - 65535 ms)

Ignore jammed IP CEnable @ Disable
Secure (O Enable @ Disable
Destination address 1 | Port |4UDI ‘
Destination address 2 | Port|4001 |
Destination address 3 | Port|4001 |
Destination address 4 | Port|4001 |

0
&
&
3
=4
=
=
o
=
i)

Designated local port 1 5010

Designated local port 2 5011

Designated local port 3 5012

Designated local port 4 5013

Connection control ~|
Command by command operation (Enable @ Disable

Response timeout I:I{O - 65535 ms)
MNon-requested serial data | Discard -

Data Packing

Packing length D{O - 1024)
Delimiter 1 {Hex] [l Enable

Delimiter 2
Delimiter process

Force transmit

{Hex] CJEnable
Do MNothing ~ | (Processed only when Packing length is 0)
[0 Jo-6s535ms)

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 ms): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.
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/\  ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this value is
set large enough so that the intended data transfer is completed.

/\ ATTENTION

Inactivity time is ONLY active when Connection Control (see below) is set to Any
character/Inactivity time.

Ignore jammed IP (default=Disable): This option determines how the port will proceed if multiple hosts
are connected and one or more of the hosts stops responding as the port is transmitting data. If you select
Disable, the port will wait until the data has been transmitted successfully to all the hosts before
transmitting the next group of data. If you select Enable, the port will ignore the host that stopped
responding and continue data transmission to the other hosts.

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

Destination address 1 through 4 (default=None): Specifying an IP address allows the NPort 6000 to
connect actively to the remote host. At least one destination must be provided.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections, and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

/\  ATTENTION

Up to four connections can be established between the NPort 6000 and hosts. The connection speed or
throughput may be low if any one of the four connections is slow, since the one slow connection will slow
down the other three connections.

/\  ATTENTION

The Destination IP address parameter can be the IP address, domain name, or the name defined in the
host table. For some applications, the user may need to send the data actively to the remote destination
domain name.

Designated local port 1 through 4 (default=5010 through 5013): Use these fields to specify the
designated local ports.

Connection control (default=Startup/None): This setting determines the parameters under which a
TCP connection is established or disconnected. The different options are given in the following table. In
general, both the Connect conditions and Disconnect conditions are given.

Option Description
Startup/None (default) |A TCP connection will be established on startup and will remain active indefinitely.

A TCP connection will be established when any character is received from the

Any Character/None serial interface and will remain active indefinitely.

Any Character/ A TCP connection will be established when any character is received from the
Inactivity Time serial interface and will be disconnected when Inactivity time is reached.

A TCP connection will be established when a DSR “On” signal is received and will

DSR On/DSR Off be disconnected when a DSR “Off” signal is received.

A TCP connection will be established when a DSR “On” signal is received and will

DSR On/None remain active indefinitely.

A TCP connection will be established when a DCD “On” signal is received and will

DCD On/DCD Off be disconnected when a DCD “Off” signal is received.
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Description
A TCP connection will be established when a DCD “On” signal is received and will
remain active indefinitely.

DCD On/None

Command by command operation ;

(default=Disable): Command by command .] .
mode can only support one request and one -
response from each of the different hosts.

Wth the NPort 6000 receives a command Fipst /i b Host B CEINA
from any host on the Ethernet, the NPort 6000
will store all the commands in the buffer and
then send them to serial ports in FIFO (first-in,
first-out) order.

) : from Host A

: from Host B

Once the PLC responds, the NPort 6000 will store the response in its buffer, decide that the response has
been received, and then send back the command. The NPort 6000 will then be free to process the next
command.

Response timeout (default=0 ms): This field specifies how long the NPort 6000 will wait for response
data through the serial port before sending the next command. The NPort 6000 sends the next command if
there is no response through the serial port for the time specified by the Response timeout. If this field is
set to 0, the Response timeout is essentially infinite, and the NPort 6000 will wait until the pre-command
request is received to send the next command.

Non-requested serial data (default=discard): Specifies how the NPort will handle data that is received
from a serial device that is not in response to a command. The NPort can either discard such data, forward
the data to the network host that sent the most recent request, or forward the data to all open host
connections.

e Discard: Discard the data
e Forward to last requester: Forward non-requested serial data to last requester connection
e Forward to all open connections: Forward non-requested serial data to all open connections

Packet length (default=0): This field refers to the maximum amount of data that is allowed to
accumulate in the serial port buffer before sending. At the default of 0 for packet length, no maximum
amount is specified and data in the buffer will be sent as specified by the delimiter settings or when the
buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will be sent as
soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to show when data should be sent.

/\  ATTENTION

To enable a delimiter, the packet length must be set to 0. Delimiter 2 should only be enabled with
Delimiter 1 and never on its own; otherwise, data errors may occur. Even when a delimiter is enabled, the
NPort 6000 will still pack and send the data when the amount of data exceeds 1 KB.
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Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to take
place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the
delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the
delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines the size of a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.

UDP Mode

3 Main Men
“ain Menu Operation Modes

O Overview
# Network Configuration Port 1
T‘_?E:;Itpfn Coliston Application Socket
(2 Operation Medes gmle . - LEs .
& Commibiction Darariotors vnamf( Destfua(!mi ) Enable # Disable
& Data Buffering/Log Dynamic Destination Timeout ) (0 - 65535 ms)
= g‘:}:i”r’sii:itggs Destination address1 2::’“ Port 4001
HZ Port 2 Begin
HE Port 3 Destination address2 End Port 4001
(3 Port 4 i
@ User Table Destination address3 S Port 4001
1 Welcome Message End
10 System Configuration Begin
% Administration Destination address4 i Port 4001
#3 Log, Monitoring and Warning
#C3 Common Settings Local listen port 4001
& Change Password Data Packing
O Save Configuration packing length ) (0 - 1024)
= Resal Delimiter 1 00 |(Hex)© Enable
O Logout -y,
Delimiter 2 00 (Hex) © Enable
Delimiter process Do Nothing _ ~ | (Processed only when Packing length is 0)
Force transmit 0 (0 - 65535 ms)
P1 P2 P3 P4

Apply the above settings to All ports

Submit

Dynamic Destination (default=disable): When enabled, the destination address and port number are
decided by the source (IP address and UDP port number) of the last data received. When the function is
enabled, you are NOT able to specify ranges of IP addresses for the serial port to connect to.

Dynamic Destination Timeout (default=0): When the Dynamic Destination function is enabled, the
timeout can be set to determine when the NPort will forget the source (IP address and UDP port number) of
the last data received. Any other source (IP address and UDP port) cannot connect to the NPort until
Dynamic Destination Timeout is reached.

Destination address 1 through 4 (default=None): In UDP mode, you may specify up to four ranges of
IP addresses for the serial port to connect to. At least one destination range must be provided.

/\  ATTENTION

The maximum selectable IP address range is 64 addresses. However, when using multi-unicast, you may
enter IP addresses of the form xxx.xxx.xxx.255 in the Begin field. For example, enter 192.127.168.255
to allow the NPort 6000 to broadcast UDP packets to all hosts with IP addresses between 192.127.168.1
and 192.127.168.254.

Local listen port (default=4001): This is the UDP port that the NPort 6000 listens to and that other
devices must use to contact the NPort 6000. To avoid conflicts with well-known UDP ports, the default is set
to 4001.
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Packet length (default=0): The packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified and data in the buffer will be sent as specified by the delimiter settings or
when the buffer is full. When a packet length between 1 and 1024 bytes is specified, data in the buffer will
be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will clear the
buffer and send the data to the Ethernet port when a specific character, entered in hex format, is received.
A second delimiter character may be enabled and specified in the Delimiter 2 field, so that both characters
act as the delimiter to show when data should be sent.

/\  ATTENTION

To enable a delimiter, the packet length must be set to 0. Delimiter 2 should only be enabled in
conjunction with Delimiter 1 and never on its own; otherwise, there may be data errors. Even when a
delimiter is enabled, the NPort 6000 will still pack and send the data when the amount of data exceeds 1
KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have an effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to take
place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after one additional byte is received following the
delimiter.

¢ Delimiter + 2: Data in the buffer will be transmitted after two additional bytes are received following the
delimiter.

e  Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication the
NPort 6000 will allow before packing the serial data in its internal buffer for network transmission.

Pair Connection Mode

Pair Connection mode can remove the 15-meter distance limitation imposed by the RS-232 interface. It
establishes a connection between a serial port on one NPort 6000 server and another serial port on another
NPort 6000 server. One of the serial ports is connected to the COM port of a PC or another type of
computer, such as a handheld PDA that has a serial port. The other serial port is connected to the desired
serial device. The two NPort 6000 servers are then connected to each other with a crossover Ethernet cable,
and both are connected to the same LAN. In a more advanced setup, the two NPort 6000 servers
communicate with each other over a WAN (i.e., through one or more routers). In Pair Connection Mode,
both data and modem control signals (but not DCD signals) are transparently transferred between the two
NPort 6000 servers.
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Pair Connection Master Mode

When using Pair Connection mode, Pair Connection Master mode must be selected as the operation mode
for one of the two serial ports involved, and Pair Connection Slave mode must be selected for the other
serial port. In effect, the serial port that is in Pair Connection Master mode will act as a TCP client, and the
one that is in Pair Connection Slave mode will act as a TCP server. In practice, it does not matter which port
is the master and which port is the slave.

23 Main Menu
: Operation Modes
& o ?
- verview
E{] Network Configuraticn Port 1
£ i rati AT i 0
B3 Serial Port Configuration Application Pair Connection *
S Port1 Mode Pair Connection Master ¥
8 ST TCP alive check time 7 (0 - 99 min}
E Communication Parameters
. Secure Enable '® Disable
{11 Data Buffering/Log
N Destination address Port 4001
~{] Modem Settings
. . P1 P2 P3 P4
Q0 dipher Settings Apply the above settings to
®{] Port 2 All ports
B3 Port 3
B3 Port4 Submit
{21 User Table —

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

/\  ATTENTION

When establishing a Pair Connection between two serial ports on two different NPort 6000 servers, make
sure that if one side is configured for data encryption, you also configure the other side for data encryption
(i.e., both are yes or both are no).

Destination IP address: The Pair Connection Master will contact the network host that has the specified IP
address. The port will default to 4001. Make sure the port numbers match on both the Pair Connection
Master and Slave.

Pair Connection Slave Mode

©3 Main Menu i
B Operation Modes
(2 Overview 2
BHZJ Metwork Configuration Port 1
&4 Serial Port Configuration Application Pair Connection ¥
B port 1 Mode Pair Connection Slave ¥
'z O tion Mod:
| S e TCP alive check time 7 o990 min)
i Communication Parameters
H i Secure Enable '® Disable
+{11 Data Buffering/Leg
H Tcp t 4001
| [ Modem Settings pan
: ) = " 4 p1 P2 P3 P4
03 Cipher Settings Apply the above settings to
H{ Port 2 All ports
B Port3
G port:d Submit
{11 User Table =

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.
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Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. Make sure
the port humbers match on both the Pair Connection Master and Slave.

Ethernet Modem Mode

3 Main Menu
21 Overview
{20 Network Configuration Port 1
£3 Serial Port Configuration
B3 port 1

i-C] Operation Modes

Operation Modes

Application Ethernet Modem ¥
TCP alive check time 7 lo-99min)

H i TCP port 2001
(1 Communication Parameters

= i . P1 P2 Pz [
1 Data ufiering/log Apply the above settings to
{0 Modem Settings All ports
{3 Cipher Settings
B port2 Please note that in Ethernet Modem mode, DTR, RTS, and DCD signals are disabled for ports that are using RS-422 or RS-485.
Ol
B3 Port 3
B3 Port4 Submit

The NPort 6000 accepts the AT command ATD IP address: TCP port (for example, IPv4 : ATD
192.127.168.1:4001 / IPv6 : ADT [fe80::290:e8ff:fe0d:b0fb]:65500 ) from the serial port and then
requests a TCP connection from the remote Ethernet Modem or PC. Here IP address is the IP address of the
remote Ethernet modem or PC, and TCP port is the TCP port nhumber of the remote Ethernet modem or PC.
Once the remote unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal
via the serial port and then enter data mode.

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Dial-in

The NPort 6000 listens for a TCP/IP connection request from the remote Ethernet modem or host. The NPort
6000’s response depends on the ATSO value, as follows.

ATS0=0: The NPort 6000 will temporarily accept the TCP connection and then send the RING signal out
through the serial port. The serial controller must reply with ATA within 2.5 seconds to accept the
connection request, after which the NPort 6000 enters data mode. If no ATA command is received, the
NPort 6000 will disconnect after sending three RING signals.

ATSO0=1: The NPort 6000 will accept the TCP connection immediately and then send the CONNECT baud

command to the serial port, in which baud represents the baudrate of the NPort 6000's serial port. After
that, the NPort 6000 immediately enters data mode.

Dial-out

The NPort 6000 accepts the AT command “ATD IP:TCP port” from the serial port and then requests a TCP
connection from the remote Ethernet Modem or PC. Here IP is the IP address of the remote Ethernet
modem or PC, and TCP port is the TCP port number of the remote Ethernet modem or PC. Once the remote
unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal via the serial port
and then enter data mode.
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Disconnection request from local site

When the NPort 6000 is in data mode, the user can start disconnection by sending “+++" from the local
serial port to the NPort 6000. Some applications allow you to directly set the DTR signal off, which will also
start disconnection. The NPort 6000 will enter command mode, and after one second, you can then enter
“ATH" to shut down the TCP connection The NPort 600 0 will return a “NO CARRIER” via the serial port.

/7  NOTE

The “+++" command cannot be divided. The “+” character can be changed in register S2, and the guard
time, which prefixes and suffixes the “++4+" to protect the raw data, can be changed in register S12.

Disconnection request from remote site

After the TCP connection has been shut down by the remote Ethernet modem or PC, the NPort 6000 will
send the "NO CARRIER" signal via the serial port and then return to command mode.

AT Commands

The NPort 6000 supports the following common AT commands as used with a typical modem:

No. |ATcommand  [Descripton _____________________|Remarks
1 ATA Answer manually
ATD <IP>:<Port> Dial up the IP address: Port No.

ATEO=Echo OFF
3 ATE ATE1=Echo ON (default)

ATHO=0n-hook (default)
4 ATH ATH1=0ff-hook
5 ATI, ATIO, ATI1, ATI2 Modem version Reply “"OK” only
6 ATL Speaker volume option Reply “"OK"” only
7 ATM Speaker control option Reply “"OK” only
8 ATO Online command
9 ATP, ATT Set Pulse/Tone Dialing mode Reply “"OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO)
11 ATSr=n Change the contents of S register See “S registers”
12 ATSr? Read the contents of S register See “S registers”

Result code type

ATVO for digit code,

ATV1 for text code (default)
13 |ATV 0=0K

1=connect

2=ring

3=No carrier

4=error

Reset (disconnect, enter command mode, and restore
14 ATZ .

the flash settings)

Serial port DCD control
15 AT&C AT&CO0=DCD always on

AT&C1=DTE detects connection by DCD on/off (default)
16 AT&F Restore manufacturer’s settings
17 AT&G Select guard time Reply “"OK” only
18 AT&R Serial port RTS option command Reply “"OK” only
19 AT&S Serial port DSR control Reply “"OK” only
20 AT&V View settings
21 AT&W Write current settings to flash for next boot up
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S Registers

No. |S Register __|Description & defaultvalue
1 SO Ring to auto-answer (default=0)
2 S1 Ring counter (always=0) No action needed
3 S2 Escape code character (default=43 ASCII “+")
4 S3 Return character (default=13 ASCII)
5 S4 Line feed character (default=10 ASCII)
6 S5 Backspace character (default= 8 ASCII)
7 S6 Wait time for dial tone (always=2, unit=sec) No action needed
8 S7 Wait time for carrier (default=3, unit=sec)
9 S8 Pause time for dial delay (always=2, unit=sec) No action needed
10 S9 Carrier detect response time (always=6, unit 1/10 sec) No action needed
11 S10 Delay for hang up after carrier (always=14, unit 1/10 sec) [No action needed
12 Si11 DTMF duration and spacing (always=100 ms) No action needed
Escape code guard time (default=50, unit 1/50 sec)
13 S12 . - “ "
to control the idle time for “+++

Terminal Applications

Terminal ASCII (TERM_ASC)

3 Main Menu
@ Overview
# Network Configuration
53 Serial Port Configuration
=3 Port 1
3 Operation Modes
) Communication Parameters
[ Data Buffering/Leg
= Medem Settings
D Cipher Settings
4@ Port 2
3 port 3
#0 Port 4
& User Table
3 Welcome Message
#@ System Configuration
3 Administration
HE) Leg, Monitoring and Warning
H(1 Common Settings
@ Change Password
1 Save Configuration
#(3 Restart
1 Logout

Operation Modes

Port 1

Application

Mode

TCP alive check time
Inactivity time
Auto-link protocol
Primary host address
Secondary host address
Telnet TCP port
Terminal

Terminal type

Max. sessions
Change session

Quit

Break

Interrupt
Authentication type
Try next type on authentication denied
Automatic Login
Auto-login prompt
Password prompt
Login user name
Login password

Apply the above settings to

Terminal .
Terminal (TERM_ASC) ~ |
7 [(o-20min)

o (0 - 99 min)
None -

23

ansi

*

L

None |
Enable - Disable

ogin:

assword:

P1 P2 P3 P4
Al ports

\Suﬁmit\

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local

TACACS+ authentication is tried first, switching to Local if unsuccessful.

Local - TACACS+

Authentication is performed locally first, switching to Radius if unsuccessful.

None

Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to

try next type on first authentication denied.
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TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough such that the intended data transfer is completed.

Auto-Link Protocol: If this field is set to None, the NPort 6000 will not connect to the host automatically.
If Auto-Link Protocol is set to Telnet or Rlogin, the NPort 6000 will connect to the host automatically using
the specified protocol.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the
terminal will always be connected.

Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the default
TCP port number for Telnet.

Terminal type (default=ansi): Some older terminal applications may require that the terminal type be
transmitted before the connection can be established. You may need to refer to the server’s documentation
to determine the appropriate terminal type. For most applications, this setting will be unnecessary and will
have no effect.

Max. Sessions (default=4): This setting allows you to configure the maximum. number of sessions
allowed for the serial port.

Change Session (default=(~T)0x14): This field defines the quick key to change a session.
Quit (default=(~E)0x05): This field defines the quick key to quit a session.

Break: This field defines the quick key to send a break signal.

Interrupt: This field defines the quick key for program termination.

Auto-login prompt (default=o0gin:)

Password prompt (default=password:)

Login username: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.
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Terminal BIN (TERM_BIN)

3 Main Menu

e Operation Modes

#(1 Network Configuration Port 1
3 serial Port Configuration SR -
&3 Port 1 . Application Terminal
& Operation Modes Mode ) ) Term\r'»al (TERM_BIN) ~
o Communication Parameters TCP alive check time 7 [0-99 min)
O Data Buffering/Log Inactivity time o (0 - 99 min}
@ Modem Settings Auto-link protocol None +
& Cipher Settings Primary host address
Q1 Port 2 Secondary host address
#Q Port 3
e e ?elne-t TCP port 23
3 User Table Terminal
O Welcome Message Terminal type ansi
1 System Configuration Quit E
#Q Administration ‘ Authentication type None .
£ Log, Monitoring and Waming Try next type on authentication denied Enable - Disabl
(3 Common Settings Foripeaniims
(@ Change Password o
©1 Save Configuration Auto-login prompt ogin:
#( Restart Password prompt assword:
© Logout Login user name
Login password
. P1 P2 P3 P4
Apply the above settings to All ports

bt

Terminal Binary mode can transfer files with XMODEM or ZMODEM. You are only allowed to open one
terminal session at a time when in Terminal Binary mode.

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

/\ ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Auto-Link Protocol: If this field is set to None, the NPort 6000 will not connect to the host automatically.
If Auto-Link Protocol is set to Telnet or Rlogin, the NPort 6000 will connect to the host automatically using
the specified protocol.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the
terminal will always be connected.

Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the default
TCP port number for Telnet.

Terminal type (default=ansi): Some older terminal applications may require that the terminal type be
transmitted before the connection can be established. You may need to refer to the server’s documentation
to determine the appropriate terminal type. For most applications, this setting will be unnecessary and will
have no effect.

Quit (default=(~E) 0x05): This field configures the quick key used to disconnect the link between the
current terminal session and the remote host. It is not necessary for binary communication.
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SSH

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to ocal if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Auto-login prompt (default=ogin:)
Password prompt (default=assword:)
Login username: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.

3 Main Menu

i Operation Modes

#(1 Nekwork Configuration Port1
3 Serial Port Configuration o i
ey ;ppdh(atmn ;:r:unal
() Operation Modes swull . "
& Communication Parameters TCP alive check time A s D
3 Data Buffering/Log Inactivity time o (0 - 99 min)
O Modem Settings Primary host address
@ Cipher Settings Secondary host address
i Pan 2 SSH TCP port 22
#E Port 3
E Terminal
3 User Table Quit “E
& Welcome Message Break
@ System Configuration Authentication type None v
HQ Administration Try next type on authentication denied Enable - Disabl
% Log, Monitoring and Warning N e
#() Common Settings
B Charige Passward Login user name
(3 Save Configuration Login password )
W1 Restart % “P1 P2 P3 P4
i Apply the above settings to All ports

[ Submit|

TCP alive check time (default=7 min): The TCP connection will be closed if there is no TCP activity for
the specified amount of time. If this is set to 0, the TCP connection will remain open even if the connection
remains idle. For socket and device control modes, the NPort 6000 will start listening for another TCP
connection from another host after the connection is closed for being idle.

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the
terminal will always be connected.

SSH TCP port (default=22): By default, the SSH TCP port nhumber is set to 22, which is the default SSH
port number.
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Quit (default=(~E) 0x05): This field configures the quick key used to disconnect the link between the
current terminal session and the remote host. For binary communication, it is unnecessary to define the quit
key.

Break: This field defines the Host key for sending the break signal. For binary communication, it is
unnecessary to define the break key.

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Login username: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.

Reverse Terminal Applications
Reverse Telnet Mode

A Main Menu

e Operation Modes

L= Netwlork chﬂgFuration et
B3 Se Port C ll st v,
= _19;;1 1" TR Application Reverse Terminal
1 Operation Modes Mode ) . Reverse Telnet'.
1 Communication Parameters TP alive check time 7 [(0-99miy
1 Data Buffering/Log Inactivity time o |(0-99min)
@ Modem Settings TCP port 4001
@ Cipher Settings e
#@ Port 2 i
- Authentication type None il
HE Port 3 T . i
L Dot 4 Try next type on authentication denied Enable - Disabl
e Map keys <CR-LF> CtlLFv_ - 5 .
1 Welcome Message Apply the above settings to

(1 System Configuration All ports

#0 Administration
(1 Log, Monitoring and Warning
#(1 Common Settings

[P T

submit

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting
of 0 min. will cause the port to remain connected even if idle.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet
port through the serial port.

Option Description

carriage return + line feed (i.e., the cursor will jump to the next line, and return
<CR-LF> . .

to the first character of the line)
<CR> carriage return (i.e., the cursor will return to the first character of the line)
<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally)

Reverse SSH Mode

3 Main Menu

@ Overview Operation Modes

W2 Network Configuration Port 1
3 Serial Port Configurati o .
s e Application Reverse Terminal -
3 Operatien Modes e ’ Reverse SSH
© Communication Parameters TCP alive check time 7 |(0-99min)
2 Data Buffering/Log Inactivity time 0 (0 - 99 min)
1 Modem Settings TCP port 4001
1 Cipher Settings s
R Authentication t N
o5 roria uthentication type o . one ]
&3 port 4 Try next type on authentication denied Enable - Disabl
i et Map keys <CR-LF> CRp—lLF = - = e
& Welcome Message Apply the above settings to 2

®1 System Configuration All ports
#3 Administration

#(3 Log, Monitoring and Warning
1 Common Settings

| Submit |

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting
of 0 min. will cause the port to remain connected even if idle.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections, and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Each NPort 6000’s serial ports are mapped to a TCP port. To avoid conflicts with other TCP ports, set port
numbers to 4001 for port 1, 4002 for port 2, etc.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet
port through the serial port.

Option Description

<CR-LF> carriage return + line feed (i.e., the cursor will jump to the next line, and return
to the first character of the line)

<CR> carriage return (i.e., the cursor will return to the first character of the line)

<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally)

Printer Applications

RAW PRN Mode

3 Main Menu P
et Operation Modes
3 Network Configuration Port 1

143 Serial Port Configuration Ty :
B3 port 1 Application Printer

1 Operation Mades Mode RAW_PRN "]
) Communication Parameters 1CP alive check time 7 |@-99min)
O Data Buffering/Log Group Group01 *
3 Modem Settings TCP port number 2048
3 Cipher Settings
#Q Port 2
WQ Port 3
W) Port 4 ; =
O User Table iSubinig

1 Walrrma Maceana

. p1 P2 P3 P4
Apply the above settings to Al S

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Group (default=Group 01): This field groups printers attached to different ports. When printing requests
are sent to a group of printers, all printers in that group will share the printing load. For example, setting

the NPort 6000’s serial ports 1, 3, and 6 to Group 01 will allow the printers attached to these three ports to
act essentially as one printer.

TCP port number: This field is automatically filled in by the NPort 6000 and cannot be set by the user. The
host uses this value to determine the Group to which the printer attached to this serial port belongs. Groups
01 to 06 are mapped to ports 2048 to 2063, respectively.
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LPD PRN Mode

3 Main Menu

3 Overview Operation Modes

#0 Network Configuration Port 1

& ﬁje::r\tlzort Configuration Application e
1 Operation Modes Made LPD_FRN *|
€1 Communication Parameters 1P alive check time 7 (0 - 99 min)
1 Data Buffering/Log Queue name (RAW)
@ Modem Settings Queue name (ASCII)
O Cipher Settings Append form feed Enable « Disable

#Q port 2 PL P2 P3 P4

#& Port 3 Apply the above settings to

@ Port 4
1 User Table
©1 Welcome Message Submit|
#(1 Svstem Confiauration

All ports

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Queue name (RAW): This field optionally specifies the print queue’s name (in RAW mode)
Queue name (ASCII): This field optionally specifies the print queue’s name (in ASCII mode)

Append from feed (default=Disable): This field instructs the port to send a line feed in between print
jobs, rather than continue where the last print job left off. This may be necessary for some applications.

Dial In/Out Applications

PPP Mode

3 Main Menu

by Operation Modes

403 Network Configuration Port 1
3 Serial Port Configuration wai -
el ):)?jh(ﬂt;un S;I in/out
) Operation Modes o
) Communication Parameters Destination IP address
@ Data Buffering/Log Source IP address
O Modem Settings 1P netmask
2 Cipher Settings TCP/IP compression Enable # Disable
M Port 2 Inactivity time ] (0 - 65535 ms)
l u Port 3 Link quality report Enable # Disable
#E Port 4 Username
& User Table
Password
© Welcome Message AUt N
# System Configuration e o e L one
Try next type on authentication denied Enable - Disabl

W3 Administration
#(3 Log, Monitoring and Warning
#Q Common Settings Apply the above settings to
O Change Password
(1 Save Configuration
(3 Restart
© Logout

Disconnect by None +
P1 P2 P3 P4
Al ports

| Submit |

PPP provides standard PPP service for both dial-in and dial-out.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.

Source IP address: The Source IP address is the IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection.

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a
connection if the link noise exceeds a certain threshold.

Username: This is the dial-out user ID account.

Password: This is the dial-out user password.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.

PPPD Mode

3 Main Menu

&1 Overview Operation Modes

(3 Netwerk Configuration Port 1
T et Application Dial infout
O Operation Modes Mmk: - it
© Communication Parameters Destination IP address
(2 Data Buffering/Log Source IP address
O Modem Settings IP netmask
2 Cipher Settings TCP/IP compression Enable = Disable
W port 2 Inactivity time o (0 - 65535 ms)
3 Port 3 Link quality report Enable = Disable
= pan 4 Username
& User Table password
O Welcome Message Eliee
(1 System Configuration Authentication type - - None i
&3 Administration Tl:y next type on authentication denied Enable - Disabl
#E Log, Monitoring and Waming  Disconnect by Nong, *
#Q Common Settings Apply the above settings to Eﬁ " r2 3 s
1 Change Password oty

@ save Configuration
(3 Restart
@ Logout

| Submit |

PPPD (PPP on demand) is used for dial-in services, since it provides PPP services only when receiving a
request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is the IP address assigned to this serial port.
IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection.

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a
connection if the link noise exceeds a certain threshold.

Username: This is the dial-out user ID account.

Password: This is the dial-out user password.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.

SLIP Mode

3 Main Menu

O Qverview Operation Modes

(1 Network Configuration Port 1
oot Application Disl infout
{1 Dt atian Modes Mode SHB
1 Communication Parameters Destination IP address
@ Data Buffering/Log Source IP address
@ Modem Settings IP netmask
&1 Cipher Settings TCP/IP compression Enable # Disable
#E Port 2 Inactivity time o (0 - 65535 ms)
‘: :Dﬁg Disconnect by None +
W1 Po
R Apply the above settings to :ﬁ i B2 B F
& Welcome Message
#( System Configuration
®(3 Administration | Submit |

# Loa, Monitoring and Warnina

SLIP provides standard SLIP service for both dial-in and dial-out.
Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is the IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP
connection.

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.
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SLIPD Mode

3 Main Menu

@ overview
1 Network Configuration
=13 Serial Port Configuration

Operation Modes

Port 1

Disable

Gy Application Dial infout _
1 Operation Modes Mude SLIPD -
1 Communication Parameters Destination IP address
O Data Buffering/Log Source IP address
& Modem Settings IP netmask
&1 Cipher Settings TCP/IP compression Enable «
H0 port 2 Inactivity time 0

w1 Port 3
#E Port 4

Q User Table

& Welcome Message

Disconnect by Mone *
p1

Apply the above settings to it

%3 System Configuration
W3 Administration

| Submit |
#E1 Loa, Monitoring and Warning

(0 - 65535 ms)

P3

SLIPD (SLIP on demand) is used for dial-in services since it provides SLIP services only when receiving a

request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.

Source IP address: The Source IP address is the IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask,

TCP/IP compression (default=No): The setting
application requests compression.

also known as the subnet mask, for the SLIP connection.

of this field depends on whether the remote user’s

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when

the DCD signal is off. If this field is set as DSR-off,

signal is off.

Dynamic Mode

the connection will be disconnected when the DSR

3 Main Menu
i3 Overview
(3 Network Configuration
143 Serial Port Configuration
B Port 1
1 Cperation Modes
) Communication Parameters
©) Data Buffering/Log
1 Modem Settings
I Cipher Settings
#Q Port 2
B3 Port 3
®3 Port 4
O User Table

Operation Modes

Port1

Application

Mode

TERM_BIN mode

PPPD mode

SLIPD mode

Authentication type

Try next type on authentication denied

Dial in/out

Dynamic

# Enable

#Enable

# Enable

None
Enable
Pl

Apply the above settings to Al ports

Disable | PPP parameters |
Disable | SLIP parameters |

Disable

P2 P3 P4

| '@ Welcome Message
(3 System Configuration

e

| Submit |

Dynamic mode integrates PPPD, SLIPD, and Terminal dial-in services. Dynamic mode automatically detects
which remote connection mode is being used and provides corresponding services. You can individually
enable/disable PPP/SLIP/Terminal services by selecting Yes or No next to the corresponding option. Yes will

enable that type of service; No will disable it.

Authentication type (default=None): This field allows you to configure the method used, if any, to verify

a user’s ID and authorization.

Option Description

Local

Verify the ID against the NPort 6000 User Table.

RADIUS

Verify the ID against the external RADIUS server.

RADIUS-Local

Radius authentication is tried first, switching to Local if unsuccessful.

Local-RADIUS

Authentication is performed locally first, switching to Radius if unsuccessful

TACACS+

Verify the ID against the external TACACS+ server.

TACACS+-Local

TACACS+ authentication is tried first, switching to Local if unsuccessful.

Local-TACACS+

Authentication is performed locally first, switching to Radius if unsuccessful

None

Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to

try the next type on first authentication denied.
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Disabled Mode

% MOX A\ www.moxa.com

3 Main Menu

Operation Modes

O Overview
(1 Network Configuration Port 1
=3 Serial Port Configuration g 5o ———
e port 1 Application \leaib\e 5 o o
1 Operaticn Modes Apply the above settings to

) Communication Parameters All ports

@ Data Buffering/Log

1 Modem Settings .
Submit
CI Cipher Settings |

When the Application is set to Disable, the relevant port will be disabled.

NPort 6000 Series User Manual 92



9. Additional Serial Port Settings

In this chapter, we describe additional serial port settings on the NPort 6000. The same configuration
options are also available through the Telnet and serial console.

Port Communication Parameters

& Main Menu

I Communication Parameters
] Overview
# (] Metwork Configuration Port 1
B3 Serial Port Configuration Pask il
24 Port 1
g . Serial Parameters
{1 Operation Modes
r o Baud rate Hint 115200 v
() Communication Parameters i A
Data bit: 8v
) Data Buffering/Log sl
St bit:
) Modem Settings L
Parits N v
(1 Cipher Settings sl ohs
v
B Port2 Flow control RTS/CTS
B porta RTS on delay 0 (0 - 1000 ms)
BE] port 4 RTS off delay 0 (0 - 1000 ms)
& User Table FIFO ® Enable Disable
(3 welcome Message Interface RS-232 o
#{_] system Configuration ) < p1 P2 P3 P4
Apply the above settings to
+{_] Administration All ports

# (] Log, Monitoring and Warning
E{] Commen Settings

Submit
(1 Change Password "

Port alias: This optional field allows you to assign an alias to a port for easier identification.

Serial Parameters

A

ATTENTION

The serial parameters for each serial port on the NPort 6000 should match the parameters used by the
connected serial device. You may need to refer to your serial device’s user’'s manual to determine the
appropriate serial communication parameters.

Baudrate (default=115200 bps): This field configures the port’s baudrate. Select one of the standard
baudrates from the dropdown box or select Other and then type the desired baudrate in the input box.

ATTENTION

If the port requires a special baudrate that is not listed, such as 500000 bps, you can select the Other
option and enter the desired baudrate into the text box. The NPort 6000 will automatically calculate the
closest supported baudrate. The margin for error will be less than 1.7% for all baudrates under 921600
bps.

Data bits (default=8): This field configures the data bits parameter. Note: If data bits is set to 5 bits, stop
bits will automatically be set to 2 bits.

Stop bits (default=1): This field configures the stop bits parameter. Note: If data bits is set to 5 bits, stop
bits will automatically be set to 1.5 bits.

Parity (default=None): This field configures the parity parameter.

NPort 6000 Series User Manual 93



Flow control (default=RTS/CTS): This field configures the flow control type, including RTS/CTS,
DTR/DSR, Xon/Xoff, RTS Toggle* and None.

*The RTS Toggle function is used for RS-232 mode only. This flow control mechanism is achieved by
toggling the RTS pin in the transmission direction. When activated, data will be sent after the RTS pin is
toggled ON for the specified time interval. After data transmission is finished, the RTS pin will toggle OFF for
the specified time interval. RTS Toggle is not supported under RFC2217 mode.

RTS

RTS Off Delay

RTS On Delay

FIFO (default=Enable): This field enables or disables the 128-byte FIFO buffer. The NPort 6000 provides
FIFO buffers for each serial port, for both the Tx and Rx signals. Note, however, that you should disable the
port’s FIFO setting if the attached serial device does not have a FIFO buffer of its own. This is because a
serial device that does not have its own buffer may not be able to keep up with data sent from the NPort’s
FIFO buffer.

Interface (default=RS-232): You may configure the serial interface to RS-232, RS-422, RS-485 2-wire,
or RS-485 4-wire.

Port Data Buffering/Log

’J‘_Ta:v:i?:w Data Buffering/Log
#{] Network Configuration Port 1
B4 Serial Port Configuration
B3 port 1
{1 operation Modes

Port buffering Enable ® Disable
Port buffering location Memory(64K) SD card

~{_] Communication Parameters
+ () Data Buffering/Log
(O Modem Settings

(1 cipher Settings

Port buffering SD file size
serial data logging (64K)

Apply the above settings to

Mbytes(1-32768)
Enable *® Disable
P1 P2 P3 P4
All ports

B3 port 2
B port 3

| Submit |

The NPort 6000 supports port buffering to prevent the loss of serial data when the Ethernet connection is
down. Port buffering can be used in Real COM mode, TCP 