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1. Introduction

This Windows 11 IoT Enterprise LTSC 2024(24H2) user manual is applicable to Moxa’s x86-based computers
listed below and covers the complete set of instructions for these series. Detailed instructions on configuring
advanced settings are covered in the following chapters of the manual. Before referring to sections in these

chapters, confirm that the hardware specification of your computer model supports the functions/settings
covered therein.

Moxa Computers and Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the Microsoft

Windows up-to-date version so that you can use the most compatible hardware-software combinations in
your application field.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with, or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Is this the right country or region?

United States ‘
Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

Angola

® »
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2. Select a keyboard.

S .

Is this the right keyboard layout or input
method?

If you also use another keyboard layout, you can add that next.

‘Canadian Multilingual Standard
English (India)

Irish

NZ Aotearoa

Scottish Gaelic

United Kingdom

3. Select a second keyboard.

EEESSEE T,

Want to add a second keyboard layout?
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4. Connect to a network or continue with limited setup.

Let's connect you to a network

You'll need an internet connection to continue setting up your device. Once
connected, you'll get the latest features and security updates.

(9 Ethemet

Not connected

o m e “

Connect now to quickly get started on
your device

Access the full range of apps that help you work and play the way you
want when you connect to a network and sign in with Microsoft. Along
with being able to browse the internet, get email, and work across
devices, youl also get enhanced features and security.

Continue with [N
limited setup
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5. Sign in to or create a local account or a Microsoft account (MSA).

Who's going to use this device?

You'll use this name to sign i to your device.

Enter your name

Name

6. Set a password.

/7 NOTE

Local account password policy:

The password for any newly created local account must be at least 8 characters in length.

Create a super memorable password

Make sure to pick something you'll absolutely remember.

Enter a password

password
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7. Choose your privacy settings.

Choose privacy settings for your device

Microsoft
select Accept

trol of your privacy

m. You can change

WL Include Optional

Inking & typing

D ves

Advertising ID
ertising D

D ves

Select Learn more for info on the above settings, how Windows helps protect
you from unsafe 2pps and web content, and the related data transfers and uses.

LR

)

Initializing System

e After the OOBE settings, you will be redirected to the device desktop. Wait until the process is
complete.

E¥ Chwindows\System32\cmd.exe = a X

e The device will now reboot, and the new settings will take effect after the system restarts.
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3. BitLocker

Bitlocker is a Windows disk encryption feature, designed to protect data by providing encryption for entire
volumes. BitLocker addresses the threats of data theft or exposure from lost, stolen, or inappropriately
decommissioned devices.

For more information about BitLocker:
https://learn.microsoft.com/en-us/windows/security/operating- system-security/data-protection/bitlocker/

This chapter describes the BitLocker setup process.

Enabling the BitLocker

In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.

[ This PC [m} X
i} 2] M Sort v 87 View
< ~ 4 [l > ThisPC ~ G L Search This PC

wiFal
~ % Home ~ Folders

. -
B Desktop : Desktop = Documents E Downloads

L Downloads

-r Music E Pictures ﬁ Videos
5| Documents L ﬁ
I8 Pictures + Devices and drives
CreateSWRAID ] ::a\ Disk (C:) New Volume (D)
Bt
@ Music MG o of 238 GB
& Videos
‘= Open Enter
> 4 OneDrive =
(2 Open in new window
> [l This PC 8= Turn on BitLocker
2, Format
> Sl Network oty
7 Pin to Quick access
¢ Pinto Start
J? Properties Alt+Ente
£7 Show more options Shift+F10

Bitems 1 item selected

It
o
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1. Select an option to back up the recovery key. For example, select Save to a file.

%@l BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

0 Seme settings are managed by your system administrater,

It's a good idea to have more than cne and keep each in a safe place other than your PC,

—» Save to your Microsoft account
—3 Save to a file

—> Print the recovery key

How can | find my recovery key later?

Mext

| Arecovery key can be used to access your files and folders if you're having problems unlocking your PC,

Cancel

2. Select the path to store the file in.

4 Save Bitlocker recovery key as

“~ 3 v o w= 3 This PC > New Volume (D:)

Organize « Mew folder
L Downloads # MName Date modified Type
—| Documents # Mo items match your search.
P9 Pictures »

Create5WRAID

@) Music
E3 Videos

> @ OneDrive

> [l ThisPC

« A e

Size

Search New Volume (D:

File name: | BitLocker Recovery Key B41DB363-BF9C-4620-8558-E74CTEC3TT6C

Save as type: Text Files (*.txt)

» Hide Folders

Save

Cancel
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3. Follow the onscreen instructions to specify the drive encryption options.

>
&« % BitLocker Drive Encryption (C:)
Choose how much of your drive to encrypt
If you're setting up BitLocker on a new drive or a new PC, you only need te encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.
If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.
O Encrypt used disk space only (faster and best for new PCs and drives)
(") Encrypt entire drive (slower but best for PCs and drives already in use]
Mext Cancel
>

&« % BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511} introduces a new disk encryption mode (XT5-AES). This meode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

O Mew encryption mode (best for fixed drives on this device)

(") Compatible mode (best for drives that can be moved from this device)

Mext Cancel
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4. Click Continue.

&« % BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending en the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.
B Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting.

Mote: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

Continue Cancel

5. Restart the computer.

%@' BitLocker Drive Encryption

¢ % The computer must be restarted

Restart now | Restart [ater

Manage Bitlocker

Wait for the encryption process to complete and then click Close.

’& BitLocker Drive Encryption

% Encrypting..

Drive C: 56.9% Completed

X

Close

Manage Bitlocker

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual
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Disabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

[ This PC = x
@ ()] T Sort + 8T View v
€ E v B> ThisPC » v G 2 Search This PC
it ~ Folders
@ Desktop " ﬁ Deskiop = Decuments Downloads
4 Downloads  #
M Music BT Pictures g Videos
3 Documents  # | y N
I Pictures #  Devices and drives
CreateSWRAID . Local Disk ()
oy @
EnableBitLocker agesi © 6D
@ Music = Open Enter
H Videos (42 Open in new window
> @ OneDrive & Format.
L=} Manage BitLocker
> Bl ThisPC
Q Pin to Quick access
> &l Network
7 Pinto Start
ﬁ Properties Alt+Enter
{7 Show more options Shift+F10
_ Titems 1 item selected =0,
2. Click on Turn off BitLocker.
BitLocker Drive Encrypticn = x
™ » Control Panel > System and Security » BitLocker Drive Encryption ~ &) -l
Y ity TYP -
Control Panel H. . . . o
enirelfanel Home BitLocker Drive Encryption
Help pretect your files and folders from unauthorized access by protecting your drives with BitLocker.
| ) For your security, some settings are managed by your system administrator.
|
| Operating system drive
| C: BitLocker on
| [-{ ad % Suspend protection
| a4 Back up your recovery key
|
|
| Fixed data drives
|
| Removable data drives - BitLocker To Go
| WindowsRecoveryUSB (D) BitLocker off ~
|
Seealso
| % TPM Administration
| ® Disk Management
| Privacy statement
MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual 15



3. Wait for the decryption process to complete and click Close to exit the program.

BitLs

~ 5 Control Panel > System and Security > BitLocker Drive Encryption v G

Control Panel H . . .
onirel Penel Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

0 For your security, some settings are managed by your system administrator.

Operating system drive

C: BitLocker on BitLocker Drive Encryption ® N

Turn off BitLocker

| Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process,

Turn off BitLocker Cancel

| Fixed data drives

Removable data drives - BitLocker To Go

| WwindowsRecoveryUSB (D) BitLocker off v
Seeslso
| ® TPM Administration
| ® Disk Management
Privacy statement
BitL, En o =
T > Control Panel > System and Security > BitLocker Drive Encryption v U | Search Control Panel

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

2 ’%. BitLocker Drive Encryption X
Operating system

Decryption of C: is complete.

Windows (C:) Bi

JA

Manage Bitl ocker

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& 1PM Administration
) Disk Management

Privacy statement
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4. Check the disk status after the decryption process

is completed.

[ This PC *
ey fia] &) ML Sort 8T View v P
< v 4 > ThisPC ~ Q. Search This PC
v o= WindowsRecove 7 FOIDErs
> =3 Boot i Desktop E_ Docurnents Downloads
© COM_Reorder
B Music Pictures Videos
> 7 Diagnostic v2.0 i
> ERER ~ Devices and drives
g = :m\Dlsk(C:) WindowsRecoveryUSB (D:) UEFI_NTFS (E)
5 Bl home BN ¢ G free of 445 GB BN o2 b free of 29.5 GE ) KB free of 434 KB
> 77 ImageValidator
" Intel Optane M
" iperf-3.1.3-wint
> T3 MoxaOOBE
> 7 MoxaOOBE_Wi
> 7 PCommPro
© RKP-CP-114
> 7 RwPortableXed
"~ sources
. Ve il 101
gitems 1 item selected =0
MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual 17



Network

Ethernet Setting

1. In Windows Settings, select Network & Internet.

Settings

®  mox

@
@P Lol Account

[ setting Q

| B System

© Bluetooth & devices

@ Network & internet (=)

/ Personalization

B Apps )
& Accounts
® Time & language Q
€ Gaming
K Accessibility @

& Privacy & security

@ Windows Update

2. Select Ethernet.

& Settings

®  mox

@  Local Account

Find a setting a

System
Bluetooth & devices
Network & internet

Personalization

)

BE N 08

Apps

Accounts

aill

Time & language

w000

System

MOXA-D7L879RUQ1
V3400
Rename

© Windows isn't activated

Display
Monitors, brightness, night light, display profile

Volume levels, output, input, sound devices

Notifications
Alerts from apps and system, do not disturb

Focus
Reduce distractions

ower
Screen and sleep, power mode, energy saver

Storage
Storage space, drives, configuration rules

Nearby sharing
Discoverabilty,received files location

Multitasking

Network & internet

Ethernet 3 ® Properties
@ Connected Public network
Cellular o Properties
Insert SIM Private network

Wi-Fi
Connect, manage known networks, metered network

roaming options, mobile operator settings

@ Windows Update
Last checked: 7 days ago

Activate now

@ Dausage
16 MB, last 30 days

o Datausage
G ompmst20 days

o @ >

€ Gaming

K Accessibility

& Privacy & security ®

@ Windows Update

E:? Ethernet >
Authentication, IP and DNS settings, metered network
>
AAdd, connect, manage
Mobile hotspot e —
() >
) are your nternt connection oL@
Airplane mode
>
D% Stop wireless communication of @
E Pro» >
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3. Select the Ethernet you want to set.

& Settings

® moa

[ " J Local Account

Find a setting

B System

© Bluetooth & devices
| ¥ Network & interet
/7 Personalization
Apps

Accounts.

Time & language
€ Gaming

K Accessibility

) Privacy & security

@ Windows Update

& Settings

® moa

[ " J Local Account

Find a setting

B System

© Bluetooth & devices
| ¥ Network & interet
/7 Personalization
Apps

Accounts.

Time & language
€ Gaming

K Accessibility

) Privacy & security

@ Windows Update

Network & internet > Ethernet

moxa.com

;7 Connected )
= A v
o R v
0o g )
5 G )
0 B v
B G )
5 G )
5 A v
Related support

Network & internet > Ethernet

B e A

Network profile type
O Public network (Recommended)

Your device is not discoverable on the network. Use this in most cases—when connected to a network at home, work, or in a public place.
() Private network

Your device is discoverable on the network. Select this if you need file sharing or use apps that communicate over this network. You should know and trust the

people and devices on the network.

Configure firewall and security settings

Authentication settings Edit

Metered connection
Some apps might work differently to reduce data usage when you're connected to this network

Set a data limit to help control data usage on this network

1P assignment: Automatic (DHCP) Edit
DNS server assignment: Automatic (DHCP) Edit
Aggregated link speed (Receive/  1000/1000 (Mbps) Copy
Transmit):

Link-local IPv6 address: 1e80:2173:726b:311:9bd6%16

1Pv4 address: 109023181

1Pv4 default gateway: 10.90.20.1

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual
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Wi-Fi Setting
1. In Windows Settings, select Network & Internet.

Settings

® mox

@
@»  Local Account

System

MOXA-D7L879RUQ1 ® Windows Update

Find a setting Q

V3400 Last checked: 7 days ago
Rename
| B8 system
@ Windows isn't activated. Activate now

€ Bluetooth & devices

@ Network & interet O Display >

Monitors, brightness, night light, display profile
/  Personalization

B Aeps Q) Sound >

Volume levels, output, , sound devices

& Accounts

X [ Notifications N
D Time & language Alerts from apps and system, do not disturb
€ Gaming
@ Focus N
K Accessibility ¥ Reduce distractions

@ Privacy & securi
&4 Yy o Power >
Screen and sleep, power mode, energy saver

@ Windows Update

o Storage N
Storage space, drives, configuration rules

Nearby sharing N
Discoverability, received files location

@

(@ Multitasking 5
2. Select Wi-Fi.
& Settings
® mo Network & internet
@»  Local Account
Ethernet 3 q
Find a setting Q - [0) Properties @ Data usage
@® Connected Public network 16 MB, last 30 days
B System
© Bluetooth & devices [ll] Cellular @ Froperties © Data usage
o0 Insert SIM Private network 0MB, last 30 days
| ¥ Network & interet
/7 Personalization
a Wi
= >
B Ao = Comect manage known networks, mtered netw o @
& Accounts
Cellular
D Time & language G e roaming options, mobile operator settings o @ >
@ G
S Cp Ethemet N
2 Authentication, IP and DNS settings, metered network
K Accessibility
@ Privacy & security @ v >
Add, connect, manage
@ Windows Update
() Mobile hotspot of @ >
Share your internet connection
Airplane mode B
>
o Stop wireless communication of @ )
a Proxy 5
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3. Edit Wi-Fi setting.

& Settings

moxa
@  Local Account

Find a setting

B System

© Bluetooth & devices
| ¥ Network & interet
/7 Personalization
B Apps

& Accounts

® Time &language
€ Gaming

K Accessibility

@ Privacy & security

@ Windows Update

Network & internet > Wi-Fi

2 Wifi

R Show available networks

Manage known networks
‘Add, remove, and edit networks

{%j  Hardware properties
View and manage Wi-Fi adapter properties

>3 Random hardware addresses

Help protect your privacy by making it harder for people to track your device location

Related support
& Help with WiFi

Connecting to Wi-Fi using a QR code

Run an intemet speed test

Finding your IP address easily
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5. Unified Write Filter

Unified Write Filter (UWF) is an optional feature that helps to protect your drives by intercepting and
redirecting any writes to the drive (app installations, settings changes, saved data) to a virtual overlay. The
virtual overlay is a temporary location that is usually cleared during a reboot or when a guest user logs off.

UWF provides a clean experience for thin clients and workspaces that have frequent guests, like school,
library, or hotel computers. Guests can work, change settings, and install software. After the device reboots,
the next guest receives a clean experience. It increases security and reliability for kiosks, IoT-embedded
devices, and other devices where new apps are not expected to be frequently added.

This chapter describes how to use the Unified the Write Filter (UWF).
To use the UWF, you must first install the feature and enable it; the default is disable.

The first time you enable UWF on your device, UWF makes the following changes to your system to improve
its performance:

¢ Paging files are disabled.

¢ System restore is disabled.

e SuperFetch is disabled.

¢ File indexing service is turned off.

o Fast boot is disabled.

o Defragmentation service is turned off.

o BCD setting bootstatuspolicy is set to ignoreallfailures.

After UWF is enabled, you can select a drive that you want to protect and start using UWF. UWF can help
you manage PCs and devices remotely using WMI.

Turning on UWF on a Running PC

e Install UWF.

a. In the Windows Start window, type Turn Windows features on or off.

b. Open the Windows Features window and expand the Device Lockdown node.
c. Select Unified Write Filter and click OK.
d

Windows searches for the required files and displays a progress bar.
Once the files are found, Windows applies the changes. When the changes are complete, a message
to this effect is displayed.

e. Click Close.

[5d Windows Features — O *

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

- (W] | Device Lockdown ~
Custom Logon
Keyboard Filter
Shell Launcher
Unbranded Boot
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services
Internet Information Services Hostable Web Core

| enary Comnnnents

Koogog

7

1O00rOO

Iy
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Enable the following filter as an Administrator:
cmd uwfmgr filter enable

EM Administrator: Command Prompt — [m] %

te Filter will be enabled after system restart.

Enable write protection for a drive:
cmd uwfmgr.exe volume protect C:

EX Administrator: Command Prompt — m} X

Restart your computer.

Confirm that UWF is running:
cmd uwfmgr.exe get-config

B Administrator: Command Prompt — ] X

C:\windows\system32>uwfmgr.exe get-config
Unified Write Filter Configuration Utility version 10.8.17763
Copyright (C) Microsoft Corporation. All rights reserved.

Current Session Settings

FILTER SETTINGS
Filter state: ON
Pending commit: N/A
Shutdown pending:No

SERVICING SETTINGS
Servicing State: OFF

OVERLAY SETTINGS

Type: RAM
Maximum size: 1824 MB
Warning Threshold: 512 MB
Critical Threshold: 1024 MB
Freespace Passthrough: OFF
Persistent: OFF

Reset Mode: N/A
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Installing UWF Using WMI

If you have already installed Windows on your computer and you do not want to use a provisioning
package, you can configure UWF by using Windows Management Instrumentation (WMI) providers.

To turn on UWF using WMI, use the UWF_Filter function, specifically the UWF_Filter.Enable method in
one of the following ways:

e Use the WMI providers directly in a PowerShell script

e Use the WMI providers directly in an application

e Use the command line tool, uwfmgr.exe

NOTE

You must restart your computer after you turn on or turn off UWF for the changes to take effect.

You can also change the settings after you turn on UWF. For example, you can move the page file location
to an unprotected volume and re-enable paging files.

IMPORTANT!

If you add UWF to your image by using SMI settings in the unattend.xml file, turning on UWF only sets the
bootstatuspolicy BCD setting and turns off the defragmentation service. You must manually turn off the
other features and services if you want to increase the performance of UWF.

After the device is restarted, UWF maintains configuration settings for the current session in a registry. UWF
automatically excludes these registry entries from its filter. Static configuration changes do not take effect
until after a device restarts; the changes are saved in registry entries for use in the next session. Dynamic
configuration changes occur immediately and persist after a device restarts.
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6. Driver

Moxa provides verified drivers for each device on our official website. Please access the Moxa support page
(https://www.moxa.com/en/support) and search for the device from the searching window (For Example:

MC-3201).

Contact Us | Pariner Zone | My Moxa Sign In

MO/ Products Solutions Support How to Buy About Us Q

Home » Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
MC-3201
PRI anty Resources
rvice/RMA Literature Library
Easily find drivers, software, and Moxa’s product repair service Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality to help you find in-depth
product. service with complete traceability information on our products and -

solutions as well as the
technologies that drive them

of your product.
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From the Software & Documentation page, filter by Driver and download the driver package. The driver
packages are categorized by OS version, with separate sections for Peripheral and Expansion modules.

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  operating System

NAME TYPE

Driver for MC-3201 Series (wireless 1, Driver
for Windows 10 10T Enterprise LTSC

2021)

143.6 MB

Driver for MC-3201 Series ok, Driver
(Peripherals for Windows 10
Enterprise LTSC 21H2)

-1.0 bytes

Driver for MC-3201 Series ok, Driver
(Peripherals for Windows 10 loT
Enterprise LTSC 2019)

1.2GB

Driver for MC-3201 Series o+, Driver
(Expansion modules for Windows 10
10T Enterprise LTSC 2019)

157.9 MB

Al m Software Package(d)  Utity(2)

CHECKSUM

SHA512 [

SHA-512 =1

SHA-512 &)

SHA-512 5

VERSION v

vi.0

OPERATING SYSTEM

- Windows 10 loT Enterprise
LTSC 2021

- Windows 10 loT Enterprise
LTSC 2019

- Windows 10 loT Enterprise
LTSC 2019

- Windows 10 10T Enterprise
LTSC 2019

RELEASE DATE v

May 11, 2023
Release notes

May 11, 2023
Release notes

May 11, 2023
Release notes

May 11, 2023
Release notes
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7. Utility

This chapter describes the usage of the following:

¢ Moxa IO Controller

e Serial Interface

¢ Moxa Sort Net Name

¢ Moxa Audio Configuration

¢ Moxa MCU Firmware Upgrade
¢ Moxa Panel Configuration

Where to Find the Utility

The utilities will be preinstalled in the device if the Windows 10 OS is provided by Moxa. If you install
Windows 10 by yourself, go to the Moxa support page (https://www.moxa.com/en/support) to download the
utilities.

On the support page, search for your device (e.g., MC-3201).

Contact Us | Pariner Zone | My Moxa Sign In

MO/ Products Solutions Support How to Buy About Us Q

Home » Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

—-Select— -
MC-3201
il anty Resources
rvice/RMA Literature Library
Easily find drivers, software, and Moxa’s product repair service o, Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality _ agiingd to help you find in-depth
product service with complete traceability i information on our products and -

of your product. o = solutions as well as the
1 technologies that drive them

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual 27


https://www.moxa.com/en/support

From the Software & Documentation page. filter by Utility and download the installation *.zip file.

MC-3201 Series

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System * Al Drver(4)  Software Packags(3) |

NAME TYPE CHECKSUM VERSION v

Utility for MC-3201 Series (Windows 4, Utility SHA-512 [F vi0
10 IoT Enterprise LTSC 2021)
59MB

Utility for MC-3201 Series (Windows | +, Utility SHA-512 (5 v1.0
10 loT Enterprise LTSC 2019)
51MB

Dependent Packages

GO TO PRODUCT PAGE

Compact computers with 11th Gen Intel® Core™
processor, designed for llaT, Al, and marine applications
-20 to 55°C operating temperature

[] save

OPERATING SYSTEM
- Windows 10 loT Enterprise

LTSC 2021

- Windows 10 loT Enterprise
LTSC 2019

RELEASE DATE v
May 11, 2023

Release notes

May 11, 2023
Release notes

¢ Dependent packages must be installed before the utility is installed; you will need to install the
dependent packages to ensure the smooth operation of the utility. Use the following links to download

and install the packages.
e  Microsoft Visual C++ Redistributable:

https://learn.microsoft.com/en-us/cpp/windows/latest- supported-vc-redist?view=msvc-170

e  Microsoft .NET Framework 4.8:

https://support.microsoft.com/en-us/topic/microsoft-net-framework-4- 8-offline-installer-for-windows-

9d23f658-3b97-68ab-d013-aa3c3e7495e0
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Moxa IO Controller

Moxa IO Controller Utility is used to control the peripherals I/Os as well as the interface of expansion
modules on the device.

This section describes how to use the Moxa IO Controller utility and the following content will be included.

e Setting the DIO Status

e Setting the UART Mode

e Setting the PCIE Slot Power Status (only for MPC-3XX1)
e Setting the PCIE Reset Pin Status (only for MPC-3XX1)

You can use the preinstalled utility or download and install the utility from
https://www.moxa.com/en/support.

Use the pre-installed utility or install the MoxalOControllerSetup utility from the Moxa support page. To use
the Moxa IO Controller utility, first install the utility and enable the utility to configure the DIO, UART, Relay
and LED mode. After the installation process is complete, run the Windows command prompt as an
Administrator and change the path to C:\Program Files\Moxa\Moxa IO Controller.

EX Administrator: Command Prompt = a X

xa I0 Controller”
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Setting the DIO Status

Run the mx-dio-ctl --help command to see the instructions on using this utility and follow them to get or
set the DIO status.

7

IMPORTANT!

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

B Select Administrator. Command Prompt — O b4

\P m Files\Mo: xa I0 Controller dio-ctl.exe --help ~
19 Moxa Inc. All rights reserved.
i <#DIN index> ( rt from @)

DOUT index> (Start from @)

this help

sersion information.

\Program Files\ 3 Controller>

Example:

EX Administrator: Command Prompt — O ®

Controller dio-ctl.ex

Controller>mx-dio-ctl.ex

\Program Fi M Xi Controller»mx-dio-ctl.ex
| port @ st j

Controller>mx-dic-ctl.ex

Controller>mx-dio-ctl.ex

Controller>mx-dio-ctl.ex

Controller>»
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Setting the UART Mode

Run the mx-uart-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the UART mode.

#/  IMPORTANT!

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

B Administrator: Command Prompt — O ™

ctl.exe --help

mode
mode
mode

s help screen.

version information.

xa I0 Controller>g

Example:

EX Administrator: Command Prompt
m Files\Mo xa I0 Controller»mx-uart-ctl.exe
count

0 Controller
interface.

I0 Controller>mx-uar .exe -p @ -m 1

Current uart mode is R ) interface.

\Program Files\Mo Moxa IO Controller
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Setting PCIE Slot Power Status (only for MPC-3XX1 Series)

Run the mx-pcie-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the PCIE slot power.

7

IMPORTANT!

The PCIE Slot index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EH Administrator: Command Prompt

ie power s from pcie slot 1:
pcie-ctl -1 1
ie slot 1 power on:
i 1-i1-m1
ie slot 1 power on with delay Time 2@ems:
ctl -i 1 -m 1 -t 288

Required. -i <#PCIE Slot ind rt from @)

cie power
PCIE power
PCIE power on
PCIE Reset Dela
Display this help screen.

ion information.

oxa I0 Controller>_

Example:

E¥ Administrator: Command Prompt — O W

10 Controller>mx

I0 Controller cie-ctl.exe -i & -m &
B

ram Files\Mo Mo 10 Controller>
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Setting PCIE Reset Pin Status (only for MPC-3XX1 Series)

Run the mx-pciereset-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the PCIE reset pin status and delay time .

7

IMPORTANT!

The PCIE reset pin index starts from 0. Even though the console output starts at 1, the index still starts at
0.

E¥ Administrator: Command Prompt — O W

.exe --help

s reserved.

Required. -i <#PCIE Reset Slot index» (Start from @)
#PCIE Reset Delay time
Display this help screen.

on information.

oxa I0 Controller>_

Example:

Ed Administrator: Command Prompt — O ®

0 Controller .exe -1 @

.exe -i @ -t 260
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Moxa Serial Interface

In this section, we describe how to use the Moxa Serial Interface utility to set the UART mode in your
computer's serial interface.

Setting the Serial Port Mode

1. Install the Moxa Serial Interface utility.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

- Intel
M “

}% Microscft Edge Microscft Edge

B voxa
- Moxa Senal Interface

Moxa Serial Interface

- Windows Accessories

- Windows Administrative Tools

o @

- Windows Ease of Access

- Windows PowerShell

£l

== Windows Security

- Windows System

S

G

£ fiype here to search

3. Select the target COM port and UART mode and click Apply to save the settings.

Moxa Serial Interface (:
~COM Port ~Status
1 com Mode
] comi  Rs-232 RS-232 | @,
[] com2  Rs-232 Rs-4852w
RS-485-4W/ (7
RS422 -
Apply ‘ ’ Cancel
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Moxa Sort Net Name

This section explains how to use the Moxa Sort Net Name utility to rename Ethernet adapters. This utility
helps map the physical LAN port order on the chassis to the corresponding adapter names in the system.
Use the pre-installed utility or install the MoxaSortNetName utility from the Moxa support page.

The initial order of network names may be random.
After the installation process is complete, run the SortNetName.exe from C:\Program
Files\Moxa\Moxa Sort Net Name as an Administrator.

%) = | Moxa Sort Met Name

Home Share View o

<« v <« Windows (C) » Program Files » Moxa » Moxa Sort Net Name v [J) Search Moxa Sort Net Name

Mame Date modified Type Size
b Quick access
[ Desktop
& Downleads
|| Documents

[5 SorthetMame 9 3 PM Application 26 KB

=] Pictures
[ This PC
= UEFI_NTFS (E:)
= WindowsRecoverylls

¥ Metwork

1item =

4. 4. If you want to rename the Ethernet adapter, wait for the installation process to complete. The order
of the Ethernet adapter will correspond to the order of the label (e.g., LAN 2 of the computer is
mapped to Ethernet 2 in Windows).

&/ Network Connections - O x
4 & » Control Panel > Network and Internet > Network Connections V) »
- m @

Organize

Ethernet 4

Ethernet .:_. Ethernet 2 Ethernet 3
*_ Network cble unplugged ®  Network cable unplugged  Network cable unplugged ©  Network cable unplugged
K T Intel(R) 1210 Gigabit Network Con... | ¢ @ Intel(R) 1210 Gigabit Network Con... 3§ @ Intel(R) 1210 Gigabit Network Con... 3§ @2 Intel(R] 1210 Gigabit Metwork Con...

4items
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Moxa Audio Configuration (only for MPC-3XX1

Series)

This tool allows users to independently update the firmware of the MCU (Microcontroller Unit).

To run the utility, do the following:

1. Open the Command Prompt as Administrator and enter C:\ProgramFiles\Moxa\Moxa Audio

Configuration\.

All Apps Documents Settings More ¥

Best match

Command Prompt
System

Settings

= Replace Command Prompt with
Windows PowerShell in the Win + X

al

Command Prompt

System

i Open

£ cmd

Run as administrator
Open file location
Pin to Start

Pin to taskbar

B Administrator: Command Prompt

2. Run the mx-audio-ctl --help command to see instructions on using this utility and follow the onscreen

instructions to get or set the audio ouput.

BX Administrater: Command Prompt

--help ay this help scr

sion rsion information.

ion

--help
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Usage

1. Run the following command to check the audio output.

E¥ Administrator: Command Prompt - O X

uration

-0 8 -m @

-0 @ -m1

\Moxa Audio Confi

Moxa MCU Firmware Upgrade

This tool allows users to independently update the firmware of the MCU (Microcontroller Unit).
To run the utility, do the following:

Open the Command Prompt as Administrator and enter
C:\ProgramFiles\Moxa\MxMCUFirmwareUpgrade\.

All Apps Documents Settings More w

Best match

Command Prompt
System

Settings
Command Prompt
= Replace Command Prompt with

System
Windows PowerShell in the Win + X

! Open
Run as administrator
Open file location
Pin to Start

Pin to taskbar

£ emd

BN Administrator: Command Prompt = O X
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Upgrade the MCU Firmware

1. Download the latest MCU firmware upgrade file from Moxa’s support website at
https://www.moxa.com/en/support.

Copy the update files in C:\Program Files\Moxa\MxMCUFirmwareUpgrade\.
Run the following command as Administrator to upgrade MCU firmware in Command Prompt.

mx-mcuupgrade-ctl.exe -f <file name>

- O X

B Administrator: Command Prompt

\MxMCUF irmwareUpgrade>mx-mcuu e-ct e -f FB_MCU_

BN Administrator: Command Prompt - mx-mcuupgrade-ctl.exe -f FB_MCU_V3000_V1.00508_22080322.bin - ] X

5. Update completed

B Administrator: Command Prompt

Check MCU firmware version

Run the following command to check current MCU firmware version.

mx-mcuupgrade-ctl.exe

BX Administrator: Command Prompt

mcuupgrade-ctl.
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Moxa Panel Configuration

This toolkit provides utilities for performing panel-related operations, including both graphical user interface

(GUI) tools and command-line tools.

GUI utility

1. Install the Moxa Panel Configuration utility.

2. From the Windows Start menu, run the Moxa Panel Configuration utility.

o @

c & g

- Intel

4 Intel® Graphics Command Center

M
q Microsoft Edge
- Moxa Panel Configuration
Vioxa Panel Configuration
- Moxa Serial Interface

3

w
- Windows Accessories

- Windows Administrative Tools
¥ Windows Backup

T

- Windows Ease of Access
- Windows PowerShell

am Windows Security
¥ o

2 flype here to search

o

Microsoft Edge

» OSD configuration: Configure whether a window appears when the brightness adjustment button

is pressed. (Enabled by default)

= € Moxa Panel Configuration

Eh

05D Configuration

Panel Touch Control

&

dh Light Sensor Control
0 Brightness Control

@ LED Control

@  Settings

OSD Configuration
D Enable

Apply
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> Panel Touch Control: Enable or disable the touchscreen function. (Enabled by default)

= gf. Maoxa Panel Configuration - o X

I OsD Configuration
Panel Touch Control

| % Panel Touch Control

Enabl
dh Light Sensor Contral D navie

Appl
:0: Brightness Control e

@ LED Control

{8 Settings

> Light Sensor Control: Enable or disable the light sensor. (Enabled by default)

gj Maoxa Panel Configuration - o X

¥ 0SD Configuration

Light Sensor Control

&

Panel Touch Control

Enabl
| dh Light Sensor Control o naoie

Appl
:0: Brightness Control il

@ LED Contral

8 Settings

> Brightness Control: Adjust the screen brightness. (Level 5 by default)

= gf. Maozxa Panel Configuration — O %

¥ 0SD Configuration
Brightness Control

Panel Touch Control

&

di  Light Senser Contral ErapinesllSiells

wie - .
| ‘& Brightness Control

Apply
@ LED Contraol

8 Settings

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual



> LED Control: Control the LED status. (Auto by default) (Only for MPC-3XX1)

= €5 Moxa Panel Configuration = X

& osD Configuration

LED Control

% Panel Touch Control

dh Light Sensor Contral () off
. ) Yellow
:0: Brightness Control B
) Red
| @ LED Control —
| Orange

o Auto

Apply
& Settings

Command Line Utility

1. Open the Command Prompt as Administrator and enter C:\ProgramFiles\Moxa\Moxa Panel
Configuration\.

All Apps  Documents Settings More +

Best match

Command Prompt
System

Settings

Command Prompt

= Replace Command Prompt with

3 System
Windows PowerShell in the Win + X

1 oOpen
Run as administrator
Open file location
Pin to Start

Pin to taskbar

£ cmd

B8 Administrator: Command Prompt - O X

Microsoft Windows [Version 10.0.19044.7184]
(c) Microsoft Corporation. All rights reserved.

C:\windows\system32>cd C:\Program Files\Moxa\Moxa Panel Configurationg
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2. Run the mx-mpc-panel-ctl --help command to see instructions on using this utility and follow the
onscreen instructions to adjust the panel settings.

B Select Administrator: Command Prompt — O X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --help
Usage:
mx-mpc-panel-ctl <command> [sub-command] [values...]

OPTIONS:
--light_sensor
--auto [0]1]
Get or set light sensor auto control (@: disable, 1: enable).
Example:
Get: mx-mpc-panel-ctl --light_sensor --auto
Set: mx-mpc-panel-ctl --light_sensor --auto 1

--level
Get light sensor level.
Example: mx-mpc-panel-ctl --light_sensor

--level_brightness [level] [brightness]
Get or set light sensor level brightness value (1-8: level, 1-10: brightness)
level: 1-8
brightness: 1-10
Example:
Get: mx-mpc-panel-ctl --light_sensor --level_brightness
Set: mx-mpc-panel-ctl --light_sensor --level_brightness 1 1

--sensitive [1-30]
Get or set light sensor sensitivity (1-30).
Example:
Get: mx-mpc-panel-ctl --light_sensor --sensitive
Set: mx-mpc-panel-ctl --light_sensor --sensitive 10

--raw_data
Get raw data from light sensor.
Example: mx-mpc-panel-ctl --light_sensor --raw_data

--threshold [sensor_level] [threshold]
Get or set light sensor threshold.
sensor_level: 1-7
threshold: ©-65535
Example:
Get: mx-mpc-panel-ctl --light_sensor --threshold
Set: mx-mpc-panel-ctl --light_sensor --threshold 1 255

--brightness [0-10
htness value (0-10).

mx-mpc-panel-ctl --light_sensor --brightness
Set: mx-mpc-panel-ctl --light_sensor --brightness 5

--panel_touch [0]1]
Get or set panel touch assignment (@: disable, 1: enable).
Example:
Get: mx-mpc-panel-ctl --panel_touch
Set: mx-mpc-panel-ctl --panel_touch 1

B Select Administrator: Command Prompt - [m] X

--osd [@]1]
Get or set OSD configuration (©: disable, 1: enable).
mx-mpc-panel-ctl --osd
: mx-mpc-panel-ctl --osd 1

--led [0-4]
Get or set LED status.
0: off, 1: yellow, 2: red, 3: orange, 4: auto(Se: yellow)
Example:
Get: mx-mpc-panel-ctl --led
Set: mx-mpc-panel-ctl --led 2

--system_status
Get system status.
Example: mx-mpc-panel-ctl --system_status

--panel_index
Get panel index selection.
Example: mx-mpc-panel-ctl --panel_index

C:\Program Files\Moxa\Moxa Panel Configuration>_
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> Light sensor

Provides light sensor-related functions and can be used with sub-options such as --brightness, -
-auto, and --threshold.

O AutoGet or set light sensor auto control (default value: 1 (enable))

mx-mpc-panel-ctl.exe --light sensor --auto [0: disable | 1: enable]

B Administrator: Command Prompt - m} X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --auto
Light sensor control: 1

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --auto ©
Light sensor control: ©

C:\Program Files\Moxa\Moxa Panel Configuration>_

O LevelGet light sensor level

mx-mpc-panel-ctl.exe --light sensor --level

B8 Administrator: Command Prompt - m} X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --level |
Light sensor level: 5

C:\Program Files\Moxa\Moxa Panel Configuration>_ |

O Level brightnessGet or set the brightness value for each light sensor level (default value as
following fields)

level 1 | level 2 | level 3 | level 4 | level 5 | level 6 | level 7 |
04 05 06 07 08

01 02

0A

mx-mpc-panel-ctl.exe --light sensor --level brightness [level: 1-8]
[brightness: 1-10]

B Administrator: Command Prompt - [m] X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --level_brightness
Light sensor level brightness: 01 02 04 05 06 07 08 OA

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --level brightness 3 3
Light sensor level 3 brightness: 3

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --level_brightness
Light sensor level brightness: 01 02 03 05 06 07 08 0A

C:\Program Files\Moxa\Moxa Panel Configuration>

O SensitiveGet or set light sensor sensitivity (default value: 10)

mx-mpc-panel-ctl.exe --light sensor --sensitive [value: 1-30]

B Select Administrator: Command Prompt - (] X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --sensitive
Light sensor level hold time: 10

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --sensitive 15
Light sensor level hold time: 15

C:\Program Files\Moxa\Moxa Panel Configuration>_

O Raw dataGet raw data from light sensor

mx-mpc-panel-ctl.exe --light sensor --raw data

B Administrator: Command Prompt - m} X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --raw_data
Light sensor raw data: 29 28

C:\Program Files\Moxa\Moxa Panel Configuration>_
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O ThresholdGet or set light sensor threshold (default value as following fields)
The threshold parameter is a decimal value composed of the high byte and low byte of the

level.

level 1 | level 1 level 2 level 4 | level 4 level 6 | level 6 | level 7 | level 7
DH DL DL DH DL DH DL DH DL
00 | FF | 01 | FF | 03 | FF | 05 | FF | 1F | FF | 2F | FF | 3F | FF

mx-mpc-panel-ctl.exe --light sensor --threshold [sensor level:

[threshold: 0-65535]

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --threshold
Light sensor level limit: @@ FF @4 FF OF FF 1F FF 2F FF 3F FF 5F FF

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --threshold 1 254
Light sensor level 1 threshold: 254

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --light_sensor --threshold
Light sensor level limit: @@ FE @4 FF @F FF 1F FF 2F FF 3F FF 5F FF

C:\Program Files\Moxa\Moxa Panel Configuration>_

» BrightnessGet or set panel brightness value (default value: 5)

mx-mpc-panel-ctl.exe --brightness [value: 0-

B Administrator: Command Prompt - m} X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --brightness
Brightness value: 5

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --brightness 6
Brightness value: 6

C:\Program Files\Moxa\Moxa Panel Configuration>_

> Panel touchGet or set panel touch assignment (default value: 1 (enable))

mx-mpc-panel-ctl.exe --panel touch [0: disable | 1: enable]

B Administrator: Command Prompt - ] X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --panel_touch
Panel touch assignment: 1

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --panel_touch ©
Panel touch assignment: @

C:\Program Files\Moxa\Moxa Panel Configuration>_

» OSDGet or set OSD configuration (default value: 1 (enable))

mx-mpc-panel-ctl.exe --osd [0: disable | 1: enable]

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --osd
0SD Config status: 1

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --osd @
OSD Config status: @

C:\Program Files\Moxa\Moxa Panel Configuration>_

> LEDGet or set LED status (default value: 4 (auto))

mx-mpc-panel-ctl.exe --led [0: off, 1: yellow, 2: red, 3: orange, 4:
auto (S0: yellow) ]

B Administrator: Command Prompt - (] X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --led
LED status: 4

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --led @
LED status: @

C:\Program Files\Moxa\Moxa Panel Configuration>_
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> System statusGet system status. The output is provided as a decimal value. When converted to
binary, each bit corresponds to the following fields.

0: Backlight |0: No display 0: Light Sensor

reserve Power OFF, —joutput, reserve Error, reserve |reserve |reserve |reserve
1: Backlight |1: Display 1: Light Sensor
Power ON output Normal

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --system_status
System status: 22

C:\Program Files\Moxa\Moxa Panel Configuration>g

» Panel indexGet panel index selection
First value: Screen size — 00: 10-inch, 01: 12-inch
Second value: Screen brightness — 00: Standard brightness, 01: High brightness

B8 Administrator: Command Prompt — O X

C:\Program Files\Moxa\Moxa Panel Configuration>mx-mpc-panel-ctl.exe --panel_index
Panel Index select: @0 01

C:\Program Files\Moxa\Moxa Panel Configuration>_

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual 45



8. I0 Control APIs

This chapter describes how to use the IO Control API.

Downloading the APIs

1. Access the Moxa support page: https://www.moxa.com/en/support
2. Select the product series (example: DA-820).

Contact Us | Partner Zone | MyMoxa  Signin B

MOXN\ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

—Select-- -
DA-B20
3 anty Resources
DA-820 Series
DA-820-Ethernet Series Expansion Modules
iervice/RMA Literature Library
Easily find drivers, software, and Moxa’s product repair service Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality 10 help you find in-depth
product. service with complete traceability information on our products and =
of your product. . solutions as well as the

technologies that drive them,
3. Download the related files.

DA-820 Series

3U 19-inch IEC 61850 native PRP/HSR computer with
Intel® Celeron®, Core™ i3 or i7 CPU

GO TO PRODUCT PAGE [ save

Software & Documentation ~ Product FAQs ~ Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System o B v v ) |G
NAME TvPE VERSION™  OPERATING SYSTEM RELEASE DATE v
Library for DA-820 Series (Windows 7 Example) o, Library vi.0 Jan 29, 2015
s509K8
Driver for DA-820 Series (Peripheral for Linux) oL, Driver vio Jan 22,2015
Driver for DA-820 Series (Linux) o, Driver Vo Jan 22,2015
s185K8

SHOWALL v
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mxdgio

The mxdgio library operates on the digital I/Os and consists of the following:

e GetDinCount
¢ GetOutCount
e GetDinStatus
¢ GetDoutStatus
e SetDoutStatus

GetDinCount

Syntax

int GetDinCount () ;

Description

Get the numbers of a digital input port.
Parameters

N/A.

Return Value

The numbers of the digital input port.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Name  [items |
Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutCount

Syntax

int GetDoutCount () ;

Description

Get the numbers of a digital output port.
Parameters

N/A.

Return Value

The numbers of the digital output port.

Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
Requirements
Header mxdgio.h
Library mxdgio.lib
DLL mxdgio.dll
Profile MxdgioProfile[ModelName].json
GetDinStatus
Syntax

int GetDinStatus (int port);

Description

Gets the status of a digital input port.

Parameters

port: The index of the digital input port; starts at 0.
Return Value

The status of the digital input port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name \Value  [Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutStatus

Syntax

int GetDoutStatus (int port);

Description

Gets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.
Return Value

The status of the digital output port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

ﬁ

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
SetDoutStatus

Syntax

int SetDoutStatus (int port, int status);

Description

Sets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

status: The status of the digital output port; O for low and 1 for high.
Return Value

Returns the value 0 if the digital output status is successfully set.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartCount
¢ GetUartMode
¢ SetUartMode

GetUartCount

Syntax
int GetUartCount () ;

Description

Gets the numbers of the UART port.
Parameters

N/A

Return Value

The numbers of the UART port.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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GetUartMode

Syntax

int GetUartMode (int port);

Description

Gets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

Return Value

The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W and 3 for RS-422.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Name ______Items _________________|

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/Name].json
SetUartMode

Syntax

int SetUartMode (int port, int mode);

Description

Sets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W and 3 for RS-422.
Return Value

Returns 0 if the UART mode is successfully set.

Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
NOT_SUPPORT_MODE -4 Target mode is not supported for this port.

Requirements

Name ______Items ________________|

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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mxwdg

The mxwdg library operates on the watchdog and consists of the following:

¢« mxwdg_open
¢ mxwdg_refresh
¢ mxwdg_close

mxwdg_open

Syntax

PVOID mxwdg open (unsigned long time);

Description

Initializes the watchdog timer.

Parameters

time: The interval at which the watchdog timer is refreshed; the unit is seconds.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

Header mxwdg.h

Library mxwdg.lib

DLL mxwdg.dll
mxwdg_refresh

Syntax

int mxwdg refresh (PVOID fd);

Description

Refreshes the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value

Returns 0 for success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

MPC-3000 Series Windows 11 IoT Enterprise LTSC 2024 (24H2) User Manual



mxwdg_close

Syntax

void mxwdg close (PVOID £fd);
Description

Disables the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value
This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

mxpcie (only for MPC-3xx1)

The mxpcie library operates on the power of PCIE slot and consists of the following:

¢ GetPCIESIotStatus
e SetPCIESlotStatus
o SetPCIESlotStatus

GetPCIESIotStatus

Syntax

int GetPCIESlotStatus (int port);

Description
Gets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot power; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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SetPCIESIlotStatus

Syntax

int SetPCIESlotStatus(int port, int status);

Description

Sets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power; 0 for OFF, 1 for ON.

Return Value

Returns 0 if the PCIE slot power is successfully set.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name

Value

LIB_INITIALIZE_FAIL -1

Meaning
The mxpcie library initialization failed. Cannot open json profile.

PORT_OUTOF_INDEX -2

Target port index is out of range.

SET_STATUS_ERR

-3

Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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SetPCIESIotStatusWithReset

Syntax

int SetPCIESlotStatusWithReset (int port, int status, int time);

Description
Sets the PCIE slot
Parameters
port: The index of

status: The status

power status and PCIE slot reset pin turn ON and OFF.

the PCIE slot; starts at 0.
of the PCIE slot power and PICE reset pin; 0 for OFF, 1 for ON.

time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot power and PCIE reset pin are successfully set.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Name ______[Items ________________|

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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mxpciereset (only for MPC-3XX1)

The mxpciereset library operates on the PCIE reset pin status and consists of the following:

¢ GetRESETSIlotStatus
¢ SetRESETSIlotStatus

GetRESETSIlotStatus

Syntax

int GetRESETSlotStatus (int port);

Description

Gets the PCIE slot reset pin status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot reset pin; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Name ______Items |

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile[ModelName].json
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SetRESETSIotStatus

Syntax

int SetRESETSlotStatus(int port, int time);

Description

Sets the PCIE slot reset pin ON/OFF cycle and delay time.

Parameters

port: The index of the PCIE slot; starts at 0.

time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot reset pin is successfully set.

Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Name

Value

LIB_INITIALIZE_FAIL -1

Meaning
The mxpciereset library initialization failed. Cannot open json profile.

PORT_OUTOF_INDEX -2

Target port index is out of range.

SET_STATUS_ERR

-3

Status setting failed or is defined with a bad format.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile [Model/Name].json
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9. System Backup Restore

This chapter describes the usage of the following for system backup and restoration.

¢ WindowsRecovery

WindowsRecovery

WindowsRecovery is an OS image backup and restore program for system deployment, backup, and
recovery. You will first need to create a WindowsRecovery USB disk. This WindowsRecovery disk can only be
used to boot a UEFI BIOS machine. This chapter describes the setup process of the Windows Recovery
function.

Preparing the USB device

1. Contact a Moxa technical staff and get the required file.

WindowsRecoveryUtility V1.2 X +

< ™ (@] J > DVDROM(D) > WindowsRecoveryUtility V1.2
® New - @ N sort v = View -
~
A Home Name Date modified Type Size
NI Gallery [®] BuildWindowsRecoveryUSB V1.2 11/15/2023 2:33 PM Application 66 KB
[2] Microsoft.Wim.dll 4/10/2019 3:31 PM Application extension 37 kB
@ mxUsbFormatLib.dll 11/15/2023 2:33 PM Application extension 2,661 KB
8 Desktop
@ WindowsRecovery 12/22/2020 11:16 AM Microsoft Edge PDF 2218KB

L Downloads

D WindowsRecovery V1.7 Build 24041217.wim WIM File 1,376,007 KB

3 Documents

P8 Pictures

2. Run the BuildWindowsRecoveryUSB_V1.2.0.exe.

#-! BuildRecoveryUSB == m] X

Select USB and WinPE image
USB Drive
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB]

Windows Recovery File

Cancel
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3. Select the USB drive to format.

s BuildRecoveryUSB == O X

Select USB and WinPE image
USB Drive:

| SanDisk Cruzer Glide 3.0 USB Device (E-) [32 GB] v|

TOSHIBA TransMemory USB Device (D:) [16 GB
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB]

Cancel
4. Click ... to select .wim file from the folder.
a2 BuildRecoveryUSB = m] X
Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] ~
Windows Recovery File:
Cancel
Chose the WindowsRecovery file...
™ > DVD_ROM (D:) » WindowsRecoveryUtility V1.2 v C Search WindowsRecoveryU.. 0
Organize ~ New folder = w N | o
& e Name Date modified Type Size
[ () WindowsRecovery V1.7 Build_24041217.... 10/18/2024 456 PM WIM File 1,376,007 K8
| Gallery
@ Desktop »
4 Downloads #
& Documents #
File name: | WindowsRecovery_V1.7_Build_24041217.wim V| WIM files v

7]

5. Click Start and make sure the selected USB can be formatted. Click Yes to start creating the recovery

USB.

s BuildRecoveryUSB == O X

Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] ~

Windows Recovery File:
seryUtility_V1.2\WindowsRecovery V1.7_Build_24041217.wim [ .. ]

Start Cancel
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6.

7.

Wait for the process to finish. The program will format the USB device and create a UEFI bootable
volume and a WinPE volume. You may see additional windows about folder information; do not close
these. You can close the windows after the process finishes.

) BuildRecoveryUSB = O X

Build Recovery USB
1. Partition Disk (Done)
2. Apply File (Done)

Build WinPE USB Complete ! Exit

To create a recovery USB disk with the Windows 11 image, copy the os_image_ModelName directory

to the \home\partimag folder in the USB drive.

a4 = | Manage WindowsRecoveryUSB (F:) — [m| x
Home Share View Drive Tools
4 wm * WindowsRecoveryUSE (F:) » v & Search WindowsRecoveryUSE... @
SnmpWalk L] MName - Date modified Type Size
System32 Boot 12/11/2020 328 PM  File folder
> EH ThisPC EFI 12/11/2020 3:32 PM  File folder

En-us n 20 2:49 PM  File folder
v a UEFLNTFS (G) 11/10/202011:30 .. File folder
> EFI sources 117107202 File folder
[7] bootmgr.efi 3/18/2019 EFI Fil 1475 KB
Iv - WindowsRecoverylUSB (F:)I D AL o i
> Boot
> EFI
en-us v
G items
| = | partimag — O X
Home Share View 0
« v 4 » WindowsRecoveryUSB (F:) » home » partimag » v O Search partimag -]
~
[ This PC 2 MName Date modified Type Size
os_image V2406C V1.0 12/22/202010:14 .. File folder
= UEFI_NTFS (G2) g
EFI
- WindowsRecoveryUSB (F:)
Boot
EFI
en-us
home
sources v

1item
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Booting From the USB Disk

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu,
select Boot Manager and press Enter to continue.

PBoot Hanager

2. Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

EF1 USB Device {Patriot Hemory)

System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the
Windows Recovery utility will display. Follow these steps.

1. Click Backup.

Shutdown

4

indows
ecovery
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2. Select the Source disk to backup and Destination USB to store the OS image, also give an image
name and description. Click Start to backup.

o

SRS

Windows Backup @

Source

Disk-0 |

Model: MRSAJAADG4GTW25C00
Used Space: 19.3 GB (20.719,685,632) Bytes
Free Space: 36,59 GB (38.284,023,296) Bytes

Destination

e vl
f |

Patriot Memory USBE Device. Partition#0
Used Space: 12.09 GB (12.985.724.928) Bytes
Free Space: 42.97 GB (46,136,131,584) Bytes

Image Information
Build ID:

Image Description

Shutdown

oz_image_yywwiMMddHHmmss

Startto backup
3. Click Yes to continue.
5 Windows Recovery e | S [
Windows Eackup @
Source
Disk-0 v

2 o Start Backup Process?
Build 1D:

Windowd

DA-82
20190325
Test lmage

os_image_Windows_image. 01

Start o Dackup
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4. Wait for the backup process to complete.

[= ==

Image Capturing...

ol

Shutdown

Backup

-~

Windows
?ecovery

os_image_Windows_Image_01

Start to backup |

5. When the process is done, click OK.

= [@]=]

ol

Information Shutdown

Backup Recovery Option

o= Windows
F ecovery
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6. Click OK, the computer will shut down.

E

35 Wirdows Recovery

Option Information

Shutdown

7. The OS image will be saved in USB disk at home\partimag.

| = | partimag

[ Desktop

Documents
‘ Downloads

J'! Music

[&=] Pictures

B Videos

s Windows (C)

- WindowsRecoverylUSB (D)

1 item

Home Share View

~

“- v » This PC » WindowsRecoveryUSB (D) » home » partimag »

-

Mame

os_image_Windows_lmage_01

v 0
Date modified

7/20/2020 3:49 PM

Search partimag

Type
File folder

Size

8. In the os_image folder you can view the backup information and the image files.

| . = | os_image Windows_lmage_01 — O x
Home Share View » o
“ v /A | « home » partimag » os_image Windows_Image_01 v O Search os_image_Windows_l.. 0
[ Desktop o MName Date modified Type Size
Bocuments 2] comm 11/28/2019%:53 AM  Configuration sett... 1KB
¥ Downloads [ os_image_Windows_lmage_01.wim 11/28/201910:03 ... WIM File 5,438,672 KB
Jﬁ Music @ Windows_lmage_01 11/29/2019 %:53 AM  Configuration sett... 1KB
[&] Pictures Windows_lmage_01 3/3/202011:08 AM  Text Document 1KB
m Videos
o Windows (C)
= WindowsRecoveryUSE (D:)
v
4 items == =
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Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment(WinPE) and the Windows
Recovery utility will display. Follow these steps.

1. Click Recovery.

Information Shutdown

2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Drive to restore. Click Apply.

=ErE]

Windows Recovery

Source

Device

|E: (Patriot Memary USB Device) ~ |

Select Folder File

|os_image_Windows_Image_01 v

Build ID:Windows_Image_01
Image Size:6.51 GB
Image Description:

V24060
20190325
Test Image
I
Destination
%Disk -0 {MRSAJAADBAGTW25C00) o

Model: MRSAJAADB4GTW25C00
Used Space: 55.8 GE (60,019,868, 160) Bytes

Apply
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3. Click Yes to continue the process.

=

B Windows Re

(=@ ]

E: (Patriot Memory USB Device}

S t Folder File

oe fmsas, Windows dmeos OF

Build ID:Windows_Image_01

lrn=as Size £ E3 G0

T e T

D
Disk - 0 (MRSAJAADSAGTI25C00)

4. Click Yes to overwrite the destination drive.

"

2B Windows Recovery

Shutdown

=EE

Windaiws Recovery

E: {Patriot Memaory USE Device}

Select Folder File

e Windows_Imege 01

Build ID:Windows_Image_01

. Destination drive will be overwritten /1!
Do you want to continue?

Bpply
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5. Wait for the process to complete.

"

WG Wik focomeey EEE]
Singilows
eeBy
6. Click OK.
/  NOTE

When you restart the computer, you will need to wait about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot- up
process. Do not turn off or shut down the computer while the system is restarting.
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