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1. Introduction

This Windows 11I0T Enterprise LTSC 2024(24H2) user manual is applicable to Moxa’s x86-based computers
listed below and covers the complete set of instructions for these series. Detailed instructions on configuring
advanced settings are covered in the following chapters of the manual. Before referring to sections in these

chapters, confirm that the hardware specification of your computer model supports the functions/settings
covered therein.

Moxa Computers and Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the Microsoft

Windows up-to-date version so that you can use the most compatible hardware-software combinations in
your application field.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Is this the right country or region?

United States ‘
Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

Angola

2. Select a keyboard.

Is this the right keyboard layout or input
method?

ifyo

Canadian Multilingual Standard

another keyboard layout, you can add that next.

English (India)

Irish

NZ Aotearoa

Scottish Gaelic

United Kingdom

V3400 Series Win 11 LTSC 24H2 User Manual 7



3. Select a second keyboard.

.

Want to add a second keyboard layout?

4. Connect to a network or continue with limited setup.

e ..

Let's connect you to a network

You'll need an internet connection to continue setting up your device. Once
connected, you'll get the latest features and security updates.

Etheret
Not connected

Idon't have internet

o

Connect now to quickly get started on
your device

Access the full range of apps that help you work and play the way you
‘want when you connect to a network and sign in with Microsoft. Along

‘with being able to browse the internet, get email, and work across
devices, you'l also get enhanced features and security.

Continue with
limited setup

V3400 Series Win 11 LTSC 24H2 User Manual



5. Sign in to or create a local account or a Microsoft account (MSA).

Who's going to use this device?

Youll use this name to sign in to your device.

Enter your name

Name

6. Set a password.

/7  NOTE

Local account password policy:

The password for any newly created local account must be at least 8 characters in length.

Create a super memorable password

Make sure to pick something you'll absolutely remember.

Enter a password

V3400 Series Win 11 LTSC 24H2 User Manual



7. Choose your privacy settings.

Choose privacy settings for your device

Microsoft puts yor
select Accept to s

Location

@D ves
Find my device
Tumon

@ ves

Diagnostic data

@D include Optional
Inking & typing

*® »

Initializing System

e After the OOBE settings, you will be redirected to the device desktop. Wait until the process is
complete.

B Chwindows\System32\cmd.exe =

tOEMModel . exe

rtNetName.exe

e The device will reboot, and the new settings will take effect after the system restarts.

V3400 Series Win 11 LTSC 24H2 User Manual
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3. BitLocker

BitLocker is a Windows disk encryption feature, designed to protect data by providing encryption for entire
volumes. BitLocker addresses the threats of data theft or exposure from lost, stolen, or inappropriately
decommissioned devices.

For more information about BitLocker:
https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/

This chapter describes the BitLocker setup process.

Enabling the BitLocker

In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.

[ This PC = o X ‘
© (@] T sort 8 View
€ v 4 [l ThisPC v O Search This PC
v A Home ~ Folders
. Desktop =0 Documents N Downloads
@ Desktop 2 ]
= L
4 Downloads
-
b g Music Pictures Videos
9 Documents |
I Pictures ~ Devices and drives
CreateSWRAID ] Local Disk (C:) New Volume (D)
— 28
5 Music L of 232 GB
£ Videos
% Open Enter
> OneD: X ;
 Onebrive (2] Open in new window
> [ ThisPC 85 Tumn on BitLocker
8, Format.
> 3 Network o ekl
57 Pin to Quick access
£? Pinto Start
22 Properties Alt+Enter
E7 Show more options Shift+FI0
_ Bitems 1 item selected =0

1. Select an option to back up the recovery key. For example, select Save to a file.

X

:%e' BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

0 Some settings are managed by your system administrator,

Arecovery key can be used to access your files and felders if you're having problems unlocking your PC.
It's @ good idea to have more than one and keep each in a safe place other than your PC,

—> Save to your Microsoft account
—> Save to afile

—> Print the recovery key

How can | find my recovery key later?

MNext Cancel

V3400 Series Win 11 LTSC 24H2 User Manual 11


https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/

2. Select the path to store the file in.

4 Save BitLocker recovery key as

“« v == 3 ThisPC » New Volume (D:) B (@] Search New Volume (D:) »p
Organize » New folder =~ (2]
~
) Downloads # MName Date modified Type Size

= Decuments # No items match your search.

P9 Pictures 4
CreateSWRAID

@) Music

i3 Videos

> o OneDrive

> [l This PC

o e Rl

File name: | BitLocker Recovery Key B41DB362-BFSC-462D-8558-E74C1ECITT6C

Save as type:  Text Files (*.txt)

~ Hide Folders Cancel

3. Follow the onscreen instructions to specify the drive encryption options.

x
« %@ BitLocker Drive Encryption [C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you enly need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

© Encrypt used disk space only (faster and best for new PCs and drives)
(0) Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

« %}l BitLocker Drive Encryption [C:)

Choose which encryption mode to use

Windows 10 (Version 1311) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) er later, you should choose the new encryption mode

© Mew encryption mode (best for fixed drives on this device)

(O) Compatible mode (best for drives that can be moved from this device)

Cancel
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4. Click Continue.

< Q)@ BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive,

You can keep working while the drive is being encrypted, although your PC might run more slowly.
| 8 Run BitLocker system check

The systemn check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting.

Mote: This check might take a while, but is recommended to ensure that your selected unlock method
waorks without requiring the recovery key.

Continue Cancel

5. Restart the computer.

% BitLocker Drive Encryption

' % The computer must be restarted

Restart now Restart later

Manage Bitl ocker

Wait for the encryption process to complete and then click Close.

& Bitl ocker Drive Encryption

f:% Encrypting...

Drive C: 56.9% Completed

X

Close

Manage Bitlocker

V3400 Series Win 11 LTSC 24H2 User Manual
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Disabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

[ mis PC = [u} X
a] ()] T sort ~
€ v 4 > ThisPC » v O O Search This PC
v Home ~ Folders
& Desktop i Desktop _ﬂ Documents Downloads

& Downloads

Music Pictures Videos
= Documents

Pictures ~ Devices and drives

CreateSWRAID . Local Disk rcy

ol Q
EnableBitLocker aiseei © D
O Music = Open Enter
i Videos [7 Open in new window
-
> @ OneDrive & Format
8> Manage BitLocker
> Il This PC
57 Pin to Quick access
> & Network A
52 Pin to Start
P Properties Alt+Enter
E7 Show more options shift+FI0
Titems 1 item selected =0
Click on Turn off BitLocker.
BitLocker Drive Encryption - O x
1+ > Control Panel > System and Security » BitLocker Drive Encryption v o )

Control Panel Home . . .
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

|  Foryour security, some settings are managed by your system administrator.

Operating system drive

| C: BitLocker on ~

5 Suspend protection

| Fixed data drives

| Removable data drives - BitLocker To Go

WindowsRecoveryUSB (D:) BitLocker off v

See dlso
| % TPM Administration
| % Disk Management
| privacy statement
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Wait for the decryption process to complete and click Close to exit the program.

BitLo

€ > v 4

> Control Panel 3 System and Security > BitLocker Drive Encryption v G

Control Panel H . . .
orirelFane Fome BitLocker Drive Encryption

| Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

| @ For your security, some settings are managed by your system administrator.

| Operating system drive
| C: BitLocker on BitLocker Drive Encryption x

Turn off BitLocker

Vour drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.

Turn off BitLocker Cancel

| Fixed data drives

| Removable data drives - BitLocker To Go
| WindowsRecoveryUSB (D) BitLocker off
|

Seealso
| @ TPM Administration
| % Disk Management

Privacy ststement

1 > Control Panel > System and Security > BitLocker Drive Encryption v o

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

. “& BitLocker Drive Encryption X
Operating syste!

Decryption of C: is complete.

Windows (C:) Bi

.
~

Manage BitLocker

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& TPM Administration
& Disk Management

Privacy statement

Search Control Panel

Check the disk status after the decryption process is completed.

[ This PC
© @ T sort v 82 o e

« o5 v 1 H ThispC v G Q. Search This PC
~ Folders

~ o= WindowsRecove

N Boot i Desktop E Documents
COM _Reorder

T Music Pictures Videos
> Diagnostic_v2. i

Downloads

> @A ~ Devices and drives
nous Local Disk (C:) WindowsRecoveryUsB (D:) EFI_NTFS (E)
o oy — o
> home 416 GB free of 446 GB 3.98 GB free of 29.5 GB 390 KB free of 494 KB
5 =3 ImageValidator

Intel Optane M
iperf-2.1.3-wint

> MoxaO0BE

> MoxaOOBE_Wi

> PCommPro
RKP-CP-114

> RwPortableXsd
sources

9items  1item selected

V3400 Series Win 11 LTSC 24H2 User Manual
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4. RAID

RAID is the acronym for Redundant Array of Independent Disk which indicates the use of combining
multiple disks into one or more logical units for data redundancy, performance improvement, or both. This
chapter describes the setup process for Intel® RAID (Intel® RST) and SW RAID.

/ NOTE

Use hard disks of the same brand, same model, and same capacity to create a RAID for best performance.

Intel® RAID: Changing the RAID Mode

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Setup Utility option.

HSetup Utility

Enter

V3400 Series Win 11 LTSC 24H2 User Manual 16



3. Select the SATA Configuration option.

»SATA Configuration

Fb/F6
Enter

4, Select the Intel(R) Rapid Storage Technology option.

Device Hanager

FIntel{R) Rapid Storage Technology

T/l
Enter

V3400 Series Win 11 LTSC 24H2 User Manual
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5. Select the Map SATA Root Port under VMD option and Enable.

Hap $ATA Root Port under VYHD <Disahled>

Enab led

F5/F6
Enter

6. Press F10 to save the settings and Exit, and then select Yes to save the settings.

Hap SATA Root Port under YHD <Enabled>

F5/F6
Enter

V3400 Series Win 11 LTSC 24H2 User Manual
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Intel® RAID: Creating a RAID Disk in BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Device Management option.

Hevice Management

Enter

3. Select Intel® Rapid Storage Technology.

Device Manager

*Intel{R) Rapid Storage Technology

11
Enter

V3400 Series Win 11 LTSC 24H2 User Manual
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4. Select Create RAID Volume.

*Create RAID Yolume

5. Select the RAID Level option and then press Enter to select the raid level; for example, RAID1(Mirror).

RAID Level: <RAIDD (Stripe)>

RAID1 {Hirror}

RAID Level: <RAIDT (Hirror)>
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6. Select the target disk.

SATA 0.0, 256GB SATA Flash Drive
919530000000035D, 238. 4GB

F5/F6
Enter

7. Enter X and then press Enter.

SATA 0.0, 2566B SATA Flash Drive
919530000000035D, 238. 4GB

Fb/F6
Enter

8. The disk is now marked with an X next to it to indicate the selection.

SATA 0.1, 256GB SATA Flash Drive
9195300000000360, 238. 4GB

F5/F6
Enter

V3400 Series Win 11 LTSC 24H2 User Manual
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9. Select the Create Volume option.

*Create Volune

Fb/F6
Enter

10. A RAID volume is created based on the settings specified.

Molunel, RAID] (Hirror), 238.5GB, Normal

Fb/F6
Enter

11. Press F10 to save the settings.

V3400 Series Win 11 LTSC 24H2 User Manual
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Intel® RAID: Removing a RAID Volume From
the BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Device Management.

Hevice Management

Enter

3. Select the Intel® Rapid Storage Technology option.

Device Hanager

Fintel{R) Rapid Storage Technology

171
Enter

V3400 Series Win 11 LTSC 24H2 User Manual
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4. Select the RAID volume that you want to remove.

Molumel, RAID1 {Mirror), 59.6GB, Normal

Fb/Fb
Enter

5. Select Delete and then press Enter.

*Delete

6. Select Yes to confirm and then press Enter.

7. Press F10 to save the settings.

V3400 Series Win 11 LTSC 24H2 User Manual
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/  NOTE

Using hard disks of the same brand, same model and same capacity to create RAID for best performance.

SW RAID: Creating the RAID 0 or RAID 1 From
Disk Management

1. Run the Disk Management.
All connected disks should have the disk status Unallocated. If the disk status is not Unallocated, you
can right-click on the disk and select Delete Volume.

& Disk Management - O X
File Action View Help
& T HE =4V E
Volume ‘ Layout Type File System I Status J Capacity Free Sp... | % Free
== (Disk O partition 2) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397 GB 48 %
f
= Disk 0 I [
Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 2921 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)
= Disk 1 1
Basic
238.46 GB 238.46 GB
Online Unallocated
= Disk 2 |
Basic
238.46 GB 238.46 GB
Online Unallocated
. Unallocated . Primary partition

V3400 Series Win 11 LTSC 24H2 User Manual
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2. Right-click the target disk. Select the target volume type. For example: RAID1(Mirror).

& Disk Management - X
File Action View Help

&= T HE =L

Volume l Layout J Type File System I Status ] Capacity. ] Free Sp... | % Free

== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397 GB 48 %

= Disk 0
Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)
= Disk 1 - |
Basic
23846 GB 238.46 GB
Online Unallocated New Simple Volume...
New Spanned Volume.. i
New Striped Volume... t
= Disk 2 I . |
Basic New Mirrored Volume...
238.46 GB 238.46 GB New RAID-5 Volume.
Online Unallocated
Properties
Help
B Unallocated Wl Primary partition
3. To continue, click Next.
& Disk Management - X
File Action View Help
& T BHE =
Volume l Layout J Type File System l Status I Capacity ] Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTFS Healthy (B... 29.21 GB 1397 GB  48%
New Mirrored Volume X
Welcome to the New Mirrored Volume
Wizard
This wizard helps you create mimored volumes on disks.
A mirrored volume duplicates your data on two disks. Create a
mirrored volume if you want to keep two separate copies of all
your information to prevent data loss.
i
= Disk 0 |
Basic Recovery To continue, click Next
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition) In)
= Disk 1 |
Basic
23846 GB 238.46 GB
Online Unallocated
< Back Cancel
= Disk 2
Basic
23846 GB 23846 GB
Online Unallocated

B Unallocated M Primary partition
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4. Select the disks you want to use, and then click Add.

&% Disk Management

File Action View Help

TN EIEEE

Volume ‘ Layout ‘ Type File System l Status | Capacity Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397 GB 48 %

= Disk 0 I

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

= Disk 1 I

Basic

23846 GB 238.46 GB
Online Unallocated
= Disk 2

Basic

23846 GB 238.46 GB
Online Unallocated

B Unallocated Wl Primary partition

5. Click Next.

New Mirrored Volume

Select Disks
You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available: Selected:

Disk 2 244181 MB Disk 1 244181 MB
Add >
<Remove
< Remove Al
Total volume size in megabytes (MB): (0]
Maximum available space in MB: 244181

Select the amount of space in MB: 244181 =

Next > Cancel

#=" Disk Management

File Action View Help

e D EE =VED

Volume ‘ Layout ‘ Type File System l Status | Capacity Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTE: Healthv (B. 921 GB 1397 GB  48%

= Disk 0 I

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

= Disk 1 |

Basic

238.46 GB 23846 GB
Online Unallocated
= Disk 2

Basic

23846 GB 23846 GB
Online Unallocated

B Unallocated M Primary partition

New Mirrored Volume

Select Disks
You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available: Selected:

o Disk 1 244181 MB

Disk2 244181 MB
<Remove
<Remove Al
Total volume size in megabytes (MB): 244181
Maximum available space in MB: 244181
Select the amount of space in MB: 244181 =
< Back Cancel

In)
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6.

Assign the drive letter, click Next.

&% Disk Management

File Action View Help

e @ BE =00

Volume ‘ Layout ‘ Type File System I Status | Capacity Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTES Healthv (B. 921 GB 1397 GB 48 %

New Mirrored Volume

Assign Drive Letter or Path

®)|Assign the following drive letter:

= Disk 0 I

= Disk 1 |

Basic
23846 GB 238.46 GB
Online Unallocated

Basic
23846 GB 238.46 GB
Online Unallocated

B Unallocated Wl Primary partition

Format the volume using Quick Format, click Next.

") Mount in the following empty NTFS folder:

Basic Recovery O Do not assign a drive letter or drive path
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

For easier access, you can assign a drive letter or drive path to your volume.

Browse

I

Next > Cancel

= Disk 2 - |

#=" Disk Management

File Action View Help

B Unallocated M Primary partition

= @ HE =B
Volume ‘ Layout ‘ Type File System I Status | Capacity Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTE: Healthv (B 921 GB 1397 GB 48
New Mirrored Volume X
Format Volume
To store data on this volume, you must format it first.
Choose whether you want to format this volume, and if so, what settings you want to use.
(© Do not format this volume
(®) Format this volume with the following settings:
i
File system: NTFS -
= Disk 0 I = |
Basic Recovery Allocation unit size: Default v
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition) Volume label: New Volume In)
[7|[Perform a quick format |
[] Enable file and folder compression
= Disk 1 | |
Basic
23846 GB 238.46 GB
Online Unallocated
< Back Cancel
= Disk 2 - |
Basic
23846 GB 238.46 GB
Online Unallocated
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8. Checking the RAID1(Mirror) information. Click Finish to create the RAID1 volume.

& Disk Management - O X

File Action View Help

& T HEHE =B

Volume l Layout J Type ] File System ] Status ] Capacity. ] Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
=a \Windows (C:) Simple Basic

New Mirrored Volume X

Completing the New Mirrored
Volume Wizard

You have successfully completed the Wizard

You selected the following sattings:

[Volume type: Mirror A
Disks selected: Disk 1, Disk 2

Volume size: 244181 MB

~ biko aile e —
Basic Recovery Allocation unit size: Default
29.80 GB 500 MB NTFS Volume label: New Volume
Online Healthy (OEM Partition) Quick format: Yes i In)

To close this wizard, click Finish.
= Disk 1 ]
Basic
23846 GB 23846 GB
Online Unallocated

< Back Cancel

= Disk 2
Basic
238.46 GB 238.46 GB
Online Unallocated

B Unallocated Wl Primary partition

9. System will show the warning message about SW RAID volume, click Yes to continue.

& Disk Management - m] X

File Action View Help

e M HEE =UE

Volume l Layout J Type ] File System I Status I Capacity I Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21GB 1397 GB 48 %

Disk Management

The operation you selected will convert the selected basic disk(s) to

=puo (I oo e o ot e e v votbe

® able to start installed operating systems from any volume on the disk(s)

Basic Recovery (except the current boot volume). Are you sure you want to
29.80 GB 500 MB NTFS continue?
Online Healthy (OEM Partition) Partition)
No
= Disk 1 — _
Basic
23846 GB 238.46 GB
Online Unallocated

= Disk 2 |

Basic
23846 GB 238.46 GB
Online Unallocated

B Unallocated M Primary partition
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10. Checking the RAID1(Mirror) information from disk management.

&% Disk Management

File Action View Help

e T HE =5

Volume J Layout ‘ Type File System | Status | Capacity Free Sp... | % Free
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== New Volume (D:) Mirror Dynamic NTFS Healthy 23846 GB 23835GB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== \\indows (C:) Simple Basic NTFS Healthy (B.. 29.21GB 1397GB  48%

= Disk 0
Basic
29.80 GB
Online

= Disk 1
Dynamic
238.46 GB
Online

= Disk 2
Dynamic
238.46 GB
Online

Recovery Windows (C:)
500 MB NTFS 100 MB 29.21 GB NTFS
Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)

New Volume (D:)
23846 GB NTFS
Healthy

New Volume (D:)
23846 GB NTFS
Healthy

B Unallocated Wl Primary partition B Mirrored volume
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5. Network

Ethernet Setting

1.

2.

In Windows Settings, select Network&Internet.

Settings

@ Local Account

tting

| B system
© Bluetooth & devices
/' Personalization
Apps

Accounts

9 Time & language
# Gaming

K Accessibility

@ Privacy & security

@ Windows Update

Select Ethernet.

& Settings

moxa
@ Local Account
Find a setting

B System

© Bluetooth & devices
| @ Network &nternet
/ Personalization
B Apps

Accounts

® Time & language
@ Gaming

K Accessibility

@ Privacy & security

@ Windows Update

System

MOXA-D7L879RUQ1
V3400
Rename

©  Windows isn't activated.

o

@

Display
Monitors, brightness, night light,display profile

Sound
Volume levels, output, input, sound devices

Notifications

Alerts from apps and system, do not disturb

Focus
Reduce distractions

Power
Screen and sleep, power mode, energy saver

Storage
Storage space, drives, configuration rules

Nearby sharing
ve

y, received files location

Multitasking

Network & internet

Ethernet 3

B Connected

Cellular
"U[ll] Insert SIM

D)

atl

Wi-Fi
Connect, manage known networks, metered network

Cellular
Cellular data, roa

ing options, mobile

@ Windows Update

cked: 7 days ago

Activate now
® Properties o Datausage
pusicnesmork G 16 . tast 30005

@ Properties o Datausage
Private network G ovs st 300ays

o @

[m

L)

Ethernet
Authentication, IP and

DNS settings, meter

nect, manage

Mobile hotspot

Share your internet connection

Airplane mode
Stop wireless communication

Proxy

Fi and Fthamat rannactinne
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3. Select the Ethernet you want to set.

[ ) Network & internet > Ethernet

moxa
@  Local Account

(g moacom v
Find a setting a Connected
Ethernet 8 o

L

System L Kot tomeces
Bluetooth & devices

Ethernet 7 o
Not connected

G

L)

Network & internet

Personalization
Ethernet 2

E\N 408

L Notcomenea v
Apps.
o
Accounts Ethernet 9 o
= G Rorcomeres
D Time & language
Ethernet 6
#® Gaming E? Not connected v
K Accessibility
;? Ethernet v
) gy it
@ Windows Update 0o Ehemets o
L
(g CEthernetd o
ST
Related support
& Settings
® o Network & internet > Ethernet
@  Local Account
g moacom R
Conpected

Find a setting a

System Network profile type

Bluetooth & devices © Public network (Recommended)
Your device is not discoverable on the network. Use this in most cases—when connected to a network at home, work or n a pubic place.

Network & internet

) Private network
Your device is discoverable on the network. Select this if you need file sharing or use apps that communicate over this network. You should know and trust the

B\ 408

Personalization people and devices on the network.
Apps. Configure firewall and security settings
& Accounts

Authentication settings Edit

“

Time & language

- X Metered connection
% Gaming Some apps might work differently to reduce data usage when you're connected to this network

K Aocesstity Set a data limit to help control data usage on this network
& Privacy & security
@ Windows Update 1P assignment: Automatic (DHCP) i

DNS server assignment: Automatic (DHCP) Edit

Aggregated link speed (Receive/  1000/1000 (Mbps) Copy

Transmi

Link-local IPv6 address: 1e80:2173:726b:3111:9bd6%16
1PvA address: 109023181

1Pv4 default gateway: 1090201
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WiFi Setting

1. In Windows Settings, select Network&Internet.

moxa
@ Local Account

| ‘ MOXA-D7L879RUQ1 ® Windows Update
tting V3400 Last checked: 7 days ago
Rename
| B system
© Windows isn't activated. Activate now

© Bluetooth & devices

@ Network &internet o Display 5
Monitors, brightness, night light,display profile

/ Personalization

Apps p) Sound >
‘ o G)) Volume levels, output, input, sound devices
& Accounts

[ Notifications N
{, eistianotaoe) Alerts from apps and system, do not disturb

# Gaming
Focus R
Reduce distractions

K Accessibility

P Privacy & security
1y Power 3
Screen and sleep, power mode, energy saver
@ Windows Update

o Storage N
Storage space, drives, configuration rules

2 Nearby sharing N
2 Discoverability, received files location
Q) Mutitasking N

2. Select Wi-Fi.

& Settings

Network & internet

moxa
W Local Account

Ethernet 3 i
Find a setting a 2 o Properties ® Data usage N
- ® Connected Public network 16 M8, last 30 days
System
Bluetooth & devices D[Il] Cellular ® Properties © Data usage .
o Insert SIM Private network 0 M8, last 30 days

Network & internet

Personalization

D)

BN 408

Wi-Fi on @ >

Apps Connect, manage known networks, metered netvork

°
& Accounts

L Cellular on @ >

Cellular data, roaming options, mobile operator settings.

® Time & language

 Gaming

(g Ethemet N
. i Authentication, IP and DNS settings, metered network

K Accessibility

U Privacy & security O] VPN >

Add, connect, manage
@ Windows Update

() Mobile hotspot S

" Share your intemet connection

1 Aiplane mode of @) >
Stop wireless communication

g Poy >
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3. Edit Wi-Fi setting.

& Settings

moxa
@ ool Account

Find a setting a

System

o u

Bluetooth & devices

N

Network & nternet
Personalization
Apps

Accounts

9

Time & language

[

Gaming
K Accessibility
J  Privacy & security

Windows Update

Network & internet > Wi-Fi

P)

Wi-Fi

W Show available networks

Manage known networks
Add, remove, and edit networks

1 Hardware properties
View and manage Wi-Fi adapter properties

Random hardware addresses

X

Help protect your privacy by making it harder for people to track your device location.

Related support
&) Help with Wifi

Connecting to Wi-Fi using a QR code

Run an internet speed test

Finding your IP address easily
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6. Intel® Active Management Technology

Intel® AMT is part of the Intel vPro technology offering. Platforms equipped with Intel® AMT can be
managed remotely, regardless of its power state or whether it has a functioning OS or not. The Intel®
Converged Security and Management Engine (Intel® CSME) powers the Intel® AMT system. As a
component of the Intel vPro platform, Intel® AMT uses a number of elements in the Intel vPro platform
architecture.

This chapter describes the setup process for the Intel® Active Management Technology. For more
information about Intel® Active Management Technology

actlvemanaqement -technology.html?wapkw=AMT

/7 NOTE

Intel® AMT is not supported in models with Intel® Celeron® and Intel® Core™ i3 processors.

Turning on Intel® AMT on PC

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select MEBx Login.

HAIN MENU
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3. Enter the Intel® ME default password admin.

Intel{R} Hanagenent Engine BI0S Extension v11.0.0.0010f Intel{R} HE v11.8. 70.3626
Copyright{C} 2003-16 Intel Corporation. &ll Rights Reserved

HEBx Login

> Intel{R} HE General Settings
> Intel{R) AHMT Configuration
HEBx Exit

Intel (R} HE Password

Intel (R} HE Password

[t11=Hove Highlight [Enter]=Select Entry [Escl=Exit

4. Enter a new password.
The Intel® MEBX password must meet the following requirements for strong passwords:
a. Password Length: At least 8 characters, and no more than 32.
b. Password Complexity: Password must include the following:
i. At least one digit character ('0', '1', ... '9").

ii. At least one 7-bit ASCII non alphanumeric character (e.g., """, '$', ';'), but excluding "', ',' and
"' characters.

iii. At least one lower-case letter (‘a', 'b'...'z') and at least one upper case letter ('A','B'...'Z").

Intel{R} Hanagement Engine B10S Extension v11.0.0.0010f Intel{R} HE v11.8. 70.3626
Copyright{C) 2003-16 Intel Corporation. &l1 Rights Reserved

HAIN MENU

MEBx Login

> Intel{R} HE General Settings
> Intel{R) AHMT Configuration
HMEBx Exit

Inte I{R} HE New Password

Inte (R} HE Password

[tl1=Hove Highl ight [Enter]=Select Entry [Escl=Exit
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5. Verify password and login MEBX.

MAIN MENU

MAIN MENU
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6. Select Intel(R) AMT Configuration.

MAIN MENU

7. Select Network Setup.

INTEL{RY AMT CONF IGURATION
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8. Select TCP/IP Settings.

INTEL{R} HE NETWORK SETUP

9. Select Wired LAN IPV4 Configuration.

TCP/ IP SETTINGS
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10. Select DHCP Mode and disable DHCP mode.

WIRED LAN IPY4 CONF IGURAT ION

Disabled

[ vy oo |

11. Type the network settings for Intel® Active Management Technology.

WIRED LAN IPY4 CONF IGURAT ION
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12. Back to the Intel(R) AMT Configuration page. Select Activate Network Access. Enter Y to continue.

INTEL{RY AMT CONF IGURATION

13. Back to the main menu. Select MEBx Exit to finish the Intel® Active Management Technology
configuration.

MAIN MENU
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Access the Intel® AMT From Website

1. Open the web browser and type the URL: Intel® AMT IP Address:16992 (ex: 192.168.111.10:16992).

< O A Notsecure | 192.168.111.10:16992/logon.htm

Intel® Active Management Technology

Log On
Log on to Intek® Active Management Technology on this computer.

2. The browser would show the sign in message box. Type the Username and Password of Intel® AMT.
The default username is admin.

Sign in to access this site

Authornization required by httpi//192.168.111.10:16992
Your connection to this site is not secure

Username = admin

Password -

3. After signing in, you can check the system status and hardware information of your managed device.

M @ Intel® Active Management Techn X = m] x
< O A Notsecure | 192.168.111.10:16992/indexhtm? ATy = L - o
® " a
Intel® Active Management Technology - I
‘Computer: Inte .
System Status System Status
Hardware Information
System Power on
Processor
Memory IP address 1?2,168,111 Al
Disk IPv6 address Disabled
Battery System ID 12345678-1234-5678-00ab-cddeefaabbee.
Evom Loy 512812025
Remaote Control Dale
Power Policies Time 6:42 pm

Network Settings

IPv6 Network Settings
System Name Settings
User Accounts

Web Applications Links Copyright © 2003-2023 Intel Corperation. All Rights Reserved. Intel® Active Management Technology firmware version: 13.0.45-build 2411
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4. The Intel® AMT website provides the basic remote power control feature for the managed device. The
advanced remote power control and the remote KVM feature please reference to next chapter.

im} @D Intel® Active Management Techr X -

L @] A Notsecure | 192.168.111.10:16992/remote.htm ATy

Intel® Active Management Technology

Computer:

System Status
Hardware Information
System
Processor
Memaory
Disk

Remote Control

y o
MNetwork Settings

IPvE Network Settings

System Name Settings
User Accounts

Web Applications Links

5. The Event Manager deals with internal alerts that occur in both the host platform and the Intel® AMT

Remote Control

Power state: On
Send a command to this computer:
(®) Tum power off* eci auplion:
. lormal "
gcyde CLENTICS Boot from local CD/DVD drive
[HzEE Boot from local hard drive
(_ Graceful Shutdown® -

*Caution: These commands may cause user application data loss.

Send Command

device, regardless of the power state.

‘Computer:

M @ intel® Active Management Techr X - m] ®

< G A Notsecure | 192.168.111.10:16992/events.hitm ATy 7= g' . Ty

Intel® Active Management Technology

System Status Event Log
Hardware Information
System Event Time Source Description
Processor 512872025 | = - -
e @1 Fym entity Er or controller
Disk 5/28/2025 -
Batiac Dz F3ipm  BIOS Entering BIOS setup.
5282025
@ 3 F31pm  Svslembosrd  keyboard test

ReMotE Lonts
Power Policies
Network Settings

@ 4 ggﬁfﬁ Systemboard  Keyboard controller initialization.

IPvE Network Settings
System Name Settings

User Accounts
Web Applications Links

D5 gﬁﬁfs BIOS Performing PC configuration.

D s ggﬁfﬁ BIOS Performing PCI configuration.
5282025 - —

D7 Gorpm entity Er o controller

Options

Stop Logging || Clear Log
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6.

You can configure the managed device network settings from the website.

M @ intel® Active Management Techr X - [m} X

< G A Notsecure | 192.168.111.10:1

Intel® Active Management Technology

‘Computer:

System Status Network Settings

Hardware Information
2R c i 4 device network settings for this compute
Processor onfigure the managed device ne setiings for this computer.
Memory Respond to ping
Disk

Event ?_?éew T(_:P,’IP settings for wired connection

R (_! Obtain IP settings automatically

(® yse the following IP settings:

IP address: 192.168.111.10

User Accounts

Web Applications Links Subnet mask: 2552552550
Preferred DNS address: I:I
Alternate DNS address: I:I

Access the Intel® AMT by Intel® Manageability
Commander

1.

Download and install the latest version Intel® Manageability Commander from http://Intel.com.

Intel® Manageability Commander

D Version

18796 7 2.3 (Latest) v

Introduction Documentation

Intel® Manageability Commander is a lightweight conscle used to connect with and utilize the features Release Notes (Intel Manageability

of Intel® Active Management Technology (Intel® AMT). Commander Release Notes.pdf)
User Guides (Intel Manageability
Commander User Guide.pdf)

Available Downloads

Microsoft Windows*
Download
IMClnstaller-2.3.0.msi Size: 41.3 MB

SHAT:
8DC4636674397E75CE57A03BEES93DD5152
BDF73
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2. Execute the Intel® Manageability Commander as administrator. Select File > Add Computer....

B Intel® Manageability Commander
File Options Help

Add Computer ...

WSS 2 geability Commander

Export Computers

Exit

_,7; Using TLS: ¥ | Search By: | Hostname ¥ ||search for computer... | Collapse Groups |

No known computers

arted by adding computers.

3. Enter the hostname, alias, and group. The hostname is the IP address of managed device Intel® AMT.
The alias and group could keep empty value if not used. Click OK to apply settings.

B8 Intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version-230

Authentication: T | Using TLS: ¥ | SearchBy: Hostname ¥ [[search for compul Collapse Groups
Add Computer

Hostname / FQDN

Hostname /FQDN must be gresfer than 0 charsciers.
Alias

\ \
Group

\ \
Authentication Mode
Digest

Use TLS

This product uses the HTTP Digest
Authentication protocol to authenticate network
connections between Intel MC and Intel® AMT.
Use of HTTF Digest Authenticafion without TLS
increases the risk of network attacks on Intel®
AMT devices (see RFC2617 Section 4 for
details). Intel does not recommend wsing Intel®
MC without TLS enabled. Click OK fo continue
without TLS and acoept the security risk or
change your selection before proceeding.

_ Cancel | 0K

4. Select Connect and enter the Username and Password of Intel® AMT. The default Username is admin.

Intel® Manageability Commander

version- 230

Authentication: ¥ | Using TLS: ¥ | Search By: Hostname v ||search for computer. | Collapse Groups |

Login Required

Username:
admin

Password:

Cancel || OK
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B intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 23.0

Disconnect

System Status

System Status
Power Powered on, Plugged-in
Remote Desktop
Name & Domain
Serial Over LAN
System ID 12345678-1234-5678-90ab-cddesfaabbec
Network Settings
) _ Intel® ME ¥16.0.15, activated in Admin Cantrol Mode (ACM)
Security Settuings
Active Features Redirection Port, Serial-over-LAN, IDE-Redirection, KVM Remote Desktop
User Accounts
A Remote Desktop Primary display, 300 seconds opt-in, 3 minutes session timeout
Ferdioe User Consent Required for KVM only
Audit Log Power Policy Mobile: ON in S0, ME Wake in 53, 54-5 (AC only)
e ime Y-
Hardware Information Date & Time 2022/9/29 T F4:26:49
Refresh Remote Secure Erase

Remote Desktop

Intel® Manageability Commander provides a remote KVM function.
To connect to a managed device, do the following:

1. Select Remote Desktop.

Select Remote Desktop. The redirection port feature is disabled when the remote function is activated
for the first time. Click Yes on the warning message to enable it.

BN Intel® Manageability Commander - m] X

File Options Help

Intel® Manageability Commander

wversion: 23.0

Remote Desktop
s scccion oo st kb

Remote Desktop

Serial Over LAN Settings... [ | Connect || IDE-R Power Actions | Powersd on
Network Settings

Security Settings

User Accounts

Alarm Clocks

Event Log

Audit Log

Hardware Information
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2. Enable all features. Click OK to apply settings.

BY intel® Manageability Commander - ] x
File Options Help

Intel® Manageability Commander

wversion: 23.0

Remote Desktop

System Status
Redirection Port featur here to enable it
Remote Desktop

Serial Over LAN Settings Connect E-| Power Actions | Powered on
Network Settings
Security Settings Aclive Features

User Accounts
! Redirection Port

¥/ Serial-over-LAN
Event Log ! IDE-Redirection
¥/ K¥M Remote Deskiop

Alarm Clocks

Audit Log

Hardware Information

3. Click Settings..., Change the Image Encoding to RLE16, Recommended. Click OK to apply settings.

n Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version: 23.0

Remote Desktop

System Status
Connect | | IDE-R Power Actions | Powered on
Remote Desktop

Serial Over LAN

Remote Deskiop Setfings

Network Settings

Image Enceding | RLE16, Recommended
Security Settings

| Show Local Mouse Cursor
Other Settings | Limit Frame Rate
| Prefer Downscale

User Accounts

Alarm Clocks

Event Log
Cancel

Audit Log

Hardware Information

Ctrl + Alt + Del ¥ || Send Keys || Primary display ¥ | Focus Off ¥ || Full Screen
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Click Connect and enter the User Consent code.

The User Consent code is provided on the client-side as a sprite on the Intel® AMT device’s display.

This sprite is generated by Intel® GPU and is not available to the OS. This is a 6-digit code that the
technician will use when making a connection that requires user consent, such as an Intel® KVM

connection.

B8 Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version-23.0

Disconnect

System Status

Remote Desktop

Settings. Disconnect | | IDE-R Power Actions | Powered on

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks

Event Log

Audit Log

Hardware Information

Ctrl+ Alt + Del v || Send Keys || Primary display v | Focus Off ¥ || Full Screen | L U

Remote Assistance Session (intel

This PC features Intel technology enabling technician
% service by remote access,

To begin service, provide the code (below) to an authorized

technician. By prowding the code, you wil alow the technician

temporary centrol and viewing of your PC te perform service.

User Consent Code: 242477

If you do not wish te allow the technician sccess to your PC,
do not provide the code.
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5. The Intel® AMT device authenticates the User Consent code following which you can run the remote
desktop function.

B intel® Manageability Commander - o X
File_Options _Help

Intel® Manageability Commander

version: 230

Remote Desktop
Settings. Disconnect | | IDE-R Power Actions | Powered on

System Status
Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks
Event Log

Audit Log

Hardware Information

Cirl+ At +Del || SendKeys || Primary display v || Focus Off || Full Screen | & &

Advanced Power Control

Intel® Manageability Commander provides the advanced power control features. Click Power Action to
control managed device. For example, reset the device power and boot to the BIOS menu. With the
advanced power control features, such as RAID Configuration, Boot Manager, and OS Recovery, you can
configure the BIOS settings and manage the device more easily.

B¥ intel® Manageability Commander - O X
File Options Help

Intel® Manageability Commander

wversion: 23.0

Remote Desktop
System Status —
Settings.. Disconnect | | IDE-R Power Actions | Powered on

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks

Setup Utility
Event Log

Audit Log

Hardware Information
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Remote RAID Configuration

Reset to BIOS menu and select Setup Utility option. Reference Chapter 4 Configuring RAID to configure the
RAID settings.

Manageability Commander

21133

{0l Remote Desktop

Display quality as been reduced due to bandwidth estricions.

o Satings | Discomnact || 1DER

»SATA 0.1, 256GB SATA Flash Drive 9235600000000018, 238.4GB

Remote Boot Manager

Reset to BIOS menu and select Boot Manager.

You can select the bootable USB disk to back up the OS image or use a bootable disk, which includes
recovery image, to recover the OS.

B el Managesbilty Commander
File_Options _Help

Intel® Manageability Commander

|__osconnct B Remote Desktop
Displayquaty has e reduced due to bandvidth estricions.

R [ setings | | Disconnect || 1DER
erLan

Power Actions | Poweredon

Boot Hanager

EFI USB Device (USB)
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Remote Mount/Recovery Image

A recovery image can be remotely mounted on to a device.
Do the following, to remotely install a recovery image on a device.

1. Click IDE-R option and select the target image.

B intel® Manageability Commander
File Options Help.

Intel® Manageability Commander

version: 23.0

Remote Desktop
System Status —
i Settings... | | Disconnect |

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks
EventLog
Audit Log
Hardware Information Storage Redireciion

Select image to remotely mount

EEES |ubuntu-22.04._amd64 (1)iso
Select when image should be mounted

[Graceiul 7]

Cancal oK

SendKeys ||

Cirl+ Alt+ Del v || Primary display ¥ || Focus Off v || Full Screen | &

2. Reset to BIOS menu and select Boot Manager.

B Intel® Manageability Commander
File Options Help.

Intel® Manageability Commander

version: 23.0

Remote Desktop

System Status

Settings | | Disconnect | | Stop IDE-R | & IDER Sessionin Progress.

9

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks
EventLog

Audit Log

Hardware Information

[ Only Show Valid Commands

[ cancel || ok |

-

|| Sendeys || Primary display = || Focus OF v]| FulSereen | 0 0
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B intel ® Manageability Commander
File Options Help.

Intel® Manageability Commander

version: 23.0
Remote Desktop
System Status
Settings. Disconnect | | Stop IDE-R | % IDER Session in Progress. Power Actions | Powsreden
Remote Desktop
Serial Over LAN
Network Settings
Securiy Settings
Continue This selection will take you to'the
User Accounts Boot Hanager
AlmCocs PDevice Management
Beattce »Boot From File
Audit Log Madninister Secure Boot

Hardware Information »Setup Utility
»Device Manager
MHEBX

3. Select Intel Virtual CD to boot to mount image.

B intel ® Manageability Commander

File_Options Help

Intel® Manageability Commander

version: 23.0

Remote Desktop

System Status

Settings. Disconnect | | Stop IDE-R  |DER sessionn Progress.. Power Actions | Powered on
PE——
Serial Over LAN
oy g
User Accounts
Semces Boot Option Henu
Event Log
Audi Log EF1 Boot Devices

Hardware Information Windows Boot Hanager (BTWA528203BJ240AGN-INTEL $SSDSC2BB240G6)

T and | to change option, ENTER to select an option, ESC to exit

4. Following the steps to recovery image.

B Intel® Manageability Commander - o X
File Options Help

Intel® Manageability Commander tel

version: 23.0

Remote Desktop

System Status

Settings. Disconnect | | Stop IDE-R | «J IDER Session in Progress. Power Actions | Powered on
Remote Desktop

Serial Over LAN
Network Settings GNU GRUB ve
‘Security Settings
[Tyv—
Alarm Clocks
f—
Audit Log Ubuntu (safe graphics)
Hardware Information OEH install (for manufacturers)
Boot from next volume
UEFI Firmware Settings
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/  NOTE

Users can reset to IDE-R image directly using the power action.

Intel® Manageability Commander — O x
9 ity
File Options Help

Intel® Manageability Commander

wversion: 2.3.0

Remote Desktop
System Status
| Settings... | | Connect ‘ ‘ IDE-R | Powered on

Power Dialog

Remote Desktop

Serial Over LAN
PowerGCommand

Network Settings

Power Up
Power Up

Security Settings

User Accounts Sleep
Hibernate

Alarm Clocks Power Down

Force Reset

Soft off

Audit Log Reset
Power up to BIGS

Hardware Information Reset to BIOS
Reset to IDE-R Image
Power on to IDE-R Image
Reset to IDE-R CDROM
Power on to IDE-R CDROM
Reset to PXE
Power on to PXE

Event Log

Reset to PXE

1. Enable the Network Stack and PXE Boot capability from BIOS menu of managed device.

Boot Type <lEF| Boot Type>
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2. Click Power Actions and select Reset to PXE.

B intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 23.0

Remote Desktop

Systern Status

Settings... | | Disconnect | | IDE-R
Remote Deskiop o
Serial Over LAN Power Dialog

Network Settings PowerCommand

Security Settings $ [Power Up
Power Up
User Accounts Sleep
Hibemate
Power Down
Event Log Force Reset
Soft off
Resat
Power up to BIOS
Reset to BIOS
Reset to IDE-R Image
Power on to IDE-R Image
Reset to IDE-R CDROM
Power on to IDE-R CDROM

Reset to PXE
Power on to PXE

Alarm Clocks

Audit Log

Hardware Information

3. The managed device will boot to PXE.

Powerad on

B8 Intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 23.0

Remote Desktop

System Status
Settings.. Disconnect | | IDE-R
Remote Desktop

Serial Over LAN
P>Start PXE over IPvd4, Press [ESC] to EXIT...

Network Settings Station IP address is

Security Settings
User Accounts Server IP address is

NBP filenane is boot\x64\wdsngfw.efi
NBP filesize is 1322320 Bytes
Downloading NBP file...

Alarm Clocks
Event Log
Augdit Log

Hardware Information Succeed to download NBP file.

Power Actions

Powered on
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7. Unified Write Filter

Unified Write Filter (UWF) is an optional feature that helps to protect your drives by intercepting and
redirecting any writes to the drive (app installations, settings changes, saved data) to a virtual overlay. The
virtual overlay is a temporary location that is usually cleared during a reboot or when a guest user logs off.

UWF provides a clean experience for thin clients and workspaces that have frequent guests, like schools,
library, or hotel computers. Guests can work, change settings, and install software. After the device reboots,
the next guest receives a clean experience. It increases security and reliability for kiosks, IoT-embedded
devices, and other devices where new apps are not expected to be frequently added.

This chapter describes how to use the Unified the Write Filter (UWF).
To use the UWF, you must first install the feature and enable it; the default is disable.

The first time you enable UWF on your device, UWF makes the following changes to your system to improve
its performance:

¢ Paging files are disabled.

¢ System restore is disabled.

e SuperFetch is disabled.

¢« File indexing service is turned off.

o Fast boot is disabled.

o Defragmentation service is turned off.

o BCD setting bootstatuspolicy is set to ignoreallfailures.

After UWF is enabled, you can select a drive that you want to protect and start using UWF. UWF can help
you manage PCs and devices remotely using WMI.

Turning on UWF on a Running PC

e Install UWF.
a. In the Windows Start window, type Turn Windows features on or off.
b. Open the Windows Features window and expand the Device Lockdown node.
c. Select Unified Write Filter and click OK.
d. Windows searches for the required files and displays a progress bar.

Once the files are found, Windows applies the changes. When the changes are complete, a message
to this effect is displayed.

e. Click Close.

[F4 Windows Features = O X

Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is turned on.

= (m] Device Lockdown -
Custom Logon
Keyboard Filter
Shell Launcher
Unbranded Boot
Unified Write Filter
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services

KOoddO

m

Internet Information Services Hostable Web Core

Cancel

100 Od

| enary Comnnnents

]
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Enable the following filter as an Administrator:
cmd uwfmgr filter enable

BE¥ Administrator: Command Prompt

ion Utili

Unified Write Filter will be enabled after

indows

Enable write protection for a drive:
cmd uwfmgr.exe volume protect C:

EX Administrator: Command Prompt

n le.e.1
eserved.

te Filter will be enabled : r system restart.

The volume will be protected by Unified Write Filter after

indows

Restart your computer.
Confirm that UWF is running:
cmd uwfmgr.exe get-config

B® Administrator: Command Prompt

C:\windows\system32>uwfmgr.exe get-config
Unified Write Filter Configuration Utility version 16.0.17763
Copyright (C) Microsoft Corporation. All rights reserved.

Current Session Settings

FILTER SETTINGS
Filter state: ON
Pending commit: N/A
Shutdown pending:No

SERVICING SETTINGS
Servicing State: OFF

OVERLAY SETTINGS

Type: 1
Maximum size: 1024 MB
Warning Threshold: 512 MB
Critical Threshold: 1024 MB
Freespace Passthrough: OFF
Persistent: OFF

Reset Mode: N/A
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Installing UWF Using WMI

If you have already installed Windows on your computer and you do not want to use a provisioning
package, you can configure UWF by using Windows Management Instrumentation (WMI) providers.

To turn on UWF using WMI, use the UWF_Filter function, specifically the UWF_Filter.Enable method in
one of the following ways:

e Use the WMI providers directly in a PowerShell script

e Use the WMI providers directly in an application

e Use the command line tool, uwfmgr.exe

NOTE

You must restart your computer after you turn on or turn off UWF for the changes to take effect.

You can also change the settings after you turn on UWF. For example, you can move the page file location
to an unprotected volume and re-enable paging files.

IMPORTANT!

If you add UWF to your image by using SMI settings in the unattend.xml file, turning on UWF only sets the
bootstatuspolicy BCD setting and turns off the defragmentation service. You must manually turn off the
other features and services if you want to increase the performance of UWF.

After the device is restarted, UWF maintains configuration settings for the current session in a registry. UWF
automatically excludes these registry entries from its filter. Static configuration changes do not take effect
until after a device restarts; the changes are saved in registry entries for use in the next session. Dynamic
configuration changes occur immediately and persist after a device restarts.
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8. Driver

Moxa provide verified drivers for each device on official website. Please access the Moxa support
page(https://www.moxa.com/en/support) and search for the device from the searching window (For
Example: MC-3201).

Contact Us | Pariner Zone | My Moxa Sign In

M OXA Products Solutions Support How to Buy About Us Q

Home » Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -

MC-3201

MC-3201 Series apty Resources

Literature Library

Easily find drivers, software, and Moxa's product repair service Moxa offers & wealth of resources .

documentation for a specific centers provide quick, quality to help you find in-depth

product service with complete traceability information on our products and —_—-
of your product. solutions as well as the

technologies that drive them

Form the Software & Documentation page filtered by Driver and download the driver package. The
driver packages are categorized by OS version, with separate sections for Peripheral and Expansion
modules.

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System - A Software Package(3)  Ulity(2)
NAME TYPE CHECKSUM VERSION v OPERATING SYSTEM RELEASE DATE v
Driver for MC-3201 Series (wireless o+, Driver SHA512 [3) V1o - Wingows 10 10T Enterprise May 11, 2023
for Windows 10 loT Enterprise LTSC LTSC 2021 Release notes
2021)
1426 MB

Driver for MC-3201 Series b, Driver SHA512 [ vio - Windows 10 loT Enterprise May 11, 2023
(Peripherals for Windows 10 LTSC 2019 Release notes

Enterprise LTSC 21H2)

-1.0 bytes

Driver for MC-3201 Series ok, Driver SHA-512 [5 vio - Windows 10 loT Enterprise May 11, 2023
(Peripherals for Windows 10 loT LTSC 2019 Release notes

Enterprise LTSC 2019)

1.2GB

Driver for MC-3201 Series 4, Driver SHA-512 [ vio - Windows 10 loT Enterprise May 11, 2023
(Expansion modules for Windows 10 LTSC 2019 Release notes

loT Enterprise LTSC 2019)

157.9 MB
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This chapter describes the usage of the following:

e Moxa IO Controller

e Serial Interface

e Moxa Sort Net Name

e Moxa Disk Hot Swap Application
e Moxa LANBypass Utility

e Moxa MCU Firmware Upgrade

e Moxa Tca9535 Initial Service

e Moxa Cellular Assistant

e Moxa WiFi AP Service

e Moxa Battery Detect

Where to Find the Utility

The utilities are preinstalled on your device if the Windows 11 OS is provided by Moxa. If you install
Windows 11 on your own, go to the Moxa support page (https://www.moxa.com/en/support) to download
the utility.

1. Search for the device from the searching window (example: MC-3201).

Contact Us | Pariner Zone | My Moxa Sign In

MOX/\ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
MC-3201
MC-3201 Series anty Resources
—Software & Docurmenation ProductRepairService/RMA Literature Library

Easily find drivers, software, and Moxa'’s product repair service Moxa offers a wealth of resources

documentation for a specific centers provide quick, quality to help you find in-depth

product service with complete traceability information on our products and p
of your product. solutions as well as the

technologies that drive them
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2. Go to the Software & Documentation page, filter by Utility and download the required file. The
installation file for the device is in a *.zip file.

MC-3201 Series

Compact computers with 11th Gen Intel® Core™
processor, designed for 10T, Al, and marine applications
-20 to 55°C operating temperature

GO TO PRODUCT PAGE D Save

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System ~ Al Driver) Software Package(3)
NAME TYPE CHECKSUM VERSION ¥ OPERATING SYSTEM RELEASE DATE v
Utility for MC-3201 Series (Windows  +,  Utility SHA-512 = vi.0 - Windows 10 loT Enterprise May 11, 2023
10 10T Enterprise LTSC 2021) LTSC 2021 Release notes
5.9 MB
Utility for MC-3201 Series (Windows | o+, Ulility SHA-512 (= v1.0 - Windows 10 loT Enterprise May 11, 2023
10 loT Enterprise LTSC 2019) LTSC 2018 Release notes
51M8B

3. After extracting the files, you will obtain the following setup files.

WC-3201_Utility W11 Pro_22H2 V1.0 - o %
® New ~ T osort v = view v e
« 3 v o4 > 20170513 (D3 » MC-3201 Utility W11 Pro 22H2 V1.0 - G Q. Search MC-3201 Utiity W1...
Name Date madified Type Size
> Il ThisPC
£y MoxalOControllerSetup-6.0.0 8/8/2023 1:13 PM Application 2337KB
~ & 20170512 (D) . o
£l MoxaSortNetName ¥2.0.0 Application 1,670 KB
disk
o 04 SerialinterfaceSetup-5.0.0 Application 2,082 K8
[BOOT]
0804 kvrn mou:
> boot
> 7 Celular
> Data
5> 7 DifferentialBact
> efi
5> 7 EFl Clonezilla
> home
live
|
MC-3201_Utili

Jitems E g
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Dependent Packages

e After the installation of Windows 11 LTSC 24H2 and drivers are completed, you will need to install
dependent packages to ensure the smooth operation of the utility. Please attach the following link to
download and install the packages.

e  Microsoft Visual C++ Redistributable:
https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170
e  Microsoft .NET Framework 4.8:

https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-offline-installer-for-windows-
9d23f658-3b97-68ab-d013-aa3c3e7495e0

Moxa IO Controller

Moxa IO Controller Utility is developed to control the peripherals' IO as well as expansion modules interface
of the device.

This section describes how to use the Moxa IO Controller utility and the following content will be included.

e Setting the DIO Status

e Setting the UART Mode

e Setting the LED Status

e Setting the PCIE Slot Power Status

e Setting the PCIE Reset Pin Status

e Setting the M.2 B Key Socket 5G Module Power Status

Use the pre-installed utility or install the MoxalOControllerSetup utility from the Moxa support page. To use
the Moxa I0 Controller utility, first install the utility and enable the utility to configure the DIO, UART, Relay

and LED mode. After the installation process is complete, run the Windows command prompt as an
Administrator and change the path to C:\Program Files\Moxa\Moxa IO Controller.

EX Administrator: Command Prompt - [m} X

Computer IO Controller
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Setting the DIO Status

Run the mx-dio-ctl --help command to see the instructions on using this utility and follow them to get or set
the DIO status.

/7 IMPORTANT!

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

B Select Administrator: Command Prompt — O W

xa 10 Controller -dio-ctl.exe --help

. All r
DIN index>

OUT inde

¢ this help screen.

Display version information.

xa I0 Controller

Example:

EX Administrator: Command Prompt — m] W
Controller

Controller
Controller

Controller

10 Controller

10 Controller

troller>»
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Setting the UART Mode

Run the mx-uart-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the UART mode.

/7 IMPORTANT!

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EX Administrator: Command Prompt — m] %

xa I0 Controller -uart-ctl.exe --help

mode

to R

to

to mode
mode

Example:

EX Administrator: Command Prompt - O ot

10 Controller -uart-ctl.exe -c

x-uart-ctl.exe -p 8

ram Files\Moxa\Mox: Controller>mx-uart-ctl.exe -p 8 -m 1

uart mode is interface.

ram Files! xa 10 Controllers>_

Computer IO Controller:

Computer IO Controller

Computer IO Controller>
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Setting the LED Status

Run the mx-led-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the LED status.

/7 IMPORTANT!

The LED index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EX Administrator: Command Prompt

1

to blink mode:

led off

led

¢ this help screen.

\Program Files\

Example:

-led-ctl.exe --help

. All rights reserved.

tart from @)

on

on information.

10 Controller>_

EX Administrator: Command Prompt

Computer IO Controller>mx-led-ctl -i @

-led-ctl -i & -m 1

Computer IO Controller

Computer IO Controller>_
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Setting the PCIE Slot Power Status

Run the mx-pcie-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the PCIE slot power.

t"’

IMPORTANT!

The PCIE Slot index starts from 0. Even though the console output starts at 1, the index still starts at 0.

B Administrator: Command Prompt — [m} b4

.exe --help

ie slot 1 power
1-i1-m
n with delay Time 2868ms:
-i1 -m1 -t 280

Required. -i <#PCIE Slot ind ( rt from @)

cie power stat
» PCIE power off
PCIE power on
#PCIE Reset Dela
y this help screen.

on information.

\Program Files\Mo a I0 Controllers>_

Example:

EX Administrator: Command Prompt — O %

I0 Controller» cie-ctl.exe -i @

I0 Controller pcie-ctl.exe -i @ -m @
8

10 Controller>
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Setting the PCIE Reset Pin Status

Run the mx-pciereset-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the PCIE reset pin status and delay time .

/7 IMPORTANT!

The PCIE reset pin index starts from 0. Even though the console output starts at 1, the index still starts at
0.

EX Administrator: Command Prompt — O X

pciereset- .exe --help

All rights reserved.

Required. -i <#PCIE Reset
#PCIE Reset Delay time
¢ this help screen.

sersion information.

\Moxa I0 Controllersg

Example:

E¥ Administrator: Command Prompt — O W

I0 Controller>mx ier .exe -i & -t 208

\Program Files\ oxa I0 Controller:

Setting the M.2 B Key Socket 5G Module Power Status

Run the mx-5Gpower-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the M.2 B Key socket power.

B Administrator: Command Prompt — O b

power
power on:

module hardware reset
this help reen.

on information.

\Program Files\Mo a I0 Controller>_
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Example:

EH Administrator: Command Prompt — m] b

ontroll

0 Controlle

Controlle

Controller:»

Moxa Serial Interface Utility

In this section, we describe how to use the Moxa Serial Interface utility to set the UART mode in your
computer's serial interface.

Setting the Serial Port Mode

1. Install the Moxa Serial Interface utility.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

Microsoft Edge Microsoft Edge
MOXA
Moxa Senal Interface

Moxa Senal Interface
Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows Security

Windows System

£ fiype here to search
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3. Select the target COM port and UART mode and click Apply to save the settings.

Moxa Serial Interface

~COM Port g
[1 com Mode
[0 comi RS-232 RS-232 C

[] comM2  Rs-232 Rs-4852w

RS-485-4W/ (
RS422 .

Apply I [ Cancel

Moxa Sort Net Name

In this section, we describe how to use the Moxa Sort Net Name utility to rename Ethernet adapter for
mapping physical LAN port order on chassis.

1.

Use the pre-installed utility or install the MoxaSortNetName utility from the Moxa support page.
2.

The initial order of network names may be random.

&) Network Connections

= o X

4~ &5 Control Panel » Networkand Internet » Network Connections > ~ Search Network Connections @

Organize + - 0 @
g"' fE;:t?:ZiLZh‘EUHPIHQQEE\ .:" Fj:tev\r-r;\etiahleunp\uggacl E" hemet !

— Ethernet 12
> Network cable unplugged ..s,'-' Network cable unplugged
3 @7 Intel(R) 1210 Gigabit Network Con... | 3 @ % @ Intel(R) Ethemet Connection (13) .. =

Intel(R) 1210 Gigabit Network Con... *K @ Intel(R) 1210 Gigabit Metwork Con...

3. After the installation process is complete, run the SortNetName.exe from C:\Program Files\Moxa\Moxa
Sort Net Name as an Administrator.

| [ || = | Moxa Sort Net Name - O X

« A <« Windows (C) » Program Files » Moxa » Moxa Sort Met Name v O O Search Moxa Sort Net Name
Name Date modified Tpe
# Quick access

SortNetName
[ Desktop =

Size

Application 26 KB
¥ Downloads
[ Documents

= Pictures
[ This PC
w UEFI_NTFS (E:)
= WindowsRecoveryls

¥ Network

1item
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4. If you want to rename the Ethernet adapter, wait for the installation process to complete. The order of
the Ethernet adapter will correspond to the order of the label (e.g., LAN 2 of the computer is mapped to
Ethernet 2 in Windows).

& Network Connections - [m] x

4 & 5 Control Panel > Metwork and Internet > Network Connections v 0 »

Organize ~ BE + T

.:. Ethernet

Ethernet 2 By Fthemet3 Wy Cthemetd
MNetwork cable unplugged ¥ Network cable unplugged ¥ Network cable unplugged

% Intel(R) 1210 Gigabit Network Con... 3§ @22 Intel(R) 1210 Gigabit Network Con... 3 Intel(R) 1210 Gigabit Netwark Con...

Network cable unplugged

4 items ==

Moxa Disk Hot Swap Application

This utility allows users to configure hot-plug functionality for storage devices, enabling safe insertion and
removal of disks while the system is powered on and operational.

The following topics are covered in this chapter:

Setting Up the Notification
Setting Up the Disk Removal Policy
Setting Up the Drive Actions
» Default Actions
4. Unmounting and Mounting Disks
» Unmounting a Disk Drive
» Mounting a Disk Drive
5. Hot Swap Function Notifications
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Setting Up the Notification

1. Enter System Settings from Windows Settings and click Notification.
2. Confirm to enable Notifications setting and disable Do not disturb setting.

€ Settings - @
moxa System > Notifications
w Local Account
Q Notifications
Find a setting Q Get notifications from apps and other senders
| B System (% Donetdistub
Notifications will be sent directly to notification center
Bluetooth & devices
@ Network & intermet (X Tum ondo not disturb automatically -
/ Personalization
B e 19 set priority notifications >
& Accounts
@ Fowus N
D Time & language 827 session duration, hide badges on apps
Select MxhtspTray to enter the setting page.
& Settings - @
® o System > Notifications

W ocal Account

[ Noifications o @ ~

Find a setting Q Get notifications from apps and other senders

System Qf Do not disturb
Notificatians will be sent directl to notification center

Bluetooth & devices
Network & internet (@ Turnon do not disturb automatically -

Personalization

e B\ ¢ © 8§

o 19 setpriority notifications >
Accounts
@ Foos N

Session duration. hide badges on apps

@

Time & language

&

Gaming
Notifications from apps and other senders

>

Accessibili
i Sortby: Mostrecent -

) Privacy & security

MxhtspTray o @ >

@ Windows Update Banners, sounds

AutoPlay on @ >

Banners, Sounds

[ ! Driver & Support Assistant on @ >

Banners, Sounds

g s o @D >

Banners, Sounds

4. Set priority of notifications in notification center to Top.
< Settings

3 moxa System > Notifications > MxhtspTray
Local Account

Notifications

Find a setting Q @ o

System
Bluetooth & devices
it o=

Ar= Show notification banners Show notificaticns in
notification center

Personalization

Accounts

e B\ 9 © 8§

Hide content when notifications are on lock screen

Time & language
@ o

Gaming

@

-

Play a sound when a notification arrives

K Accessibility @ o
& Privacy & security Priority of notifications in notification center

@ Windows Update QO T
Show at the top of notification center

(O High

Show above normal priority notifications in notification center

Normal

Show below high priority notifications in notification center
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Setting Up the Disk Removal Policy

1. Right-click on the Windows Start icon and select Device Manager.

Apps and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

‘Windows PowerShell (Admin)

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out

Desktop

2. Expand the Disk drives node.

A Device Manager

File Action View Help

e« @B HE B

v @ MOXA-92FNMEDLT6
| Audio inputs and outputs
d Computer
v wa Disk drives

- 25" SATA SSD 3ME4
- 2.5" SATA SSD 3TG6-P
- TS512GMTE672AI1-VS1

5@l Display adapters

¥ Human Interface Devices

*® IDE ATA/ATAPI controllers

= Keyboards

@ Mice and other pointing devices

[ Monitors

P MOXA Embedded Drivers

I? Network adapters

D Portable Devices

§ Ports (COM &LPT)

™ Print queues

B Processors

B Security devices

!t Software components

l Software devices

i Sound, video and game controllers

Sui Storage controllers

3 System devices

§ Universal Serial Bus controllers

i. Universal Serial Bus Function controllers
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Right-click on the target drive and select Properties.

% Device Manager

File Action View Help

o T HE B EX®

v % MOXA-92FNM6DLT6
i Audio inputs and outputs
3 computer
== Disk drives
- 2.5“ SATA s(n ANAEA
- 25"SATA S Update driver
- TS512GM1 Disable device
[ Display adapt:
¥ Human Interf:
*= |DE ATA/ATAPI Scan for hardware changes
Keyboards .
ﬂ Mice and othe Eppecte
[ Monitors
P MOXA Embedded Drivers
I Network adapters
! Portable Devices
i Ports (COM & LPT)
[ Print queues
n Processors
B9 security devices
B software components
B software devices
iqi Sound, video and game controllers

<

Uninstall device

& Storage controllers
= System devices
i Universal Serial Bus controllers

B& Universal Serial Bus Function controllers

Opens property sheet for the current selection.

In the Policies tab, select Quick removal and click OK.

2.5" SATA S5D 3ME4 Properties

General Policies Volumes Driver Details Events

Removal policy

® Quick removal

Disables write caching on the device and in Windows, but you can
disconnect the device safely without using the Safely Remove

Hardware notification icon.

O Better performance (default)
Enables write caching in Windows, but you must use the

Safely Remove Hardware notification icon to disconnect the device
safely.

Write-caching policy

Enable write caching on the device

Tum off Windows write-cache buffer flushing on the device
[ o prevent data loss, do not select this check box unless the
levice has a separate power supply that allowes the device t

flush its buffer in case of power failure

coe
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5. Click Yes to restart the computer and apply the new settings.

System Settings Change

Your hardware settings have changed. You must restart your computer for these changes to
take effect.

Do you want to restart your computer now?

Setting Up the Drive Actions

1. Right-click on the Disk Hot Swap application icon on the Windows taskbar and select Settings.

2. Select the target drive and click Edit Setting.

o Moxa Disk Hot Swap Application — X
Log Disk Physical Disk Logical Disk Disk Size Free Disk Space
[N 1 [ 25" SATA SSD 3TG6P (113555MB) (113458MB)
L] |2 25" SATA SSD IME4 G:) (122102MB) (122005MB)
Edit Setting
Apply Log
Option
< >

3. Open an event tab (Button Pressed, Disk Plugged, Disk Unplugged, or Disk Usage) and select Custom
Action.

V3400 Series Win 11 LTSC 24H2 User Manual



4. Associate the application that you want to run as the custom action when the event is triggered. The
application will run in the background. The new settings will take effect the next time you run the Disk
Hot Swap program.

= P

Disk : |F:

Button Pressed  Disk Plugged  Disk Unplugged  Disk Usage

Custom Action

Aoply
(O Defautt Action: Safely Remove Disk tk Size Free Disk Space
por, 3555M8) (113458M8)
- 2102mB) (122005MB)
@ Custom Action [ \ Edt Setting
[ Fun Program in the Background | g gpen %
« b » ThisPC » Windows (C:) » Program Files v O Search Program Files y-l
Organize +  New folder - @
Na A
# Quick access
Common Files
Desktoy
- P DIFX
& Downloads s
5| Documents Intel
&= Pictures Internet Explorer
WG ModifiableWindowsApps
Moxa
s New Volume (F) MSBuild
Reference Assemblies
= New Volume (G:) i
Windows Defender
¥ Network Windows Defender Advanced Threat Prot... 12
Windows Mail 2 : v
< >
File name: |apenfileDialog1 v

/7  IMPORTANT!

The action for the Button Pressed event is triggered only when the button is pressed for more than 3
seconds.

Default Actions

If you do not configure a Custom Action, the following default actions are triggered by the events.

Button Pressed: Disk unmount procedure is triggered when the button is pressed for over 3 seconds.
Disk Plugged: The disk drive list in the Windows Device Manager is refreshed after a few seconds.
Disk Unplugged: The disk drive list in the Windows Device Manager is refreshed after a few seconds.

A=

Disk Usage: A notification on the disk usage is displayed.

This event is triggered if on Check Disk Usage, the disk usage is equal to or higher than the disk usage
threshold.

Unmounting and Mounting Disks

Unmounting a Disk Drive

1. Press the button of the target disk for more than three seconds.
The disk unmount procedure will start after the Button is pressed notification is displayed.

& |Info

Button 1 is
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2. The Disk has been unmounted notification is displayed after the disk has been successfully unmounted.

2 Info

Disk1 has been unmounted

If the disk unmount process fails, you will see the following message. Ensure that the target disk
removal policy is set to Quick removal and the target disk is not busy before triggering the unmount
process again.

& Error
Disk1 unmount fail.
Device iIs currently in use or in incorrect
removal policy

3. After the disk has been unmounted, unplug the disk from your computer after you see the following
notification.

& Info
Disk 1 status: plugged -> unplugged

This completes the disk unmounting process.

Mounting a Disk Drive
Insert the disk into the computer.

The following notification is displayed.

e |Info

Disk 1 status: unplugged -> plugged
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Hot Swap Function Notifications

Notification Notification Content Description
Type

Info Button is pressed Displayed when a button is pressed for more than 3
seconds.
Info Disk has been unmounted Displayed after a disk is successfully unmounted.
Info Disk status: unplugged -> plugged |Displayed after a disk is plugged into the computer.
Info Disk status: plugged -> unplugged |Displayed after a disk is unplugged from the computer.
e Displayed when the disk usage is over a predefined
Partition is over usage, execute e . .
Info threshold. A user-specified program is run after this
user program s
event is triggered.
e Displayed when the disk usage is over a predefined
Partition is over usage, use system e . .
Info . threshold. A user-specified program is run after this
default action o
event is triggered.
Disk unmgunt fail. Peyme 'S Displayed when disk unmount process fails; disk is in
Error currently in use or in incorrect L
. busy state or the removal policy is incorrect.
removal policy
Error Invalid handle Displayed when an internal error occurs.
I Starting Moxa Disk Hot Swap Displayed when the Moxa Disk Hot Swap application
Application L
Application starts up.
N Stopping Moxa Disk Hot Swap Displayed when the Moxa Disk Hot Swap application
Application L .
Application stops running.

Moxa LANBypass Utility

This tool allows users to independently update the firmware of the MCU (Microcontroller Unit).

/7  NOTE

This tool is only applicable to models equipped with 8 LAN ports.

To run the utility, do the following:

1. Open the command prompt as Administrator and type the following to access the folder:
C:\ProgramFiles\Moxa\MxLANBypass\.

All Apps Documents Settings More

Best match
i Command Prompt
App
Settings s
Command Prompt

= Replace Command Prompt with

> App
Windows PowerShell in the Win + X

Open
5 Run as administrator

Open file locatio

Pin to Start

Pin to taskbar
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u Administraton, Command Prompt

2. Run the mx-lanbypass-ctl.exe from the C:\Program Files\Moxa\MxLANBypass\ folder.

(8] mx-lanbypass-ctl.exe
| MxLBPLibrary.dil
| unins000.dat

r_—, unins000, exe

unins00d.msg

3. Type in the number corresponding to the function that you want to run.
Refer to the LAN Bypass Modes section for a detailed description of the functions.

B Administrator: Command Prompt - mx-lanbypass-ctl.exe

Relay Mode

Use this mode to set the connection type between the target LANSs.

After typing 0 in the prompt for Relay mode, select one of the following options:

Index [Mode  |Description

0 Connect Target LANs connected.

1 Disconnect Target LANs disconnected.

2 Bypass Target LANs are physically connected without passing through the network device.
B3 Administrator: Cemmand Prompt - mx-lanbypass-ctl.exe - O -

& W Ao

[+

~

de is Conr
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WDT Reset Mode

Use this mode to indicate if the system needs to be reset after the watchdog is triggered.
After typing 1 for WDT Reset Mode, select one of the following options:

0 Not Reset The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

B Administrator: Command Prompt - mx-lanbypass-ctl.exe - O X

R )

=y

WDT Relay Mode

Use this mode to indicate if the system needs to be reset after the watchdog is triggered.

After typing 2 for WDT Relay Mode, select one of the following options:

Index |Mode Description

0 Connect Target LANs connected.

1 Disconnect Target LANs disconnected.

2 Bypass Target LANs are physically connected without passing through the network device.
BE¥ Administrator: Command Prompt - mx-lanbypass-ctl.exe - O *
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App WDT Mode

Use this mode to enable or disable the watchdog application. Activating the watchdog function is key to
creating a trigger to activate LAN bypass when your application encounters issues or is unresponsive.

After typing 3 for App WDT Mode, select one of the following options:

Index |Mode Description
0 Disable Disable the app watchdog function.
1 Enable Enable the app watchdog function.

When you select Enable, you must enter an App WDT timeout (5 to 15 sec) to set the interval for sending a
watchdog “kick” the MCU.

EH Administrater: Command Prompt - mx-lanbypass-ctl.exe - m) X

App WDT Reset Mode

Use this mode to indicate if the system needs to be reset after the app watchdog is triggered.

After typing 4 for App WDT Reset Mode, select one of the following options:

Index |Mode Description
0 Not Reset The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

Bl Administrator: Command Prompt - mx-lanbypass-ctl.exe

is Not Reset.
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App WDT Relay Mode

Use this mode to indicate the relay mode to switch to after the app watchdog is triggered.

After typing 5 for App WDT Relay Mode, select one of the following options:

Index |Mode |Description
0

Connect Target LANs connected.
1 Disconnect Target LANs disconnected.
2 Bypass Target LANs are physically connected without passing through the network device.
B¥ Administrator: Command Prompt - mx-lanbypass-ctl.exe — O x

Power Off Relay Mode

Use this mode to indicate the relay mode to switch to after the system is powered off.

After typing 6 for Power Off Relay Mode, select one of the following options:

ndex [Mode  [Description

Disconnect Target LANs disconnected.
1 Bypass Target LANs are physically connected without passing through the network device.

B Administrator: Command Prompt - mx-lanbypass-ctl.exe - O x

V3400 Series Win 11 LTSC 24H2 User Manual 80



Checking the Firmware Version of the MCU

Use this option to check the firmware version on the MCU. Type 7 in the prompt to select Check MCU
Firmware Version. The firmware version information is displayed at the prompt.

B¥ Administrator: Command Prompt - mx-lanbypass-ctl.exe

Moxa MCU Firmware Upgrade

This tool allows users to independently update the firmware of the MCU (Microcontroller Unit).

/7 NOTE

This tool is only applicable to models equipped with 8 LAN ports.

To run the utility, do the following:

Open the Command Prompt as Administrator and enter C:\ProgramFiles\Moxa\MxMCUFirmwareUpgrade\.

Al Apps Documents Settings More »

Best match

3 Command Prompt
App

Settings =
Command Prompt

= Replace Command Prompt with
Windows PowerShell in the Win + X
- Open
> Run as administrator
i) Open file location
Pin to Start

Pin to taskbar

£ emd|

BN Administrator: Command Prompt
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Upgrade the MCU Firmware

1. Download the latest MCU firmware upgrade file from Moxa’s support website at
https://www.moxa.com/en/support to the V3400 computer.

Copy the update files in C:\Program Files\Moxa\MxMCUFirmwareUpgrade\.
Run the Command Prompt as Administrator to upgrade MCU firmware in Command Prompt.

B Administrator: Command Prompt

B Administrator: Command Prompt - mx-mcuupgrade-ctl.exe -f FB_MCU_V3000_V1.00508_22080922.bin

5. Update completed.

B Administrator: Command Prompt

Check MCU Firmware Version

Run the following command to check current MCU firmware version.

mx-mcuupgrade-—

B Administrator: Command Prompt

-mcuupgrade-

=3

rirmwar

ogram File

V3400 Series Win 11 LTSC 24H2 User Manual

82


https://www.moxa.com/en/support

Moxa Tca9535 Initial Service

This service is used to initialize the TCA9535 and will automatically run in the background after each system

startup.

/ NOTE

Installation is only required if the Moxa Cellular Assistant utility is needed. Please install the Moxa
Tca9535Initial Service before installing the Moxa Cellular Assistant utility.

To run the utility, do the following:

1. Run Tca9535InitialServiceSetup.exe to Install Moxa Tca9535 Initial Service. The service will start

running automatically after installation.

Service Setup Wizard

Click Next to continue, or Cancel to exit Setup.

Next

r-l_—, Setup - Moxa Tca9535 Initial Service -

Welcome to the Moxa Tca9535 Initial

This will install Moxa Tca9535 Initial Service 1.0.0 on your computer.

It is recommended that you close all other applications before continuing.

X

Cancel

2. To verify whether the service is running successfully, go to the Windows Services utility and check the

status of the 'Tca9535InitialService'.

Services

File Action View Help

Moxa Tca9335 Initial Service A Moxa Tcad535 Initial Service  Moxa Tca953..

£ Moxa WiFi AP Service Moxa WiFi A..
&) Moxa Wireless Signal Displa.. Moxa Wirele..

£ Natural Authentication Signal aggre..

Running

Running

a7 B o= Hm roaumnp
" Services (Local) " Services (Local)
Moxa Tca9535 Initial Service Name Description Status Startup Type Log On As
S Microsoft Storage Spaces S..  Host service.. Running  Manual Network Se..
Stop the service & Microsoft Store Install Service  Provides infr.. Running  Manual Local System
Restart the service . X . i
& Microsoft Windows SMSRo..  Routes mess. Manual (Trigg.. Local Service
£):Moxa Cellular Assistant Servi.. Moxa Cellul..  Running  Automatic (De.. Local System
Description: G Moxa Serial Interface Moxa Serial . Running  Automatic Local System

Automatic Local System
Manual Local System
Automatic (De.. Local System
Manual (Trigg.. Local System
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Moxa Cellular Assistant

Windows Cellular Assistant provides command line tool and GUI utility to configure the connection of
Cellular module. And there is a Service running in the background and automatically initializing and setting
the Cellular module according to configuration. This chapter describes how to set up and config Cellular
module connection configuration. The following topics are covered in this chapter:
e Install Moxa Cellular Assistant
¢ Command Line Tool

» Unlock SIM PIN
e  GUI utility

> Setup Cellular Connection

» Configure Connection Check-alive

» Disconnect Log

/7  NOTE

Please install the Moxa Tca9535Initial Service before installing the Moxa Cellular Assistant utility.

Install Moxa Cellular Assistant

1. Run CellularAssistantSetup.exe to install Moxa Cellular Assistant Service.

X

User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Moxa Cellular Assistant

Verified publisher: MOXA INC.
File origin: Removable media on this computer

Show more details

]

&, Setup - Moxa Cellular Assistant - X

Welcome to the Moxa Cellular
Assistant Setup Wizard

This will install Moxa Cellular Assistant 1.0.0 on your computer.
Tt is recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

Next Cancel
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2. After installation finished, Moxa Cellular Assistant Service will automatically start and initialize the
Cellular module on the device.

3. You can find the command line tool mx-cell-asst.exe and ConfigureCellular.exe at the C:\Program
Files\Moxa\Moxa Cellular Assistant\. These two utilities will be used later for Cellular configuration.

% < | Moxa Cellular Assistant - m} X
Home Share View 0
« v 1 > ThisPC » Windows (C:) » Program Files > Moxa » Moxa Cellular Assistant » v Q)| | Search Moxa Cellular Assistant @
Name B Date modified Type Size ~

# Quick access

Newtonsoft.Json.dll

) - v
26 items N

4. It may take 2-3 minutes for Service to initialize the Cellular module and the system to prepare the
device.

B Desktop Log 4 25 11:32 PM File folder
& Downloads MxConhectlorTProflle 4 1? 11:32 PM e folder
. MxDeviceProfile 4/6/2025 11:32 PM File folder
= Documents MiModuleProfile 4/6/2025 11:32 PM File folder
& Pictures CellularConfig 5/29/2025 8.08 PM Configuration setti... 2KB
W This PC CommandLine.dll 5/ 022 4:11 PM Application extens... 220 KB
ComPortAccessLib.dll 2/ 5 12:22 PM Application extens... 26 KB
~~ New Volume (F) ComPortAccessLibWrap.dll 3/ 25430 PM Application extens... 22 KB
- New Volume (G "% ConfigureCellular 3/ 54:30 PM Application 41 KB
LibFT260.d1I 1 24 2:12 PM Application extens... 329KB
& Network g mx-cell-asst 3 Application 50 KB
™ MxCellAsstService Application 39KB
MxCellMgmiLib.dll 3, Application extens... 96 KB
MxDeviceLib.dll 2 Application extens... 23 KB
MxDeviceMgmitLib.dll 3 5 4:30 PM Application extens... 30 KB
mxlibi2c.dll 12/16/2024 9:37 AM Application extens... 35KB
3 Application extens... 696 KB

Command Line Tool

To run the utility, do the following:

e Open the command prompt as Administrator and type the following to access the folder: C:\Program
Files\Moxa\Moxa Cellular Assistant\.

Al Apps  Documents Settings More ¥

Best match
[ Command Prompt
App
Settings =
Command Prompt

= Replace Command Prompt with
Windows PowerShell in the Win + X

Open
J Run as administrator
i Open fi
! Pin to Start

Pin to taskbar

£ emd|

B Administrator: Command Prompt

C:\Program Files\Moxa\Moxa Cellular Assista
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e Run the "mx-cell-asst.exe --help" command to see the instructions on using this utility and follow
them to configure the cellular module status.

Administrator: Command Prompt — O X

2502.104@
Copyright 24 Moxa Inc. All rights re

at Input AT command

module_info Get Module information.

rescan Rescan Module information.

reboot Reboot Module.

cellular_diag Diagnosis the cellular network.

status Query network connection status.
Get signal strength.

sim_status Query SIM card status.

switch_sim Switch SIM slot.

unlock_pin Unlock PIN code

gps_on GPS data ON.

gps_off GPS data OFF.

help Display more information on a specific command.

version Display version information.

am Files\Moxa\Moxa Cellular Assistant>_
¢ module_info

module_info command provides information of the Cellular module. The name in "[ ]" corresponds to
the front text print. This information will be used in the following settings.

mx-cell-asst.exe module

BN Administrator: Command Prompt = [m] X

¢ sim_status -i [interface]
Using sim_status command with parameter "Interface Name" to get the SIM card status
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e unlock_pin -i [interface] -p [pin_code]

Using unlock_pin command with parameter "Interface Name" and "PIN Code" to unlock SIM Pin.

mx-cell-asst.exe unlock pin -i "Cellular" -p "0000"

BN Administrator: Command Prompt — ] X

¢ switch_sim -i [interface] -s [slot]

Using switch_sim command with parameter "Interface Name" to check current sim slot, using
parameter "Interface Name" and "slot" to switch sim slot selection.

mx-cell-asst.exe switch sim -i "Cellular"

mx-cell-asst.exe switch sim -i "Cellular" -s 2

B Administrator: Command Prompt == a X

“Cellular”

e gps_on

Using gps_on command with parameter "Interface Name" to enable GPS data output and get GPS
information from the specified com port.

mx-cell-asst.exe gps on -i "Cellular"

BN Administrator: Command Prompt = O X

g PComm Terminal Emulator - COM19,115200,None,8,1,ANSI - O X

Profile Edit Port Manager Window Help

4 JH| &2 28

[E com19,115200,None,8,1,ANS! =N <=
~

™=
o
rTs

9N

N WO N W

B W N B W

State:OPEN TN [ [ o8 Raeady
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e gps_off

Using gps_off command with parameter "Interface Name" to disable GPS data output.

mx-cell-asst.exe gps off -i "Cellular"

BN Administrator: Command Prompt - a X

from COM 19

Cellular

oxa Cellu

¢ cellular_diag

Using cellular_diag command with parameter "Interface Name" to perform diagnosis on the cellular
network.

mx-cell-asst.exe cellular diag -i "Cellular"

Administrator: Command Prompt - (] X

GUI Utility

The UI program consists of two sections: Cellular Configuration and Check-Alive Settings. It also
features an action message window.

Configure Cellular Network Profiles — X

Configuration Message

[ 5G1 ] Cellular 20 - Telit FN930A28 v Cellular 20 - Telit FN990A28 is select [ ‘
SIM slot 1 is select |

APN 1]}
SIM Slot 1 v
PIN Code |
IP Method Default v

Apply

Check-alive Ping Configuration

Target Host | 8.8.8.8 \

Ping Timeout | 3 \

Check Interval 300 ]

Retry Threshold | 3 \
Apply

Connect
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e Setup Cellular Connection Config

> Select the Cellular Interface, set APN, SIM Slot, PIN code, IP Method and click Apply to save
connection configuration.

Configure Cellular Network Profiles - x
Configuration Message
[ 5G1] Cellular 20 - Telit FN990A28 v |Cellular 20 - Telit FN990A28 is select
SIM slot 1 is select

APN internet I Update [ 5G1 ] Cellular 20 - Telit FN990A28 Connection Configuration
SIM Slot 1 v
PIN Code 1234 |
IP Method Default v

Apply I

Check-alive Ping Configuration

Target Host
Ping Timeout 3
Check Interval
Retry Threshold 3

Apply

Connect

> After every Cellular Interface's config finished, click Connect to connect all Cellular Interface to

Internet.
Configure Cellular Network Profiles - X

Configuration Message

[ 5G1 ] Cellular 20 - Telit FN990A28 v Cellular 20 - Telit FN990A28 is select
SIM slot 1 is select

APN internet I Update [ 5G1 ] Cellular 20 - Telit FN990A28 Connection Configuration
Start Connect : [ 5G1 ] Cellular 20 - Telit FN990A28

SIM Slot 1 v [info] Check Sim slot...
[Info] Check Sim Ready...

PIN Code 1234 | |info] SIM Ready
[Info] Set APN...

IP Method Default v

[Info] Connecting...
[ 5G1] Cellular 20 - Telit FN990A28 is Connected

Apply

Check-alive Ping Configuration

Target Host 8.8.8.8

Ping Timeout |I|
CheckInterval | 30
Retry Threshold | 3 |

Apply

l Connect
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Configure Connection Check-alive

> Select a method to determine whether the connection is successful. The system uses the ping
command to verify whether the connection between the device and the server is functioning

properly.
O Target Host:

The default value is 8.8.8.8. It also support URL.
O Ping Timeout:

The default is 3 seconds, indicating the timeout of the ping command.

O Check Interval:

The default is 300 seconds, which means the ping method will be checked for connectivity

every 300 seconds.
O Retry Threshold:

The default is 3, which means each check-alive will ping 3 times to check for connectivity.

» After set the check-alive config, click Apply to update check-alive configuration and the service will

start check-alive using new configuration.

Configure Cellular Network Profiles

Configuration Message
[ 5G1 ] Cellular 20 - Telit FN990A28 v Cellular 20 - Telit FN990A28 is select
= : SIM slot 1 is select
APN internet } Apply New Check-Alive Configuration
5 2 Target Host : www.google.com
SIM Slot 1 ~ Ping Timeout :5
Check Interval : 500
PIN Code | 1234 ‘ Retry Threshold : 5
IP Method Default v
Apply
Check-alive Ping Configuration
Target Host | www.google.com ‘
Ping Timeout | 5 ]
Check Interval | 500 ]
Retry Threshold | 5 ]
Apply |

Connect

Disconnect Log

When the connection between the machine and the server is lost, service will automatically record

module information for the problem can be analyzes later.

¥ Manage Log
€« - h » ThisPC » Windows (C:) » Program Files » Moxa » Moxa Cellular Assistant » Log

Name Date Type

# Quick access
DiagnesisLog_[Cellular 20]_2025-01-06_21-44-13 6/2025 %:44 PM Text D

I Desktop 9 9.1 L = :
4 Downloads
=] Documents
&/ Pictures
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Moxa WiFi AP Service

This chapter describes how to set up and config WiFi AP Service which using WiFi Direct technology to
achieve WiFi AP functionality on Windows. The utility will set up a service to control the WiFi AP and a
command line tool to set the config of the service and WiFi AP. The following topics are covered in this
chapter:

e Install WiFi AP Service
e Configuring the WiFi AP Service

Install WiFi AP Service

e Run "WiFiAPServiceSetup.exe" to install WiFi AP Service.

User Account Control x

Do you want to allow this app to make
changes to your device?

I_JJ Moxa WiFi AP Service

Verified publisher: MOXA INC.
File origin: Hard drive on this computer

Show more details

Yes No

¢l Setup - Moxa WiFi AP Service - >

Welcome to the Moxa WiFi AP
Service Setup Wizard

This will install Moxa WiFi AP Service 1.1.0 on your computer.
It is recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

Next Cancel
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After installation finished, you can find the command line tool mx-wifiap-ctl.exe at the C:\Program
Files\Moxa\Moxa WiFi AP Service\.

V] = | Moxa WiFi AP Service - ] X
Home Share View o
— v » This PC > Windows (C:) > Program Files > Moxa > Moxa WiFi AP Service v QO Search Moxa WiFi AP Service Pl
~
~ Name Date modified Type Size
# Quick access
i [17/. 11 P Apr
B Desktop & CommandLine.dll 5/17/2022 411 PM Application extens 220 KB
& mx-wifiap-ctl 2/24/2025 415 PM Application 36 KB
¥ Downloads o
MxWiFiApLib.dll 12/27/2024 1:40 PM Application extens... 57 KB
‘= Documents e _ .
MxWiFiApLibWrap.dil 12/27/2024 1:33 PM Application extens... 22 KB
& Pictures unins000.dat 3/18/2025 9:40 PM DAT File 8KB
& This PC L unins000 3/18/2025 9:40 PM Application 3,130 KB
unins000.msg 3/18/2025 9:40 PM MSG File 24 KB
~- New Volume (F) % WiFiAPService 1/15/2025 7:53 AM Application 16 KB
. New Volume (G:) WiFiApSvcConfiguration 11/26/2024 8:40 AM Configuration setti... 1KB
¥ Network v
9 items =]

Configuring the WiFi AP Service

e Open the command prompt as Administrator and type the following to access the folder: C:\Program
Files\Moxa\Moxa WiFi AP Service\.

Al uments  Settings  More ¥

Best match

I Command Prompt
App

Settings

Command Prompt

& Replace Command Prompt with
Windows PowerShell in the Win + X

Run as administrator

Pin to Start

Pin to taskbar

£ emd|

BX Administrator: Command Prompt

9844.5854]
hts r
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¢ Run the mx-wifiap-ctl.exe --help command to see the instructions on using this utility and follow
them to configure the WiFi AP status.

B3 Administrator: Command Prompt - J X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.e

mx-wifiap-ctl 1.0.2408.10000

Copyright (C) 2021 Moxa Inc. All rights reserved.
module_info Show WiFi module information.
set_publisher Set the specific WiFi module to setup WiFi AP.
get_publisher Shows the current WiFi module to setup WiFi AP.
start Start WiFi AP.

stop Stop WiFi AP.

restart Restart WiFi AP.

set_auto_mode Set WiFi AP auto start mode when system startup <o|1>.

get_auto_mode Get current WiFi AP start mode.

rescan Rescan WiFi module information on the device.
set_connection_profile Set the WiFi AP connection profile.
get_connection_profile Get the current WiFi AP connection profile.
help Display more information on a specific command.

version Display version information.

C:\Program Files\Moxa\Moxa WiFi AP Service>_

¢ module_info
Provides information of the WiFi module and the module information will save to the config file.

Administrator: Command Prompt - o X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe module_info

Friendly Name = Qualcomm Atheros QCA61x4A Wireless Network Adapter

Friendly Name = Qualcomm FastConnect 6900 Wi-Fi 6E Dual Band Simultaneous (DBS) WDI Network Adapter

C:\Program Files\Moxa\Moxa WiFi AP Service>_

e get_publisher
Get the current WiFi module to set up WiFi AP.

B Administrator: Command Prompt - m) X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe get_publisher
Current WiFi Publisher:
Wi-Fi - Qualcomm Atheros QCA61x4A Wireless Network Adapter

C:\Program Files\Moxa\Moxa WiFi AP Service>_

¢ set_publisher -i [index]

Use the WiFi index captured by module_info command to set the WiFi module used to create WiFi
AP.

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe set_publisher -i 2

Set

Wi-Fi 2 - Qualcomm FastConnect 69@@ Wi-Fi 6E Dual Band Simultaneous (DBS) WDI Network Adapter
to setup WiFi AP

C:\Program Files\Moxa\Moxa WiFi AP Service>_
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¢ get_connection_profile

Get the current connection profile's SSID and Passphrase setting. There is no default SSID and
Passphrase.

B Administrator: Command Prompt — [m] =

ion_profile

ion_profile -s

ion_profile

¢ set_connection_profile -s SSID -p PASS
Set the connection profile's SSID and Passphrase.

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe set_connection_profile -s Test_SSID -p Test1234

:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe get_connection_profile
= Test_SSID
= Testl1234

C:\Program Files\Moxa\Moxa WiFi AP Service>

. start
» Start the WiFi AP.

B Administrator: Command Prompt - O X

C:\Program Files\Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe start

C:\Program Files\Moxa\Moxa WiFi AP Service>

» At the Network Connections page can be found that there is a "Microsoft Wi-Fi Direct Virtual
Adapter" used to establish WiFi Direct connection.

& Network Connections = o X
4+ % > Control Panel » Network and Internet > Network Connections v rch Net... @
Organize ~ E - 1 9
- Bluetooth Network Connection 2 o Ethernet - Ethernet 2 - Ethernet 3
- Ethernet 4 -~ Wi-Fi - Wi-Fi 2 - Local Area Connection* 10
R ™ Ay M Ay A i
- Network - Not - lot connecte: - able
e N Y % il g x : i
8 items -
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» You can find this WiFi access point on another computer and connect using the previously set
password.

:_\\D

.M-Mobile

aﬂ

z -M-Mobile

h\b

SQA3_WiFi6

ﬁb

SQA3_WiFi6

SQA3_WiFi6_5G

;\\D

Test_SSID
ured

z SQA3_WiFi6_5G

Test_SSID
° Secured

Enter the network security key

Next

Connect automatically

TP-Link_B904
B2 to.iin RaA

k & Internet settings Internet settin

e )
Mobile
Airplane mode hotspot

1:}. C0]
Mobile
Airplane mode hotspot

o stop
Stop the WiFi AP and all the connection will be disconnected.

B Administrator: Command Prompt - O X

C:\Program Fil Moxa\Moxa WiFi AP Service>mx-wifiap-ctl.exe stop
Stopping WiFi AP.
WiFi AP stopped.

C:\Program Files\M \Moxa WiFi AP Service>_

e restart
Stop WiFi AP and then restart the WiFi AP.

& Administrator: Command Prompt - a X

C:\Program Files\¥ Moxa WiFi AP Serv fiap-ctl.exe restart
Stopping WiFi AP

Starting WiFi AP

WiFi AP is running.

C:\Program Fi M Moxa WiFi AP Service>

¢ set_auto_mode -m[mode]
Set the WiFi AP start automatically when the system is turned on. (1:auto, 0:manual)

B Administrator: Command Prompt — O X

C:\Program Fil xa\} WiFi A > fiap-ctl.exe set_auto_mode -m 1
Set WiFi AP start mode to:
Auto

Program Files\Moxa\Moxa WiFi A

« get_auto_mode
Shows the current WiFi AP start mode.

B Administrator: Command Prompt - [m} X

\Program Files\V A ervice>mx-wifiap-ctl.exe get_auto_mode
t WiFi AP s

Program Files)\ \Moxa WiFi A
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. rescan

Rescan the WiFi module on the system, it's for the case when the WiFi module or WiFi adapter is

changed.

B Administrater: Command Prompt

oxa\Moxa WiFi AP Ser e>mx-wifiap-ctl.exe rescan

e = Wi-Fi
Friendly Name = Qualcomm Atheros QCA61x4A Wireless Network Adapter

(2]

Name = Wi-Fi 2

Friendly Name = Qualcomm FastConnect 690@ Wi-Fi 6E Dual Band Simultaneous (DBS) WDI Network Adapter

C:\Program Files\Moxa <a WiFi AP Service>

Moxa Battery Detect

This tool is used to check whether the RTC battery voltage has dropped below 2.4 volts. Users can configure

the detection interval, and a notification will alert them to replace the battery when the voltage is too low.

e Open the command prompt as Administrator and type the following to access the folder: C:\Program

Files\Moxa\MxBatteryDetect\.

All Documents  Settings  More v

Best match

3 Command Prompt
App
Settings

= Replace Command Prompt with
Windows PowerShell in the Win + X

) Run as administrator
1 file location
! Pin to Start

Pin to taskbar

£ emd|

il

Command Prompt

App

Administrator: Command Prompt
i o
ation. All rights r

»

am File

V3400 Series Win 11 LTSC 24H2 User Manual

96



¢ Run the mx-batdet-ctl.exe --help command to see the instructions on using this utility and follow
them to configure the battery detect setting.

Administrator: Command Prompt — O X

C:\Program Files\Moxa\MxBatteryDetect>mx-batdet-ctl.exe --help
mx-batdet-ctl 1 ¢
Copyright c
--option #Select battery detection operation mode
--hour #Set the hour of the day to run battery detection
--day #Set the day of the week to run battery detection (1 = Monday)
--boot #Enable battery detection after every system boot

--help Display this help screen.

--version Display version information.

C:\Program Files\Moxa\MxBatteryDetect>_

e Setting parameters
» Options:

1 Start RTC battery detection

2 Stop RTC battery detection

3 Confirm detection settings

4 Detect RTC battery status once

» hour
Set the hour of the day to perform RTC battery detection (Range: 0-23).
> day
Set the day of the week for RTC battery detection (Range: 1-7, where 1 = Monday).
> boot
Enable RTC battery detection on every system boot.
1 > Enable
e Example:
» Set to detect once every morning at 8 o'clock.

mx-batdet-ctl.exe --option 1 --hour 8
» Set to detect once every Monday at 8 am.

mx-batdet-ctl.exe --option 1 --hour 8 --day 1

Y

Set battery detection to run after every boot.

mx-batdet-ctl --option 1 --boot 1
> Stop detecting RTC battery.

mx-batdet-ctl --option 2

» Confirm detection setting.

mx-batdet-ctl --option 3
O  If battery detection is set.

Administrator: Command Prompt — O *

ogram Files\Moxa\MxBatteryDetect>mx-batdet-ctl.exe --option 3
RTC battery detecting

C:\Program Files\Moxa\MxBatteryDetect>g

V3400 Series Win 11 LTSC 24H2 User Manual 97



0O  If battery detection is not set.

Administrator: Command Prompt - O X

» Detect RTC battery status once.

mx-batdet-ctl -o 4

O If the RTC battery voltage is normal (greater than 2.4 volts).

Administrator; Command Prompt — O X

0O If the RTC battery voltage is too low or if the RTC battery is not installed.

Administrator; Command Prompt - O *

xBatteryDetect>mx-batdet-ctl.exe -0 4

Low voltage, please replace the RTC battery soon!

C:\Program Files (BatteryDetect>

. Detection:

After configuring the scheduled detection, if the RTC battery voltage is too low or the battery is not
installed, a warning message will pop up. The user must click OK to close the message window.

@' Low Voltage Warning *

Low voltage, please replace the RTC battery soon!
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10.

I0 Control API

This chapter describes how to use the IO Control API.

Downloading the API

1.
2.

3.

Access the Moxa support page: https://www.moxa.com/en/support.

Select the product series (example: DA-820).

ContactUs | Partner Zone | My Moxa

MOX/\ Products Solutions Support How to Buy About Us

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-— -
DA-B20
) anty Resources
DA-820 Series
DA-820-Ethernet Series Expansion Modules
iervice/RMA Literature Library

Easily find drivers, software, and Moxa's product repair service Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality to help you find in-depth
product. service with complete traceability information on our products and

of your product.

solutions as well as the

technologies that drive them.

Download the related files.

DA-820 Series

3U 19-inch IEC 61850 native PRP/HSR computer with

Intel® Celeron®, Cor

e™ i3 or i7 CPU

GO TO PRODUCT PAGE m Save

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System - m Driver®  Firmwars()  Libraryld)  Utiity(7)

NAME TYPE VERSIONY  OPERATING SYSTEM RELEASE DATE ¥
Library for DA-820 Series (Windows 7 Example) oy brary v1.0 Jan 28, 2015
450.9KB

Driver for DA-820 Series (Peripheral for Linux) b, Driver v1.0 Jan 22, 2015

651.6 KB

Driver for DA-820 Series (Linux) b, Driver v1.0 Jan 22, 2015
318.5KB

SHOW ALL
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mxdgio
The mxdgio library operates on the digital I/Os and consists of the following:

¢ GetDinCount
¢ GetOutCount
e GetDinStatus
¢ GetDoutStatus
¢ SetDoutStatus

GetDinCount

Syntax
int GetDinCount () ;

Description

Get the numbers of a digital input port.
Parameters

N/A.

Return Value

The numbers of the digital input port.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutCount

Syntax
int GetDoutCount () ;

Description

Get the numbers of a digital output port.
Parameters

N/A.

Return Value

The numbers of the digital output port.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
GetDinStatus

Syntax

int GetDinStatus (int port);
Description
Gets the status of a digital input port.
Parameters
port: The index of the digital input port; starts at 0.
Return Value
The status of the digital input port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/Name].json
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GetDoutStatus

Syntax
int GetDoutStatus (int port);

Description

Gets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

Return Value

The status of the digital output port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Value |Meaming

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/Name].json
SetDoutStatus

Syntax

int SetDoutStatus (int port, int status);
Description
Sets the status of a digital output port.
Parameters
port: The index of the digital output port; starts at 0.
status: The status of the digital output port; 0 for low and 1 for high.
Return Value
Returns the value 0 if the digital output status is successfully set.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartCount
¢ GetUartMode
¢ SetUartMode

GetUartCount

Syntax
int GetUartCount () ;

Description

Gets the numbers of the UART port.
Parameters

N/A

Return Value

The numbers of the UART port.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.

Requirements

Name ____ [Items |
Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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GetUartMode

Syntax
int GetUartMode (int port);

Description

Gets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

Return Value

The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W, and 3 for RS-422.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/Name].json
SetUartMode

Syntax

int SetUartMode (int port, int mode);
Description
Sets the status of the UART port.
Parameters
port: The index of the UART port; starts at 0.
mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W, and 3 for RS-422.
Return Value
Returns 0 if the UART mode is successfully set.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
NOT_SUPPORT_MODE -4 Target mode is not supported for this port.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/Name].json
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mxled

The mxled library operates on the relay output and consists of the following:

¢ GetLedData
¢ SetLedData

GetLedData

Syntax
int GetLedData (int port);

Description

Gets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.
Return Value

The status of an LED port; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved by the LED_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile[ModelName].json
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SetLedData

Syntax
int SetLedData (int port, int status);

Description

Sets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.

status: The status of the LED; 0 for OFF, 1 for ON, and 2 for blinking.
Return Value

Returns 0 if the LED status is set successfully.

Error codes

The following error codes can be retrieved by the LED_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile[ModelName].json

mxwdg

The mxwdg library operates on the watchdog and consists of the following:
¢« mxwdg_open

¢ mxwdg_refresh

¢ mxwdg_close

mxwdg_open

Syntax
PVOID mxwdg open (unsigned long time);

Description

Initializes the watchdog timer.

Parameters

time: The interval at which the watchdog timer is refreshed; the unit is second.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxwdg_refresh

Syntax
int mxwdg refresh (PVOID fd);

Description

Refreshes the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value

Returns 0 on success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
mxwdg_close
Syntax
void mxwdg close (PVOID fd);
Description

Disables the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxpcie

The mxpcie library operates on the power of PCIE slot and consists of the following:

o GetPCIESIotStatus
e SetPCIESlotStatus
¢ SetPCIESlotStatusWithReset

GetPCIESIotStatus

Syntax

int GetPCIESlotStatus (int port);

Description

Gets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot power; 0 for OFF, 1 for ON.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json

V3400 Series Win 11 LTSC 24H2 User Manual 108



SetPCIESIotStatus

Syntax
int SetPCIESlotStatus (int port, int status);

Description

Sets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power; 0 for OFF, 1 for ON.
Return Value

Returns 0 if the PCIE slot power is successfully set.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name |Value |Meaning
LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json

V3400 Series Win 11 LTSC 24H2 User Manual 109



SetPCIESIotStatusWithReset

Syntax

int SetPCIESlotStatusWithReset (int port, int status, int time);

Description

Sets the PCIE slot power status and PCIE slot reset pin turn ON and OFF.
Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power and PICE reset pin; O for OFF, 1 for ON.
time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot power and PCIE reset pin are successfully set.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name ________[Value [Meaning _______________ |

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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mxpciereset

The mxpciereset library operates on the PCIE reset pin status and consists of the following:

¢ GetRESETSIlotStatus
e SetRESETSIlotStatus

GetRESETSIlotStatus

Syntax
int GetRESETSlotStatus (int port);

Description

Gets the PCIE slot reset pin status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot reset pin; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile[Mode/lName].json
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SetRESETSIotStatus

Syntax
int SetRESETSlotStatus (int port, int time);

Description

Sets the PCIE slot reset pin ON/OFF cycle and delay time.
Parameters

port: The index of the PCIE slot; starts at 0.

time: The delay time between PCIE slot reset pin turn ON and OFF.
Return Value

Returns 0 if the PCIE slot reset pin is successfully set.

Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Name Value  |Meaning
LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile[Mode/Name].json
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mxm2bpower

The mxm2bpower library operates on the power of M.2 B Key slot and consists of the following:

¢ GetPowerStatus
¢ SetPowerStatus

GetPowerStatus

Syntax
int GetPowerStatus (int port);

Description

Gets the M.2 B Key slot power status.

Parameters

port: The index of the M.2 B Key slot; starts at 0.

Return Value

The status of a M.2 B Key slot power; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved by the M2BPOWER_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxm2bpower library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header m2bpower.h

Library m2bpower.lib

DLL m2bpower.dll

Profile Mxm2bpowerProfile[Model/Name].json
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SetPowerStatus

Syntax

int SetPowerStatus (int port, int status);

Description
Sets the M.2 B Key slot power status.

Parameters

port: The index of the M.2 B Key slot; starts at 0.

status: The status of the M.2 B Key slot power; 0 for OFF, 1 for ON.
Return Value

Returns 0 if the M.2 B Key slot power is successfully set.

Error codes

The following error codes can be retrieved by the M2BPOWER_STATUS function.

Name —  alue |Meaning

LIB_INITIALIZE_FAIL -1 The mxm2bpower library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header m2bpower.h

Library m2bpower.lib

DLL m2bpower.dll

Profile Mxm2bpowerProfile[ModelName].json
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MxLBPLibrary

The MxLBPLibrary library operates LAN Bypass modes and consists of the following:

e RelayMode
» GetRelayMode
> SetRelayMode
¢ WDTResetMode
» GetWDTResetMode
» SetWDTResetMode
¢ WDTRelayMode
» GetWDTRelayMode
> SetWDTRelayMode
e AppWDTMode
» GetAppWDTMode
> SetAppWDTMode
e AppWDTKick
» SendAppWDTKick
e AppWDTResetMode
» GetAppWDTResetMode
» SetAppWDTResetMode
e AppWDTRelayMode
» GetAppWDTRelayMode
» SetAppWDTRelayMode
e PowerOffRelayMode
» GetPowerOffRelayMode
» SetPowerOffRelayMode
e  MCUFirmwareVersion
» GetMCUFirmwareVersion
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Relay Mode

Relay Mode indicates using relay to control the connection mode of the target LANs. The following topics are
covered in this chapter:

e GetRelayMode
e SetRelayMode

GetRelayMode

Syntax

int GetRelayMode (out int relayMode) ;

Description

Gets relay mode from MCU.
Parameters

relayMode (call by reference variable)

e The mode of relay

Index |Mode [Description

0 Connect Target LANs connected.

1 Disconnect |Target LANs disconnected.

2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

SetRelayMode

Syntax

int SetRelayMode (int relayMode) ;
Description

Sets relay mode.
Parameters
relayMode (call by reference variable)

e The mode of relay

Index [Mode Description

0 Connect Target LANs connected.

1 Disconnect |Target LANs disconnected.

2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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WDTResetMode

Watchdog Reset Mode indicates whether the system needs to be reset after the watchdog is triggered. The
following topics are covered in this chapter:

e GetWDTResetMode
e SetWDTResetMode

GetWDTResetMode

Syntax
int GetWDTResetMode (out int WDTResetMode) ;

Description

Gets watchdog reset mode from MCU.
Parameters

WDTResetMode (call by reference variable)

¢ The mode of watchdog reset

indeciode  lbeseiption

Not Reset |The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

SetWDTResetMode

Syntax

int SetWDTResetMode (int WDTResetMode) ;

Description

Sets watchdog reset mode.

Parameters

WDTResetMode (call by reference variable)

e The mode of watchdog reset

Mode  IDeseription

0 Not Reset |The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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WDTRelayMode

Watchdog Relay Mode indicates which relay mode to switch to after the watchdog is triggered. The following
topics are covered in this chapter:

¢ GetWDTRelayMode
e SetWDTRelayMode

GetWDTRelayMode

Syntax
int GetWDTRelayMode (out int WDTrelayMode) ;

Description

Gets watchdog relay mode from MCU.
Parameters

WDTrelayMode (call by reference variable)

¢ The mode of watchdog reIay

Indecnode _lbeseriotion

Connect Target LANs connected.
1 Disconnect |Target LANs disconnected.
2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

SetWDTRelayMode

Syntax
int SetWDTRelayMode (int WDTrelayMode) ;

Description

Sets watchdog relay mode.

Parameters

WDTrelayMode (call by reference variable)

e The mode of watchdog relay

Index [Mode Description

0 Connect Target LANs connected.

1 Disconnect |Target LANs disconnected.

2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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AppWDTMode

App Watchdog Mode determines whether to enable the APP Watchdog function. The following topics are
covered in this chapter:

¢ GetAppWDTMode
e SetAppWDTMode

GetAppWDTMode

Syntax
int GetAppWDTMode (out int appWDTMode, out int timeout);

Description
Gets app watchdog mode from MCU.
Parameters

e appWDTMode (call by reference variable)
» The mode of app watchdog

Indeciode Josscrntion

Disable Disable the app watchdog function.
1 Enable Enable the app watchdog function.

e timeout

» Timeout (sec), (Notice: timeout must be between 5 and 15.)
Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

SetAppWDTMode

Syntax
int SetAppWDTMode (int appWDTMode, int timeout);

Description
Sets app watchdog mode from MCU.
Parameters

e appWDTMode (call by reference variable)
> The mode of app watchdog

Indexinode  loeserpion

Disable Disable the app watchdog function.
1 Enable Enable the app watchdog function.

e timeout

» Timeout (sec), (Notice: timeout must be between 5 and 15.)
Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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AppWDTKick

App Watchdog Kick indicates which relay mode to switch to after the watchdog is triggered. The following
topics are covered in this chapter:

¢  SendAppWDTKick

SendAppWDTKick

Syntax
int SendAppWDTKick() ;

Description
Sends the kick of app watchdog.
Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

AppWDTResetMode

App Watchdog Reset Mode indicates whether the system needs to be reset after the watchdog is triggered.
The following topics are covered in this chapter:

o GetAppWDTResetMode
e SetAppWDTResetMode

GetAppWDTResetMode

Syntax

Description

Gets app watchdog reset mode from MCU.
Parameters

appWDTResetMode (call by reference variable)

e The mode of app watchdog reset

Index [Mode Description
0 Not Reset The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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SetAppWDTResetMode

Syntax
int SetAppWDTResetMode (int appWDTResetMode) ;

Description

Sets app watchdog reset mode.

Parameters

appWDTResetMode (call by reference variable)

e The mode of app watchdog reset

Mode  |Description
0 Not Reset  |The system will not reset when the watchdog is triggered.
1 Reset The system will reset when the watchdog is triggered.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

AppWDTRelayMode

App Watchdog Relay Mode indicates which relay mode to switch to after the watchdog is triggered. The
following topics are covered in this chapter:

e GetAppWDTRelayMode
e SetAppWDTRelayMode

GetAppWDTRelayMode

Syntax

int GetAppWDTRelayMode (out int appWDTrelayMode) ;

Description

Gets app watchdog relay mode from MCU.
Parameters

appWDTrelayMode (call by reference variable)

¢ The mode of watchdog relay

Mode  IDeseription

0 Connect Target LANs connected.

1 Disconnect |Target LANs disconnected.

2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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SetAppWDTRelayMode

Syntax

int SetAppWDTRelayMode (int appWDTrelayMode) ;

Description

Sets app watchdog relay mode.

Parameters

appWDTrelayMode (call by reference variable)

e The mode of watchdog relay

N

0 Connect Target LANs connected.

1 Disconnect |Target LANs disconnected.

2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

PowerOffRelayMode

Power Off Relay Mode indicates which relay mode to switch to after the system is power off. The following
topics are covered in this chapter:

e GetPowerOffRelayMode
¢ SetPowerOffRelayMode

GetPowerOffRelayMode

Syntax

int GetPowerOffRelayMode (out int powerOffRelayMode) ;

Description

Gets power off relay mode from MCU.
Parameters

powerOffRelayMode (call by reference variable)

e The mode of power off relay

N

1 Disconnect |Target LANs disconnected.
2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll
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SetPowerOffRelayMode

Syntax

int SetPowerOffRelayMode (int powerOffRelayMode) ;

Description

Sets power off relay mode from MCU.
Parameters

powerOffRelayMode (call by reference variable)

e The mode of power off relay

N

1 Disconnect |Target LANs disconnected.
2 Bypass Target LANs are physically connected directly without passing through the
network device.

Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

MCUFirmwareVersion

MCU Firmware Version indicates the firmware version of MCU. The following topics are covered in this
chapter:

¢ GetMCUFirmwareVersion

GetMCUFirmwareVersion

Syntax

int GetMCUFirmwareVersion (out string version);

Description

Gets MCU firmware version from MCU.

Parameters

version (call by reference variable)

e The string of MCU firmware version, e.g., 1.0.0[S00].
Return Value

If the operation completes successfully, the return value is zero. If the operation fails, the return value is
one.

Requirements

DLL MxLBPLibrary.dll

V3400 Series Win 11 LTSC 24H2 User Manual 123



11. System Backup Restore

This chapter describes the usage of the following for system backup and restoration.

¢ WindowsRecovery

WindowsRecovery

WindowsRecovery is an OS image backup and restore program for system deployment, backup, and
recovery. You will first need to create a WindowsRecovery USB disk. This WindowsRecovery disk can only be

used to boot a UEFI BIOS machine. This chapter describes the setup process of the Windows Recovery
function.

Preparing the USB Device

1. Contact a Moxa technical staff and get the required file.

WindowsRecoveryUtility V12 X -+
S a» C & > DVDROM((D) > WindowsRecoveryUtility_V1.2
@® New - ) N Sort v = View v
A Home Name Date modified Type Size
W Gallery [®] BuildWindowsRecoveryUSB_V1.2 11/15/2023 2:33 PM Application 66 KB
[ MicrosoftWim.dil 4/10/2019 3:31 PM Application extension 37KB
[%] mxUsbFormatLib.dll 11/15/2023 2:33 PM Application extension 2,661 KB
@l Desktop
& WindowsRecovery 12/22/2020 11:16 AM Microsoft Edge PD! 2,218KB
' Downloads
[ WindowsRecovery_V1.7_Build_24041217.wim 10/18/2024 4:56 PM WIM File 1,376,007 KB
= Documents
PR Pictures

2. Run the BuildWindowsRecoveryUSB_V1.2.0.exe.
85 BuildRecoveryUSB = a X

Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB]

Windows Recovery File

Cancel
3. Select the USB drive to format.
8 BuildRecoveryUSB = (] X
Select USB and WinPE image
USB Drive:
|SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] v|

TOSHIBA TransMemory USB Device (D:) [16 GB

SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB]

Cancel
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4. Click ... to select .wim file from the folder.
8 BuildRecoveryUSB = a X

Select USB and WinPE image

USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] %

Windows Recovery File:

Cancel
Chose the WindowsRecovery file... X
T > DVD_ROM (D:) » WindowsRecoveryUtility_V1.2 v C Search WindowsRecoveryl... ©
Organize v New folder =~ 0 0
B B Name Date modified Type Size
A s [ ) WindowsRecovery V1.7 Build_24041217.... 10/18/2024 4:56 PM WIM File 1,376,007 K8 ‘
ery
@l Deskiop *
4 Downloads #
= Documents #
File name: | WindowsRecovery_V1.7_Build_24041217.wim | WIM files v

5. Click Start and make sure the selected USB can be formatted. Click Yes to start creating the recovery

USB.
8 BuildRecoveryUSB = O X

Select USB and WinPE image

USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] ~

Windows Recovery File:

reryUtility_V1.2WindowsRecovery V1.7 Build 24041217.wim [ .. |

6. Wait for the process to finish. The program will format the USB device and create a UEFI bootable
volume and a WinPE volume. You may see additional windows about folder information; do not close

these. You can close the windows after the process finishes.
8- BuildRecoveryUSB = a X

Build Recovery USB
1. Partition Disk (Done)
2. Apply File (Done)

Build WinPE USB Complete ! Exit
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7. To create a recovery USB disk with the Windows 11 image, copy the os_image_ModelName directory

to the \home\partimag folder in the USB drive.

- | = | Manage WindowsRecoveryUSE (F:)

Home Share View Drive Tools

1 = » WindowsRecoveryUSB (F:) »

v @ Search WindowsRecoveryUSB... @

- @

SnmpWalk "~ MName Date modified Type Size
System32 Boat 12/11/2020 328 PM  File folder
» [ This PC EFl 12/11/2020332PM  File folder
o En-us 11/13/2020 2:49 PM  File folder
¥ e UEFLNTFS (G] 11710/202011:30 .. File folder
> EF sources 11/10/2020 9:35 AM  File folder
bootmgr.ef 3/18/2019 3:47 PM EFI Fil 1475KB
Iv = WindowsRecoveryUSE (F:) I D cotmarel S e ’
> Boot
> EFI
en-us v
6 items
| = | partimag - K
Home Share View v 0
« . > WindowsRecoveryUSB (%) > home » partimag » o/ | Search partimag )
[ This PC - Name Date modified Type Size

o5_im ageﬁV?.dOBCﬁVT .0
= UEFI_NTFS (G:)

EFI

= WindowsRecoveryUSB (F:)
Boot
EFI
€n-us
home
SOUrCES o

1item

12/22/2020 10:14 ... Filefo

Ider

Booting From the USB Disk

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu,

select Boot Manager and press Enter to continue.

MBoot Hanager

2. Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

Boot Hanager

EFI USB Device {Patriot Hemory)
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System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the

Windows Recovery utility will display. Follow these steps.

1. Click Backup.

Information Shutdown

Select the Source disk to backup and Destination USB to store the OS image, also give an image

2.
name and description. Click Start to backup.

e

3B Windows Recovery

Windows Backup

Source

Disk -0
Model: MRSAJAADBAGTW25C00

Used Space: 193 GB (20,719,685,632) Byles
Free Space: 36.59 GB (39,284,023,206) Bytes

Patriot Memory USB Device, Partition#0
Used Space: 12.09 GB (12,985,724,928) Bytes
Free Space: 42.97 GB (46,136,131,584) Bytes

Image Information
Build ID:

Image Description:

Backup

os_image_yyyyMMddHHmmss

Start to backup
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3. Click Yes to continue.

= &=

=]
Disk -0
E
23
0 Start Backup Process?
Windows
% Yes [% No ’
; s 2 A
Test Image
Backup R n Shutdown
=

Y Windows
; éecovery

4. Wait for the backup process to complete.

(=& =]

Image Capturing...

Shutdown

= Windows
Lecovery

‘ T
os_image_Windows_|mage_01

Start to backup
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5. When the process is done, click OK.

[

. -
@ Windows Recovery EI

Backup Recovery Option Information Shutdown

6. Click OK, the computer will shut down.

s 5
3B Windows Recovery @

Backup Recovery Option Information Shutdown

4

indows
ecovery
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7. The OS image will be saved in USB disk at home\partimag.

| < | partimag
Home Share View

~ v s This PC » WindowsRecoveryUSB (D:) » home » partimag » v 0

-

[ Desktop " MName Date modified
Documents
‘ Downloads
Jﬁ Music

[&=] Pictures
B Videos

i Windows (C)

os_image_Windows_lmage_01 7/20/2020 3:49 PM

- WindowsRecoveryUSB (D:)

1item

Search partimag

Type
File folder

Size

8. In the os_image folder you can view the backup information and the image files.

| = | os_image Windows Image_01
Home Share View

“« v A <« home » partimag * os_image_Windows_lmage_01 v O
~
[ Desktop 2 MName Date modified
Documents comm 11/29/2019 9:53 AM
* Downloads D os_image_Windows_Image_01.wim 11/29/2019 10:03 ...
Jﬁ Music Windows_|mage_01 11/29/2019 9:53 AM
[&] Pictures Windows_lmage_01 3/3/2020 11:08 AM
m Videos
i Windows (C:)
- WindowsRecoverylUSB (D:)
v
4items

- O X
- @
Search os_image Windows_l.. @
Type Size
Configuration sett... TKE
WIM File 5.438,672 KB
Configuration sett... TKB
Text Document TKB

[EL

Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment(WinPE) and the Windows

Recovery utility will display. Follow these steps.

1. Click Recovery.

Information

Zl

indows
CoVv

Shutdown

ery
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2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Drive to restore. Click Apply.

ro— [=/a=]

Source
Device

|E: (Patriot Memory USB Device) ~|

Select Folder File

|os_irnaqe_Wmdcvws_lmage_Di e |

Build ID:Windows_|mage_071
Image Size:6.51 GB
Image Description

V2406C

120190325

TestImage

ip
Destination
I Disk - 0 (MRSAJAADG4GTW25C00) 2t !
Model: MRSAJAADBAGTW25C00 n Shutdown
Used Space: 55.9 GB (60.019,868,160) Bytes
= /-—-..‘.4
b .
Gl \ Windows

ecovery

/7 NOTE

If dual operating systems are required, it is recommended to restore the image to the destination drive
with the PCIe interface (if available) first.

3. Click Yes to continue the process.

3B Windows Recovery

\ E: {Patriot Merm:n_y USE Device)
Salect Folder File

os_image_Windows_Image_01

Build ID:Windows_Image_01
Im). BBl GR

ID Question 23

e Recovery the system now?
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4. Click Yes to overwrite the destination drive.

- 9
35 Windows Recovery EI@

Windows Recovery

Source

Da

| E: {Patriot Memory USE Device}
Select Folder File

os_image_Windows_Image_(1

Build ID:Windows_Image_01

Destination drive will be overwritten !!!
. Da you want to continue?

[ & ]

D;'sk = (MRSAJMMGTWQm}

Maodel: M
Us

Apply

5. Wait for the process to complete.

[Elals]

.
B Windows Recovery

Applyimage

Information Shutdown

|

indows
ecovery

6. Click OK.

/ NOTE

When you restart the computer, you will need to wait about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot- up
process. Do not turn off or shut down the computer while the system is restarting.
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