MGate 5109 Series User Manual

Version 3.3, April 2026

www.moxa.com/products

MOXAN\

© 2026 Moxa Inc. All rights reserved.


https://www.moxa.com/products

MGate 5109 Series User Manual

The software described in this manual is furnished under a license agreement and may be used only in accordance
with the terms of that agreement.

Copyright Notice

© 2026 Moxa Inc. All rights reserved.

Trademarks

The MOXA logo is a registered trademark of Moxa Inc.
All other trademarks or registered marks in this manual belong to their respective manufacturers.

Disclaimer

¢ Information in this document is subject to change without notice and does not represent a commitment
on the part of Moxa.

e Moxa provides this document as is, without warranty of any kind, either expressed or implied, including,
but not limited to, its particular purpose. Moxa reserves the right to make improvements and/or
changes to this manual, or to the products and/or the programs described in this manual, at any time.

e Information provided in this manual is intended to be accurate and reliable. However, Moxa assumes no
responsibility for its use, or for any infringements on the rights of third parties that may result from its
use.

e This product might include unintentional technical or typographical errors. Changes are periodically
made to the information herein to correct such errors, and these changes are incorporated into new
editions of the publication.

Technical Support Contact Information

www.moxa.com/support



https://www.moxa.com/support

Table of Contents

00 o ¢ [ T ot o 5
L0 L= = 5
2= 10l = Yo T O 1T L] PP 5
oo o [N o == ) U = 6

o T« TV T 7
Power Input @and Relay OUEPUL PiNOULS ..ttt ettt e e et et e e e e e e e e e e e e eaenes 7
] 1 T [ = 1o = 7
D10 0 T=] =] o o = 8
L TN Y] o | T =T L PP 8
[\ oYW okl oY i o o T T U L o ¥ PP 9
1] o1=Tel 1 o= 1 o] [ PP PRPP 10
RESEE BULLOM 1 1uiieieiei i e 10
Pull-high, Pull-low, and Terminator for RS-485 .. .. ..ttt e e aees 10
Tl 01 10

L= T X T3 = T <« 12
(o] g gT=Tota Ve I o a U= TN o 1= PP PRPPRN 12
[©fe] gl gT=Toid o Te BT =T o =1 I B LNV ol PP PRPPRN 12
(o] gl gT=Toia aTe I Lo = I N =T VYo o PP PRPPEN 12
RIS =1 T Te I D IS O Ao Y o = T PP PRPP 13
Logging in t0 The Wb CONS0lE .. uiiiiiiii ittt et ettt et ettt 14
(@ U] o ST =) o U o T ORI 14

QUICK SEtUP—SYStEIM SOEING 1.ttt ettt et ettt et et et e e e e e 15
QUICK SEtUP—SIECE ProtOCO] o vttt ettt e e et e e et et e 15

Web Console Configuration and Troubleshooting .....c.ciciereririririnisieieiererererrrrarererersrarsssssssssssasasasasasas 19
[0 1= Y AT PN 19
515 TS O ) o o T 19
N =0T o S =1 u o[ Ve 20
=T T= ST =X o T 21
Protocol Settings (AGENET MOGE) ..uuuiuiniiiii ettt e e e s e s e s e s a s a e e et e e e e 21

Protocol Settings—ProtoCol CONVEISION ...t e a s s e aenenes 22
Protocol Settings—Configure MGate’s Role 1 and ROIE 2 .......iviviiiiiiiiiiiiiir e 23
Protocol Settings—I/O Data MapPing ....ouiuiuiuiiiiiiirrt st 46
Protocol Settings (TranSParEent MOGE) . ... .iuiiiiieii ittt e e e a s s s s s s s e e e e eeens 48
[N oY Lo TU TR I =g =Y T= T /= o ) N 48
Protocol Settings—Modbus TransparenNt—MOdE ........cocviiiiiiiiiiiiiiii e 49
Protocol Settings—Modbus Transparent—=SIlave ID Map ......ovuiiiiiiiiiiiiii e 51
Protocol Settings—Modbus Transparent—Priority CONErol.......c.ociiiiiiiiii e 53
Protocol Settings—Modbus Transparent—Advanced Settings .......cuoiiiiiiiiiiii e 53
[0 T =T 1= 0= =T o 54
Protocol Settings—DNP3 Transparent—Advanced Settings ......ccoiiiiiiiiiiiii i 57
)Y 1 =0 8 TN F= 1 =T =T g T o 57
System Management—Accessible IP LISt ....ouiuiriiiiiiiii e 57
System Management—DO0OS DEfENSE .. .iuiviiiiiiiiiii e 58
System Management—System Log SettingsS......vviviiiiiiiiiiii 58
System Management—Auto Warning Settings ......vuviiiiiiiiiii 59
System Management—Email AlErT ... ... 60
System ManagemMENt—SNMP TFaP ...uiuiitiuitiiti ettt 60
System ManagemeNnt—SNMP AGENT ...t 61
System Management—LLDP SettiNgs ....uiuiiriiiiiiiii 62
System Management—CertifiCate . ...v i 62
System Management—MisSC. SEHINGS ....uiuiirii 63
System Management—MaiNtENaNCE ... . it 65
System Monitoring (TroubleShOOTiNG) . ..v v et e e r e enens 67
System Monitoring—SyStem SEatUS .....iuiiiiii 67
System Monitoring—ProtoCol STAtUS .....uivieiiiiii e 69

1] o= 1o U = o T (o o T 74



5.
6.

Configuration (Text Mode Console) .....
Network Management Tool (MXstudio)
OVEINVIEW ..ttt eeas



1. Introduction

Welcome to the MGate 5109 line of Modbus-to-DNP3 gateways. All models feature easy protocol conversion
between Modbus RTU/ASCII, Modbus TCP, and DNP3 protocols. This chapter is an introduction to the MGate
51009.

Overview

The MGate 5109 is an industrial Ethernet gateway for Modbus RTU/ASCII/TCP and DNP3 serial/TCP/UDP
protocol conversion. All models are protected with a rugged metallic casing, DIN-rail mountable, and offer
built-in serial isolation. The rugged design is suitable for industrial applications such as oil/gas, power,
process automation, and factory automation.

Package Checklist

All models of the MGate 5109 Series are shipped with the following items:

Standard Accessories:

1 MGate 5109 gateway

1 serial cable: DBL-RJ45F9-150
Quick installation guide (printed)
Warranty card

/7 NOTE

Notify your sales representative if any of the above items are missing or damaged.

Optional Accessories (can be purchased separately)

CBL-FO9M9-150: DB9-female-to-DB9-male serial cable, 150 cm
CBL-F9M9-20: DB9-female-to-DB9-male serial cable, 20 cm
CBL-RJ45SF9-150: RJ45-to-DB9-female shielded serial cable, 150 cm
ADP-RJ458P-DBOF: DB9-female-to-RJ45 connector
ADP-RJ458P-DBOF-ABC01: DB9-female-to-RJ45 connector

Mini DBOF-to-TB: DB9-female-to-terminal-block connector
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Product Features

¢ Gateway function to transfer data between Modbus RTU/ASCII/TCP and DNP3 serial/TCP/UDP
e  Support for both DNP3 master and outstation

e Up to 31 Modbus serial servers/slaves or DNP3 serial outstations

e Up to 32 Modbus TCP servers/slaves or DNP3 TCP/UDP outstations

e  Support DNP 3.0 subset level 2

e DNP3 master mode support up to 18800 points

e Effortless configuration via Web console

e Complete packet analysis and diagnosis information for maintenance
e Redundant dual DC power inputs and relay output supported

e  MicroSD card supported for configuration backup

e -40 to 75°C wide operating temperature range models available

e Serial port with 2 kV built-in isolation protection

e Built-in Ethernet cascading for easy wiring
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2. Hardware

Power Input and Relay Output Pinouts

Qjujs)upsjsjslslsi©
J__ v2+ v2- | Vi+ Vi-

Shielded DC Power DC Power N.O Common N.C DC Power DC Power
Ground Input 2 Input 2 e e Input 1 Input 1

LED Indicators

Agent Mode:

Off Power is off or a fault condition exists

Green Steady: Power is on, and the MGate is functioning normally

Steady: Power is on, and the MGate is booting up

Blinking slowly: Indicates an IP conflict, or the DHCP or BOOTP server is not
responding properly

Flashing quickly: microSD card failed

Off No serial communication with Modbus device

Green Normal Modbus serial communication in progress

Serial communication error

Ready
Red

When MGate 5109 acts as Modbus Client/Master:

" 1. Server/Slave device returned an error (exception)
MB 2. Received frame error (parity error, checksum error)
Red 3. Timeout (server/slave device no response)

When MGate 5109 acts as Modbus Server/Slave:

1. Received invalid function code

2. Client/Master accessed invalid register addresses or coil addresses
3. Received frame error (parity error, checksum error)

Off No serial communication with DNP3 device

Green Normal DNP3 serial communication in progress

Serial communication error

When MGate 5109 acts as DNP3 Master:

DNP3* 1. Received outstation exception (format error, checksum error, invalid data,
Red outstation responds not support)
2. Timeout (outstation no response)

When MGate 5109 acts as DNP3 outstation:

1. Received master exception (format error, checksum error, invalid data)
2. Timeout (master no response)

*Only indicates serial communication status; for Ethernet status, refer to the LED indicator on the Ethernet
port.
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Transparent Mode:

LED Color Description
Off Power is off, or a fault condition exists
Green Steady: Power is on, and the MGate is functioning normally
Ready Steady: Power is on, and the MGate is booting up
Red Blinking slowly: Indicates an IP conflict, or the DHCP or BOOTP server is not
responding properly
Flashing quickly: microSD card failed
MB Off No communication with Modbus device
Green Modbus communication in progress**
DNP3 Off No communication with DNP3 device
Green DNP3 communication in progress**

**The LED will light up (green) only when the MGate is receiving data on a serial port (Rx); this does not

include transmitted data (Tx).

Dimensions

Unit: mm (inch)

— — [F550000d [T1
() °
oy o (-]
5
e n
2l 2 (@)
g R o)
N
2 [ o e
Reset to default |§
button | O )
" 43(0.17 -| J
microSD card | RS-232/422/485  Ethemet 3(0.17) 10504 (4.19) 1 36 (142)
Eﬁglrgg\;/ghitr&t;ts Serial console LED indicators T13.84 (4.48) Sifici
Top View Front View Side View Back View
Serial Port (Male DB9)
. RS-422/RS-485 12345
P RS-232 RS-4 2w
in S-23 (4aW) S-485 ( ) [
1 DCD TxD-(A) - o m o
2 RXD TxD+(B) -
3 TXD RxD+(B) Data+(B) T T
4 DTR RxD-(A) Data-(A) 6789
5% GND GND GND
6 DSR - -
7 RTS - -
8 CTS - -
9 - - -
*Signal ground
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Ethernet Port (RJ45)

Tx+
Tx-
Rx+
Rx-

Console Port (RS-232

AW N -

The MGate 5109 Series can use an RJ45 serial port to connect to a PC for device configuration.

DSR
RTS
GND
TXD
RXD
DCD
CTS
DTR

XNV AWN =

Mounting the Unit

1. Connect the power adapter. Connect the 12-48 VDC power line or DIN-rail power supply to the MGate
5109’s terminal block.

Use a serial cable to connect the MGate to the Modbus or DNP3 device.

Use an Ethernet cable to connect the MGate to the Modbus or DNP3 device.

The MGate 5109 is designed to be attached to a DIN rail or mounted on a wall. For DIN-rail mounting,
push down the spring and properly attach it to the DIN rail until it snaps into place. For wall mounting,
install the wall-mounting kit (optional) first and then screw the device onto the wall.

The following figure illustrates the two mounting options:

Wall-Mount Installation

g 3

EZzra

® &

DIN-Rail Installation

0000

Step 2: Screw onto wall

Step 1: Install wall-mount kit

Step 1: Push down the spring
Step 2: Click onto DIN rail
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Specifications

V4 Note

The latest specifications for Moxa's products can be found at https://www.moxa.com.

Reset Button

Reset Button
$3A83§55w

a

Lz LEJ Lz

M

Restore the MGate to factory default settings by using a pointed object (such as a straightened paper clip)
to hold the reset button down until the Ready LED stops blinking (approx. five seconds).

Pull-high, Pull-low, and Terminator for RS-485

Remove the MGate 5109’s top cover, and you will find DIP switches to adjust each serial port’s pull-high
resistor, pull-low resistor, and terminator.

SW
ON Pull-high resistor Pull-low resistor Terminator
ON 1 kQ 1 kQ 120 Q
OFF 150 kQ* 150 kQ* —*
*Default
1 2 3

MicroSD

The MGate 5109 provides users with an easy way to back up, copy, replace, or deploy. The MGate is
equipped with a microSD card slot. Users can plug in a microSD card to back up data, including the system
configuration setting, and system data logs.

First time using the MGate gateway with a new microSD card

1. Format the microSD card as FAT file system through a PC.

Power off the MGate and insert the microSD card (ensure that the microSD card is empty).

Power on the MGate. The default settings will be copied to the microSD card.

Manually configure the MGate via the web console, and all the stored changes will be copied to the
microSD card for synchronization.

W

First time using the MGate with a microSD card containing a configuration file
1. Power off the MGate and insert the microSD card.
2. Power on the MGate.

3. The configuration file stored on the microSD card will automatically copy to the MGate.

Duplicating current configurations to another MGate gateway
1. Power off the MGate and insert a new microSD card.
2. Power on the MGate.

MGate 5109 Series User Manual 10
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The configuration will be copied from the MGate to the microSD card.
Power off the MGate and insert the microSD card into the other MGate.
Power on the second MGate.

o u kAW

The configuration file stored in the microSD card will automatically copy to the MGate.

Malfunctioning MGate replacement

1. Replace the malfunctioning MGate with a new MGate.

2. Insert the microSD card into the new MGate.

3. Power on the MGate.

4. The configuration file stored on the microSD card will automatically copy to the MGate.

MicroSD card writing failure
The following circumstances may cause the microSD card to experience a writing failure:

The microSD card has less than 20 Mbytes of free space remaining.
The microSD card is write-protected.
The file system is corrupted.

>Ny

The microSD card is damaged.

The MGate will stop working because of the above events, accompanied by a flashing Ready LED and a
beeping alarm. When you replace the MGate gateway’s microSD card, the microSD card will synchronize the
configurations stored on the MGate gateway. Note that the replacement microSD card should not contain
any configuration files on it; otherwise, the out-of-date configuration will be copied to the MGate device.

MGate 5109 Series User Manual 11



3. Getting Started

Connecting the Power

The unit can be powered by connecting a power source to the terminal block:

Loosen or remove the screws on the terminal block.
Turn off the power source and then connect a 12-48 VDC power line to the terminal block.
Tighten the connections using the screws on the terminal block.

AL

Turn on the power source.

Note that the unit does not have an on/off switch. It automatically turns on when it receives power. The
PWR LED on the top panel will glow to indicate that the unit is receiving power. For power terminal block pin
assignments, refer to the Power Input and Relay Output Pinouts section in Chapter 2.

Connecting Serial Devices

The MGate 5supportsport Modbus serial and DNP3 serial devices. Before connecting or removing the serial
connection, first make sure the power is turned off. For the serial port pin assignments, see the Pin
Assignments section in Chapter 2.

Connecting to a Network

Connect one end of the Ethernet cable to the MGate’s 10/100M Ethernet port and the other end of the cable
to the Ethernet network. The MGate will show a valid connection to the Ethernet in the following ways:

e The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet network.

e The Ethernet LED maintains a solid orange color when connected to a 10 Mbps Ethernet network.

e The Ethernet LED will flash when Ethernet packets are being transmitted or received.

MGate 5109 Series User Manual 12



Installing DSU Software

If you do not know the MGate gateway’s IP address when setting it up for the first time (default IP is
192.168.127.254); use an Ethernet cable to connect the host PC and MGate gateway directly. If you
connect the gateway and host PC through the same Ethernet switch, make sure there is no router between
them. You can then use Device Search Utility to detect the MGate gateways on your network.

The following instructions explain how to install the Device Search Utility (DSU), a utility to search for
MGate 5109 units on a network.

1. Insert the Document and Software CD into the CD-ROM drive. Locate and run the following setup
program to begin the installation process:
dsu_setup_[Version]_Build_[DateTime].exe
The latest version might be named dsu_setup_Ver2.0_Build_xxxxxxxx.exe, for example:
You will be greeted by the Welcome window. Click Next to continue.
When the Select Destination Location window appears, click Next to continue. You may change the
destination directory by first clicking on Browse....

4. When the Select Additional Tasks window appears, click Next to continue. You may select Create a

desktop icon if you would like a shortcut to the DSU on your desktop.

Click Install to start copying the software files.

A progress bar will appear. The procedure should take only a few seconds to complete.

A message will indicate that the DSU is successfully installed. You may choose to run it immediately by

selecting Launch DSU.

8. You may also open the DSU through Start > Programs > MOXA > DSU.

The DSU window should appear as shown below.

r DSsU

File  Function ‘iew Help

b ot Sea ol G Cocals Console

i 2 - Fy
Exxit
7

Mo [ Model | Lab1 MAC Address | LANT IP Address LANZ MAL fddress

LAN2 P Address

Statug

Firmnware Wersion

Select Search, and a new Search window will pop up.

Searching

=)

Searching for devices...

Found 1 Device[zs]. 10 second(z] left.

[ Show IPvE Addiess

Mo | Model | LAM1 MAC Addiess | LANT IP Address

1 MG ate 5103 00:30:E8:43:3C:04 192168.127 254

| LANZ MAC Address | LANZIF Address |

MGate 5109 Series User Manual
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Logging In to the Web Console

Use the Web console to configure the MGate through Ethernet or verify the MGate’s status. Use a web

browser, such as Microsoft Internet Explorer or Google Chrome to connect to the MGate, using the
HTTP/HTTPS protocol.

When the MGate gateway appears on the DSU device list, select the gateway and use the right-click mouse
button to open a web console to configure the gateway.

DsU e
J File  Function Wiew Help
K £ E 3 = = = - a
Exit Search  Search P Locate Conzole  AssignIP Un-Lock Import Expoit Upgrade
Mo/ odel LANT MAC Address LANT IP Address LANZ MAC Address LANZ P Address Statuz Firmweare Yersion
=11 [ 1Gaie 5109 || Vel 0Buid 16050916

On the first page of the web console, enter admin for the default account name and moxa for the default
password.

Aceomt |adm.i.n |

Pagzwrord

|IIII '¢‘|

Quick Setup

The MGate Series now provides a Quick Setup wizard, an illustrated guide specifically designed to make the
configuration process easy. The Quick Setup wizard takes you through the configuration process from start
to finish so that you do not miss any steps. The following agent modes are supported in the Quick Setup:

L — -

===\
Role1 of MGate5109 : Role2 of MGate5109 :

. ial Master ¢
DEVICE 1 Modbus TCP Server DNP3 Serial Master DEVICe 2
Device 1 Device 2
MB RTU/ASCII Master DNP3 TCP Outstation
MB TCP Client DNP3 serial Outstation

MB TCP Client DNP3 TCP/UDP Outstation
DNP3 serial Master

MB TCP server
MB RTU/ASCII slave
MB TCP slave

DNP3 TCP/UDP Master
DNP3 TCP/UDP Master

Except for the above agent modes, other combinations can be configured in Protocol Settings > Protocol
Conversion. For more information, refer to Chapter 4.

MGate 5109 Series User Manual 14



Quick Setup—System Setting

First, configure the Server Settings to identify the units and Network Settings of the MGate.

MOXAN MGate 5109 WWW.MOXa.com

MAC Address

Firmware - 1.0 Build 160518

L | System setting ’ Select protocol ’ DNP3 TCP } Modbus RTU/ASCII }m

Server Settings.

- Protocol Seftings: Server name [MGate 5109_8067
- System Management
- System Monitoring

Network Settings

IP configuration
IP address 192.168.127.254
Netmask 255 265 256 0
WEBSERVER| Gateway L 1
| e ] o ]

Quick Setup—Select Protocol

Then, you should select your device's protocols on each side. After selection, the MGate will change its role
to the correct one. For example, if the device is set as a DNP3 TCP/UDP Master, the MGate will then
automatically configure as a DNP3 TCP/UDP Outstation . Regarding protocol configuration, refer to Chapter
4.

M OXA’ MGate 5109 WWWwW.Mmoxa.com

MAC Address

Firmware - 1.0 Build 16051812

- Pratocol Settings
- System Management
- System Monitoring

#_ Select your device type on each side of MGate5109 # )

goahead

Quick Setup—Role 1 and Role 2 of the MGate 5109 (Example 1)

After finishing the device protocol selection, Role 1 and Role 2 of the MGate will be confirmed. You will need
to configure the roles on each side by following these steps. Here is an example of Role 1 as a Modbus TCP
Server, and Role 2 as a DNP3 Serial Master.

’M"'f'm_"r l System setting } Select protocol } Modbus TCP } DNP3 Serial }w

S — P — ©
- Protocol Settings. i =
_ System Management — : — |...|
- System Monitoring -
Role1 of MGate5109 : Role2 of MGate5109 :
Restart Modbus TCP Client v Modbus 10P conver NP3 Serial Mastor DNP2 Serial Outstation v

[ ok | wex | e

MGate 5109 Series User Manual 15



Modbus TCP settings: Set MGate Unit ID and TCP port.

System settii ’ Select protocol ’ Modbus TCP ’ DNP3 Serial }

~ Protocol Settings | @
- System Management 1
- System Monitaring

R

Role 1 of MGate5109 :
Modbus TCP Server

WEBSERVER | o .

TCP port

Back | Nea || Eat |

DNP3 serial settings: Set MGate DNP3 Master ID address.

. System settii ’ Select protocol ’ Modbus TCP } DNP3 Serial }

®

Role 2 of MGate5109 :
DNP3 Serial Master

- System Management
- System Monitoring

Master Settings

WEB?EEVER | DNP3 master address I:lm - 65519)

Outstation List
QAdd 4 Edi I Delete  § Move
Index| Name|PNP2 Binary Input Binary Output  |Counter points  Analog Input  |Analog Output
Address  [points points points points points

_ | T —— ——
DNP3 serial settings: Add DNP3 Outstation List. For configuration details, refer to Chapter 4.

Loy Basic Settings

Name | Qutstationt

DNP3 data link address (0-65519)

Unsolicited Message

Polling all class 0 static R

o Cyciic ~[10000 (100 - 500000 ms)
- Protocol Seftings Polling class 1 events (100 - 600000 ms)
- System Management

Polling class 2 events (100 - 600000 ms)
- System Manioing Polling class 3 events (100 - 600000 ms)

DNP3 Object Setting

Object Paints Index
Binary Input 0-10

Binary Output 01234

Counter 25
Analog Input I]—TJ-z,m
Analog Output | EXE

MGate 5109 Series User Manual 16



Quick Setup—Finish (Example 1)

Once all the configurations are done, you can check if the parameters are correct on this webpage. Select
Save to make the parameters effective. To view DNP3 mapping data, go to the Protocol Settings > I/0
Data Mapping page. For additional details, refer to Chapter 4, Protocol Settings—I/O Data Mapping.

M OXA MGate 5109 WwWw.Mmoxa.com

- MGale 5109 - 5 = MAC Address
- MGate 5100_5067 - = Fimware - 1.0 Build 16060316
~
[ Madn Mot | System setting ’ Select protocol } Modbus TCP ’ DNP3 Serial ’ w
A
MGate name MGate 5109_5067
WMGate IP config 192.168.127.254
- Protocol Seftings Metmask 255.255.256.0
- System Management Gateway _
- System Monitoring
‘goahead
WEBSERVER|
Your device : Role 1 of MGate5109 : Role 2 of MGate5109 : Your device :
Modbus TCP Client Modbus TCP server DNP3 Serial paster DNP3 Serial gutstation
MGate Protocolt Settings MGate Protocol2 Settings
Protocol type Modbus TCP Server Protocol type Dnp3 Serial Master
Unit 1D 1 Outstation 1 Name Outstation1
TCP port 502 DNP3 Address 2
BI points index 010
BO points index 01234
Counter points index 2.5
Al points index 02,10
v
AO points index 1.3,10 v
-
Quick Setup—Role 1 and Role 2 of the MGate 5109 (Example 2)
Here is an example of Role 1 as a DNP3 TCP/UDP Outstation, and Role 2 as a Modbus RTU/ASCII Master.
DNP3 TCP settings: For configuration details, refer to Chapter 4.
LT I System setting > Select protocol } DNP3 TCP ’ Modbus RTU/ASCII } m
_ Protocol Settings @
- System Management
- System Monitoring Role 1 of MGate5109 :
DNP3 TCPIUDP Outstation
Mode selection Qutstation
WEBSERVER| Basic Settings
DNP3 address |:|(1 - 85535)
Local TCP port 20000 (1-65535)
Enable unsolicited response
Unsolicited response master DNP3 address B u-essg
Unsolicited response master IP/Port 192.168.1.1 20000 ](1-65535)
DNP Object Settings
Object Type Number of Points
Binary Input 100
Binary Output 100
Counter 2
Analag Input 2
Analog Status Output 2 ”

MGate 5109 Series User Manual 17



Modbus RTU/ASCII settings: For configuration details, refer to Chapter 4.

-Main Menu . System setting } Select protocol ’ DNP3 TCP } Modbus RTU/ASCII ’m

~Main Menu |

Role 2 of MGate5109 :
Modbus RTU/ASCII Master

- Protocol Seftings Modbus Mode

- System Management Mode selection Modbus RTU v

- System Monitoring
Serial Parameter Settings

Baud rate Parity Data bit | Stop bit | Flow control Interface RTS on delay | RTS off delay

33400 v [None v [Rs232 ~ 0 0
WEBSERVER Modbus Commands

*press ctrl key to multi-select! @ add

Inclex Name Slave ID Function Address / Quantity

1 Command1 2 3 Read address 0, Quantity 10

2 Command1 3 3 Read address 0, Quantity 10

| Back | Next | Bt |

Quick Setup—Finish (Example 2)

Once all the configurations are done, you can check if all the parameters are correct on this webpage.
Moreover, if you want to determine the data mapping status, you can select View I/0 data mapping to
know more details. If all of them are correct, press Save to make the parameters effective.

- Main Menu I System setting } Select protocol } DNP3 TCP ’ Modbus RTU/ASCII ’m

~
MGate name MGate 5109_5067
MGate IP config 192.168.127.254
- Protocol Settings
_ system Management Netmask 285.266.255.0
- System Monitoring Gateway -
goanead Il
WEBSERVER| —)
- |-
=3
Your device : Role 1 of MGate5109 : Role 2 of MGate5109 : Your device :
DNP3 TCP Master DNP3 TCP/UDP Qutstation Modbus RTU/ASCI Master Modbus RTU/ASCII Slave

MGate Protocol Settings MGate Protocol2 Settings

Protocol type Dnp3 TCP Outsation Protocol type Modbus Serial Master

Binary input number 100 Mode Modbus RTU

Binary output number 100 Serial parameter 38400 None 8,1 RS8-232

Counter number 32 Total commands 2

Analog input number 2

Analog output number 32

| oo ] sae | 5
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4. Web Console Configuration and

Troubleshooting

This chapter provides a quick overview of how to configure the MGate 5109 via the web console.

Overview

This section gives an overview of the MGate 5109 hardware.

|Mode\ name

Welcome to MGate 5109

| MGate 5109

| serial No.

| 5067

| Firmware version

‘ 1.0 Build 16060316

| Ethernet IP address

| 192.168.127.254

| Ethernet MAC address

| o0:00-E8:48:00:04

Up time 0 days 00n:14m:37s
| \

| Power 1 [on

| Power 2 ‘ Off

| microsD | Not Detected

Basic Settings

On this webpage, you can change the name of the device and time zone settings.

Basic Settings

Server Settings
Server name

Server location

[MGate 5109_5067 |

Time Settings
Time zone \(GMT)Greeﬂwwcn Mean Time: Dublin, Edinburgh, Lisbon, London V\
Time server I |
Submit
Server Setting
Parameter Value Description

Server Name

(an alphanumeric string)

Enter a name to help you identify the unit, such as the
function, etc.

Server Location

(an alphanumeric string)

Enter a name to help you identify the unit location, such as
“Cabinet A001.”
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Time Settings

The MGate 5109 has a built-in Real-Time Clock for time calibration functions. Functions such as the log
function can add real-time information to the message.

/\  ATTENTION

First-time users should select the time zone first. The console will display the “real time” according to the
time zone relative to GMT. If you would like to change the real-time clock, select Local time. The MGate’s
firmware will change the GMT time according to the time zone.

Time Zone

User’s selectable time zone

Parameter  Value _________|Description

This field shows the currently selected time zone and
allows you to select a different time zone.

Local Time

User’s adjustable time.

(1900/1/1-2037/12/31)

Time Server

IP or Domain address
(e.g., 192.168.1.1 or
time.stdtime.gov.tw)

This optional field specifies your time server’s IP address or
domain name if a time server is used on your network. The
module supports SNTP (RFC-1769) for automatic time
calibration. The MGate will request time information from
the specified time server every 10 minutes.

/\  ATTENTION

If the dispersion of the time server is higher than that of the client (the MGate), the client will not accept
NTP messages from the time server. The MGate's dispersion is 1 second. You must configure your time
server with a dispersion value lower than 1 s. for the NTP process to complete.

Network Settings

The Network Settings is where the unit’s network settings are configured. You can change the IP
Configuration, IP Address, Netmask, Default Gateway, and DNS.

IP Configuration

Static IP, DHCP, BOOTP

Network Settings
Network Settings
IP configuration
1P address
Netmask
Submit
Parameter Value Description

Select Static IP if you are using a fixed IP address. Select
one of the other options if the IP address is set
dynamically.

192.168.127.254

The IP (Internet Protocol) address identifies the server on

(or other 32-bit number)

IP Address (or other 32-bit number) the TCP/IP network.
Netmask 255.255.255.0 This identifies the server as belonging to a Class A, B, or C
(or other 32-bit number) network.
0.0.0.0 This is the IP address of the router that provides network
Gateway

access outside the server’s LAN.

DNS Server 1

0.0.0.0
(or other 32-bit number)

This is the IP address of the primary domain name server.

DNS Server 2

0.0.0.0
(or other 32-bit number)

This is the IP address of the secondary domain name
server.
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Serial Settings

The MGate 5109 serial interface supports RS-232, 2-wire RS-485, 4-wire RS-485, and RS-422 interfaces.
You must configure the baudrate, parity, data bits, and stop bits before using the serial interface with
Modbus RTU/ASCII protocol. Incorrect settings will cause communication failures.

Serial Settings
Port Baud rate Stop bit Flow control FIFO Interface RTS on delay RTS off delay
1 [None ~v|  [Enavle v| [Rs-232 v| o 0
Submit
Parameter Value Description
Supports standard baudrates
(bps):
50/ 75/ 110/ 134/ 150/ 300/ 600/
Baudrate 1200 1800/ 2400/ 4800/ 7200/
9600/ 19200/ 38400/ 57600/
115200/ 230.4k/ 460.8k/ 921.6k
Parity None, Odd, Even, Mark, Space
Data bits 8
Stop bits 1,2
The RTS Toggle will turn off the RTS
signal when there is no data to be
None, sent. If there is data to be sent, the
Flow control RTS/CTS, RTS toggle will turn on the RTS
RTS Toggle signal before a data transmission
and turn off after the transmission
is completed.
The internal buffer of UART.
Disabling FIFO can reduce the
FIFO Enable, Disable latency t_ime when r_ecei_ving data
from serial communications, but
this will also slow down the
throughput.
RS-232, RS-422,
Interface RS-485 2 wire,
RS-485 4 wire
RTS on delay 0 to 100 ms Only available for RTS Toggle
RTS off delay 0to 100 ms Only available for RTS Toggle

RTS Toggle

The RTS Toggle function is used for RS-232 mode only. This flow-control mechanism is achieved by
toggling the RTS pin in the transmission direction. When activated, data will be sent after the RTS pin is
toggled ON for the specified time interval. After the data transmission is finished, the RTS pin will toggle

OFF for the specified time interval.

Protocol Settings (Agent Mode)

A typical MGate 5109 application comprises SCADA/PLC as client/master and RTU/IED as server/slave. Both
these components use different protocols and hence need a gateway in between to exchange data. The
MGate can do the role of a gateway by acting as the server/slave when it is connected to SCADA/PLC and
the client/master when it is connected to RTU/IED. Therefore, to configure an MGate, you must:

1. Select the correct protocols in the Protocol Conversion setting, after which the details of both sides of
the MGate’s role is shown below the selection.

Configure the MGate’s roles for both sides. Configure the master side first, followed by the slave side.

After the MGate configuration is completed, click I/0O data mapping to view details on exchanging

data with SCADA/PLC.

The following sections contain detailed MGate configuration instructions organized as per the above outline.
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Protocol Settings—Protocol Conversion

The MGate 5109 supports Modbus RTU/ASCII, Modbus TCP, and DNP3 serial/TCP/UDP protocols. The MGate
fulfills a different role on each of its sides. Each role is determined by your device’s settings. Therefore, set
the role of each of your devices correctly. DNP3 serial master/outstation, DNP3 TCP master/outstation,

Modbus TCP Client/Server, Modbus RTU/ASCII Client (Master)/Server (Slave) can be selected. Below is the
selection table for the MGate 5109.

Device 1

Device 2

Modbus RTU
Master

Modbus RTU
Slave

Modbus TCP
Client

Modbus TCP
Server

DNP3 Serial
Master

DNP3 Serial
Outstation

DNP3
TCP/UDP
Master

DNP3
TCP/UDP
Outstation

Modbus RTU
Master

Modbus RTU
Slave

Modbus TCP
Client

Agent

Transparent
Agent

Agent

Modbus TCP
Server

Transparent
Agent

DNP3 Serial
Master

Agent

Agent

DNP3 Serial
Outstation

Agent

DNP3
TCP/UDP
Master

Agent

Agent

Agent

Agent

Transparent
Agent

DNP3
TCP/UDP
Outstation

Agent

Agent

Transparent
Agent

When using the MGate 5109 for different protocol conversions, it should be set to agent mode. In agent
mode, the MGate 5109 uses internal memory to exchange data between Modbus and DNP3.

MGate 5109 Series User Manual

22




The MGate's internal memory is divided into two parts—one for input and the other for output as shown in
the illustration below. The figure below illustrates the internal memory concept.

MGate’s
Internal Memory

Input
DNP3

Modbus

Qutput

To learn more about MGate’s internal memory, refer to Protocol Settings—I/O Data Mapping.

Protocol Settings—Configure MGate’s Role 1 and Role 2

After protocol selection, we have to configure each side of the MGate’s role. In a typical application, one side
of the MGate will be set as a server/slave and the other side will be set as a client/master. The following
configuration settings are possible:

Al. Modbus TCP Client (Master) Settings
A2. Modbus RTU/ASCII Master Settings
A3. DNP3 TCP/UDP Master Settings

A4. DNP3 Serial Master Settings

A5. Modbus TCP Server (Slave) Settings
A6. Modbus RTU/ASCII Slave Settings
A7. DNP3 TCP/UDP Outstation Settings
A8. DNP3 Serial Outstation Settings

MGate 5109 Series User Manual 23



Al. Modbus TCP Client (Master) Settings

Role

Client Settings

Modbus TCP Settings

Role 2 of MGate5109 :
Modbus TCP Client

Client

Initial delay 0] (o-30000ms)
0-9
Response timeout 1000 (10 - 120000 ms)
Modbus Commands
@ Add
|Index |Name |Slﬂve IP Address Slave ID Function Address [ Quantity |T|1'uger Poll Interval Endian Swap

Client Settings
Parameter Value

Initial delay 0 to 30000 ms

Default [(Description

Some Modbus servers/slaves may take more time to boot up than
other devices. In some environments, this may cause the entire
system to suffer from repeated exceptions during the initial boot-
up. After booting up, you can force the MGate to wait before
sending the first request with the Initial Delay setting.

Max. retry Oto5

This is used to configure how many times the MGate will try to
communicate with the Modbus server/slave.

Response 10 to 120000
timeout ms

1000

The time taken by a server/slave device to respond to a request is
defined by the device manufacturer based on the Modbus
standard. A Modbus client/master can be configured to wait a
certain amount of time for a server/slave’s response. If no
response is received within the specified time, the client/master
will disregard the request and continue operation. This allows the
Modbus system to continue the operation even if a server/slave
device is disconnected or faulty. On the MGate 5109, the
Response timeout field is used to configure how long the
gateway will wait for a response from a Modbus server/slave.
Refer to your device manufacturer’s documentation to manually
set the response timeout.
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Add Modbus Commands

Slave IP address [0.000 | Port[502

Function |23 - Read/Write Multiple Reqgisters v|

Trigger [Data Change v

Endian swap [Mone M

Read startingaddress [0 ] (0-65535)

Write starting address [0 | (0-65539)
N —

Fault protection | Keep latest data ~ |
Fault timeout 3600 (1-86400s)

[ ok | Cancel |

Parameter Value Default Description
Name (an alphanumeric string) Commandl |[Max. 32 characters

0.0.0.0 to The IP address of a remote server/slave
Slave P address ;55 555,255,255 0.0.0.0 device.

The TCP port number of a remote

Port 1 to 65535 502 .
server/slave device.
Slave ID 1 to 255 1 The Modbus slave ID
1—Read Coils

2—Read Discrete Inputs
3—Read Holding Registers
4—Read Input Registers

5—Write Single Coil When a message is sent from a client to a

Function . . . server device, the function code field tells
6—Write Single Register the server what kind of action to perform.
15—Write Multiple Coils
16—Write Multiple Registers
23—Read/Write Multiple
Registers

Disable: The command is never sent
Cyclic: The command is sent cyclically at
. the interval specified in the Poll Interval
Tri gy(;“cCh parameter.

rigger D;as:ble ange Data change: The data area is polled for
changes at the time interval defined by
Poll Interval. A command is issued when
a change in data is detected.
Polling intervals are in milliseconds. Since
the module sends all requests in turn, the

Poll interval 10 to 1200000 ms 1000 actual polling interval also depends on

the number of requests in the queue and
their parameters, such as baudrate,
device response time, etc.
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Parameter

Endian swap

Value lDefault _|Description

None

Byte

Word

Byte and Word

None

Data Byte Swapping

None: Don't need to swap

Byte: 0x0A, 0x0B, 0x0C, 0x0OD becomes
0x0D, 0x0C, 0x0B, 0OxO0A.

Word: 0x0A, 0x0B, 0x0C, 0xOD becomes
0x0C, 0x0D, 0x0A, 0x0B.

ByteWord: 0x0A, 0x0B, 0x0C, 0x0D
becomes 0x0D, 0x0C, 0x0B, 0x0A.
There are two phases in changing
ByteWord:

1) Ox0A, 0x0B, 0x0C, 0x0OD becomes
0x0B, 0x0A, 0x0D, 0x0C

2) 0x0B, 0x0A, 0x0D, 0x0C becomes
0x0D, 0x0C, 0x0B, 0x0A

Read starting
address

0 to 65535

Modbus register address.

Read quantity

10

Specifying how many items to read.

Write starting
address

0 to 65535

Modbus register address.

Write quantity

Specifying how many items to write into.

Fault protection

Keep latest data

Clear all data bits to 0
Set to user-defined value

If the MGate’s connection to the other
side (server/slave) fails, the gateway will
not be able to receive data, but the
gateway will continuously send output
data to the Modbus TCP server device. To
avoid problems in this case, the MGate
5109 can be configured to react in one of
the following three ways: Keep latest
data, clear data to zero, set the data bits
to user-defined values.

Fault value

00 00

The user-defined values to write into the
data bits when the Set to user-defined
value option is selected.

Fault timeout

1 to 86400 s

3600

Defines the communication timeout for
the opposite side.

MGate 5109 Series User Manual

26




A2. Modbus RTU/ASCII Master Settings

Role Master

Mode

Master Settings

Initial delay |E| | (D - 30000 ms)

Max. retry |3 | -5

Response timeout |1ODD | (10 - 120000 ms)
Inter-frame delay |D | (10 - 500 ms, 0: default)
Inter-character timeout |D | (10 - 500 ms, 0: default)

Modbus Commands

Modbus RTU/ASCII Settings

Role 2 of MGate5109 :
Modbus RTU/ASCII Master

Master Settings

Parameter _|Value _____|Default _|Description

Mode

RTU or ASCII RTU The Modbus protocol type

Initial delay 0 to 30000 ms 0

Some Modbus servers/slaves may take more time to boot
up than other devices. In some environments, this may
cause the entire system to suffer from repeated
exceptions during the initial boot-up. After booting up,
you can force the MGate to wait before sending the first
request with the Initial Delay setting.

Max.

The number of times the client/master will retry the same

et Oto5 3
retry request when the response times out.

Response timeout|10 to 120000 ms 1000

According to the Modbus standard, the time it takes for a
server/slave device to respond to a request is defined by
the device manufacturer. Based on this response time, a
client/master can be configured to wait a certain amount
of time for a server/slave’s response. If no response is
received within the specified time, the client/master will
disregard the request and continue operation. This allows
the Modbus system to continue operations even if a
server/slave device is disconnected or faulty. On the
MGate 5109, the Response timeout field is used to
configure how long the gateway will wait for a response
from a Modbus ASCII or RTU server/slave. Refer to your
device manufacturer’s documentation to manually set the
response time.
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Parameter _|Value ____|Default _|Description

Defines the time interval between an RTU response and
the next RTU request. When the baudrate is lower than
19200 bps, the default value is 0, which is 3.5-character
time. When the baudrate is larger than 19200 bps, the
MGate uses a predefined fixed value that is not user
configurable. This function solves the issue that some
devices can't handle the RTU requests that quickly, so the
MGate opens to user-defined values.

How do you calculate Modbus character time?

E.g., if the baudrate is 9600 bps, 1 character time is
about 1 ms. In a serial frame (11 bits, including start bit,
data, parity bit, and stop bit), 9600 bps approximately
equals to 960 characters/s, so transmitting 1 character

needs about 1/960 = 1 ms.
Inter-frame delay

(only for Modbus |10 to 500 ms 0
RTU)
A A
Inter-frame delay
Default 3.5 Character time
R g
v v
The time interval between characters in one frame. When
the baudrate is lower than 19200 bps, the default value is
Inter-character 0, which is 1.5-character time. When the baudrate is
timeout 10 to 500 ms 0 larger than 19200 bps, MGate uses a predefined fixed
(only for Modbus value that is not user configurable. When the serial side of
RTU) the MGate receives one character, and the next one

comes after the “inter-character timeout” defined, the
frame will be discarded because of timeout.

Add Modbus Commands

Refer to A1. Modbus TCP Client (Master) Settings.
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A3. DNP3 TCP/UDP Master Settings

Configuration of a DNP3 TCP/UDP master comprises two parts: Master settings and Outstation List. The
Master settings specify the MGate's Master address and connection type with outstation. The Outstation
List is a list of all the outstations that the MGate connects to.

DNP3 TCP/UDP Master Settings

Mode selection

1®

Role2 of MGate5109 :
DNP3 TCP/UDP Master

Master
DNP3 master address 1 (0-65519)
Network Type @ TCP () UDP
© Add Ir
[index  [Name [IP Address [DNP3 Address [Binary input points [Binary Output points [Counter points points [Analog Input points [Analog Output points
|o |outstation1[192.168.127.1 - 20000 |10 |o-10 |o-10 [o-10 |o-10 |o-10
[ Submit
Master Settings
Parameter Value Default Description
DNP3 master address 0 to 65519 1 DNP3 master address
TCP
Network Type UDP TCP Network Type

After configuring the Master Settings, select Add in the Outstation List section.

Mode selection

Outstation List

DNP3 TCP/UDP Master Settings

&

Role2 of MGate5109 :
DNP3 TCP/UDP master

Master
Master Settings
DNP3 master address 1 (0-65519)
Network Type ® TCP uDP

Iﬁnuu I

Index  [Name IP Address

DNP3 Address

Binary Input points

[Binary Output points

Counter points points

[Analog input points

[Analog Qutput points

[ Submit
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Adding an Entry to the Outstation List (Outstation Settings)

Select the Add option to open the Outstation Settings page, which comprises three sections: Basic
Settings, Advanced Settings, and DNP3 Object Setting.

Outstation Settings
DNP3 TCP Master Settings > Outstation Settings
Name Qutstation1
IP address 192.168.127.254 Port 20000
DNP3 data link address 0 (0-85519)
Unsolicited Message Disable v
Polling all class 0 sfatic points Cyelic ¥ |10000 (100 - 600000 ms)
Polling class 1 events Cyclic v |5000 {100 - 600000 ms)
Polling class 2 events Cyelic ¥ |5000 (100 - 600000 ms)
Polling class 3 events Cyelic ¥ |5000 (100 - 600000 ms)
Data link confirm mode Disable v
Data link confirm timeout 2000 (0-65535 ms)
Data link max retry 1 0-5)
Application response timeout 10000 (D - 65535 ms)
Auto Time Sync Disable v
Object Points Index Commands
Binary Input 1-10 -
Binary Output 1-10 —
Counter 1-10 -
| Analog Input 1-10 —
Analog Cutput 1-10 -
o
Basic Settings
Outstation Settings
DNP3 TCP Master Settings = Outstation Settings
Basic Settings
Name |Ouistation1 |
IP address [0.0.0.0 | Port|20000 |
DNP3 data link address [o | (0-65519)
Unsolicited Message
Polling all class 0 static points Cyclic v |1EH]DD (100 - 600000 ms)
Polling class 1 events Cyclic e |5EH]D (100 - 500000 ms)
Polling class 2 events Cyclic ~ | 5000 (100 - 600000 ms)
Polling class 3 events [Cyelic v [5000 | (100 - 800000 ms)
Parameter Value Default Description
Name an alphanumeric string |Outstation1 Max. 32 characters
0.0.0.0 to The IP addresses of a remote
IP address 0.0.0.0 .
255.255.255.255 slave device.
The TCP port number of a remote
Port 1 to 65535 20000 P
slave device.
DNP3 data link address 0 to 65519 0 DNP3 ID / Outstation address
. Enable ) Enables to accept outstation’s
Unsolicited Message . Disable . P
Disable unsolicited responses.
None
Polling all class 0 static At start up only The method to poll a point’s

points Cyclic Cyclic (10000 ms)

(100 to 600000 ms)

current value.

MGate 5109 Series User Manual 30



Parameter

Polling class 1 events

Value  |Default ___|Description

None

At start up only

Cyclic

(100 to 600000 ms)

The method to poll class-1

Cyclic (5000 ms) events

Polling class 2 events

None

At start up only

Cyclic

(100 to 600000 ms)

The method to poll class-2

Cyclic (5000 ms) events

Polling class 3 events

None

At start up only

Cyclic (5000 ms) The method to poll class-3

Cyclic events.
(100 to 600000 ms)
Advanced Settings
Advance Settings O
Data link confirm mode
Data link confirm timeout |2IJEIO | (0 - 65535 ms)
Data link max retry |1 |{O-5]
Application response timeout |1DDDD | (0 - 65535 ms)
Auto Time Sync

Parameter

Data link confirm mode

Value |Default_|Description

Enable
Disable

Disable

This value specifies whether data link frames sent to
the remote device require a data link confirmation.
This parameter should be set to Disable for almost
all applications.

Data link confirm timeout

0 to 65535 ms

2000

This parameter specifies the required time fora data
link confirmation from the remote device before a
retry is attempted

Data link max retry

Oto5

The maximum number of retries at the data link
level to get confirmation. If this value is set to 0,
retries are disabled at the data link level of the
protocol. This parameter is only used if the frame is
sent when confirmation is requested.

Application response
timeout

0 to 65535 ms

10000

During the timeout period, the master will wait for
each response message. If Data link confirm
mode is enabled, make sure the timeout period is
set long enough to permit data link retries.

Auto Time Sync

Enable
Disable

Enable

When an outstation anticipates that its timing
reference (such as a crystal oscillator) will drift
beyond the required accuracy, it should set the
IIN1.4 [NEED_TIME] bit in responses. The master
must send the time promptly after receiving a
response with this bit set when enabling Auto Time
Sync.

Outstations that set the IIN1.4 [NEED_TIME] bit at
unreasonably short intervals will adversely impact
system operation by dedicating a disproportionate
amount of processing to non-data collection
activities.
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DNP3 Object Setting

In this section, you can configure Points Index for each DNP3 object. Be sure to include a reference to
your DNP3 outstation device here. The MGate uses the information in this section to determine how to
exchange data with a DNP3 outstation.

DNP3 Object Setting

Object Points Index Commands
Binary Input Ex: 0-5,7,65530-65535 -

Analog Output [Exos7esssoes3s -

The general DNP3 settings can be found just above the DNP3 Master configuration. In addition to polling all

Class Static Points and Class Events in the outstation, you can create commands to trigger specific
actions such as Binary Input, Binary Output, Counter, Analog Input, and Analog Output.

Binary Input

. .
Binary Input Settings
DNP3 TCP Master Settings > Outstation Settings > Binary Input Settings

Points

Index 1-2

Advance Commands

@ Add # Edit

Function code Group IVariation |Qualiiier |Po|ling interval {(ms) |

Command Parameters

Function Code Read
Group [1: binary input |

Variation [0: Any variation v|
Qualifier [06: all w|
Polling interval 5000 | (100 - 600GOO ms)

ok W cancel |

Command Variation

Parameters
1: binary input 0: Any variation 06: all
Select Read Binary (1) Cvr;glh\c;i??:itrlr?g 06: all
I h : bi i ’ : limi i -
nput method 2: binary input event 2: With absolute time g;/sgss)llmlted quantity (1
3: With relative time
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Binary Output
Default CROB Parameters

Binary Qutput Settings

Points

Index

Default CROB parameters

DNP3 TCP Master Settings = Outstation Settings > Binary Output Settings

Index |Function code Control models Object count |On time (ms) Off time {ms) Fault protection type F;"LI; protection timeout
1 [3/4. Seleci-Operate w||[Latch on-off model v [Keep latest data w|| 60000 | (1 - &B400s)
2 [3/4: Select-Operate v ||[Latch on-off model v| [Keep latest data v||/6oo00 | (1 - 564008)
Parameter Value Default Description
4: lect-
. 3/4: Select-Operate The method of CROB (Control Relay
Function code 5: Direct Operate Output Blocks) control request
6: Direct Operate, No Ack P q
Latch on-off model
Control models Close-trip model Regarding control models, refer to
Activation model DNP3 device attributes.
The count number of pulses on/off
. with on time and off time for the
Object count 0 to 65535 1 . s
close-trip model and activation
model.
On time (ms) 0 to 4294967295 100 Pulse on time
Off time (ms) 0 to 4294967295 100 Pulse off time
CK)(:]ep latest data When communication on the
. opposite side stops, users can select
Faul n ff K |
ault protection type |0 eep latest data a protection method to write a CROB
Close .
. request to the end device.
Trip
Faul i Available f N-OFF (latch on-off
'au t protection 1 to 86400 seconds 60000 vailable for O .O (latc 'on o]
timeout (sec) model), Close-trip (close-trip model)

Advance Commands

Read current Binary Output value.

Command Parameters

Function Code Read
Group

Variation

0: binary Output ~

1
0: Any variation ~
06: ~

B Jooo-coooooms)

Qualifier

Polling interval

[ Cancel |

Command Parameters Variation
Select Read Binary Output

method

10: Binary Output 0: Any variation 06: all
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Counter Settings

Paoints

Index
Default freeze function

Advance Commands

Counter Settings

8. Freeze No Ack
9: Freeze Clear
10: Freeze Clear No Ack

© Add

|Function code |Group | variation

|Qua|ifier Polling interval (ms) |

BT ECTE.

Default freeze function (options 7, 8, 9, and 10)

The purpose of this function is to copy the value of the current point of an outstation counter to a second
and separate memory location associated with the same point. The copied value is referred to as the frozen
value and remains constant until the next freeze operation for the same point of the outstation counter is

performed.

Parameters

Default freeze function

Value

7: Freeze (Default)

Description

Sends the IMMED_FREEZE function code to the
outstation.

Result: A null response from the outstation.

8: Freeze No Ack

Sends the IMMED_FREEZE_NR function code to the
outstation. This function code is recommended for
broadcast freezing.

Result: No response from the outstation.

9: Freeze Clear

Sends the IMMED_FREEZE function code to the
outstation.

Result: The current value of the outstation counter is
immediately reset to 0 and a null response is received
from the outstation.

10: Freeze Clear No Ack

Sends IMMED_FREEZE_NR function code to the
outstation.

Result: The current value of the outstation counter is
immediately set to 0 and no response is received from
the outstation.
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Advanced Commands

Command used to read the current data in the counter.

Command Parameters |Group _____|Variation ______|Qualifier

20: counter 0: Any variation 06: all
21: frozen counter 0: Any variation 06: all
Select Read Counter method 06: all
22: counter event 0: Any variation 07/08: limited quantity
(1-65535)

To send a freeze request, press the Control button on the I/O mapping page as shown below:

m—p>

E*ﬂ

el
write

write
Role 1 of MGate5109 @ Role 2 of MGate5109 :
Modbus TCP Server DNP3 TCP/UDP Master
[1: mapped index O un-mapped index
[ A v|
| AO Cmd | Control
Coil Address Reg Address Qutstation Index
Mot support 432561 - 432561 Freeze [
———————————————. ——————————————————— 1 — ]
_ Nelswpet  sow som Coaestrt 1]
Mot support 432563 - 442563 Freeze [ 2] Value, 2 byte/point
2
Mot support 432564 - 432564 Coldrestart [ 3] Value, 2 byte/point

Modbus client/master writes a value of 256 to a relative Register Address (40000 based); the MGate will
trigger a freeze request to the outstation according to the configuration. After sending out the command,
the MGate will reset the relative Modbus address value to 0.

Analog Input

Analog Input Settings

DNP3 TCP Master Settings > Outstation Settings = Analog Input Settings

Points

Index 1-2

Advance Commands

@ Add & Edit

Function code Group IVariation IQualiiier IPolling interval (ms) |
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Advanced Commands:

Command Parameters

Select Read Analog Input
method

Command Parameters

Function Code
Group

Variation
Qualifier

Polling interval

Group  Wariation |

Read
[20: analog input

M

[0: Any variation
[08: all
[5000

]

v]

| (100 - 600000 ms)

ok | concel |

Qualifier

30: analog input 0: Any variation 06: all
06: all

32: analog input event 0: Any variation 07/08: limited quantity
(1-65535)

Analog Output

Analog output

Points

Index
Default operate function

Fault protection parameters

Settings

1-2

DNP3 TCP Master Settings > QOutstation Settings > Analog output Settings

[314: sSelect-Operate

Index Fault protection type Fault protection timeout (sec)
1 | Keep latest data v| 60000 | (1-86400s)
2 | Keep latest data v| 60000 | (1-86400s)
Advance Commands
Q@ Add 4 Edit i Delete

Function code

I Group

I\r‘ariation

IQuaIiﬂer |Pal|ing interval (ms) |

Fault protection
parameters

When communication on
the opposite side stops,
users can select a
protection method to write
a request to the end
device.

Fault protection type

Keep latest data

Fault protection timeout (sec)

Clear data to zero

60000, (1-86400 s.)

User-defined value

(-32768 t032767)
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Advanced Commands:

Read the current analog

Command Parameters
Select Read Analog Input

method

output value.

Command Parameters

Function Code
Group

Read
[40: analog Qutput v|
[0: Any variation v
[06: all v
5000

Variation

Qualifier

Polling interval

| ¢400 - 50000D ms)

ok | cancel |

Variation

40: analog output 0: Any variation

06: All

A4. DNP3 Serial Master Settings

MGate 5109

Wwww.moxa.com

P 9 MAC Address - 00

Serial No.

Firmware

-1.0 Build

~Main Menu 1
Quick Setup
Overview
Basic Settings
Networic Setfings
Serial Settings
- Protocol Seftings.
Protacol Conversion
DNP3 Serial Master
Modbus TCP Server
1/0 Data Mapping
- System Management
- System Monitoring
Restart
Logout

DNP3 master address

Mode selection

DNP3 Serial Master Settings

Role2 of MGate5109 :
DNP3 Serial Master

Master

Master Settings

—r

Qutstation List.

© Add # Edit [

1 Delet 1 Move

[index [Name [DNP3 Address:

Binary Input points _[Binary Output points__[Counter points points

[Analog Input points

[Analog Output points |

Master Settings
Parameter
DNP3 master address

Value __|Default |Deseription

0 to 65519 1 DNP3 master address

Outstation List

Refer to A3. DNP3 TCP/UDP Master Settings
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DNP3 Object Setting
Refer to A3. DNP3.TCP/UDP Master Settings.

DNP3 serial Master supports an auto-detection function, which can automatically detect DNP3 serial
outstation attributes, such as quantity of BI, BO, and so on.

M OX AN MGate 5109 WWWwW.Mmoxa.com

- MGate 5109 = 7.254 MAC Address
- MGate 5109_4005 - MOXADDDD4005 Firmware - 1.0 Build 16060316
DNP3 data link address o w-ess1g ~
Unsolicited Message
Polling all class 0 static points 10000 (100 - 00000 ms)
- Main Menu -
I Polling class 1 events (100 - 500000 MS)
Quick Setup .
o Polling class 2 events (100 - 600000 ms)
verview
600000 ms
Basc Setings Polling class 3 events ¥ (100 - 600000 ms)
Network Settings Advance Settings €)
Serial Sett
enal Settings Data link confirm mode
- Pratocol Settings
Data link confirm timeout (0 - 65535 ms)
Protocol Conversion
Data link max retry -8
DNP3 Serial Master
Modbus TGP Server Application response timeout 10000 (0- 65535 ms)
/0> Data Mapping Auto Time Sync
- System Management
- System Monitoring DNP3 Object Setting | Auto Detection
Restart
[Object Points Index Commands
Legout —
Binary Input Ex: 0-5.7.65530-65535 —
Binary Qutout E 5530-65535 —
SERVER|
WEB Counter E 5530-65535 B
Analog Input E B
[Analog Output E —

_ = v

Auto DNP3 Outstation Detection

Auto scroll

| Start | [ Stop | [ Save | Ready to captura.
Object Points Index

Binary Input 0-39

Binary Output 0-34

Counter 0-29

Analog Input 0-74

Analog Output 0-24

No. Data Link Address  Object Type Points Index

1 4 Binary Input 0-39
2 4 Binary Output  0-34
3 4 Counter 0-29
4 4 Analog Input 0-74
5 4 Analog output  0-24
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A5. Modbus TCP Server (Slave) Settings

Modbus TCP Settings

Role 1 of MGate5109 :
Modbus TCP Server

Role Server
Server Settings
UnitID [1 | (1-258)
TCP port [502 |
[ Submit
Server Settings
Parameter |Value Default Description
Unit ID 1 to 255 1 The Modbus slave ID that this server/slave module will
accept.
TCP port 1 to 65535 502 The TCP port number.

A6. Modbus RTU/ASCII Slave Settings

Modbus RTU/ASCII Settings

@

Role 2 of MGate5109 :
Modbus RTU/ASCII Slave

accept.

Role Slave
Mode
Slave Settings
Save D (1-255
| Submit
Slave Settings
Parameter[Value __ [Bsfaul __[bescrption
Mode RTU or ASCII The Modbus protocol type
Slave ID 1 to 255 5 The Modbus slave ID that this server/slave module will
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A7. DNP3 TCP/UDP Outstation Settings

The DNP3 TCP/UDP outstation configuration comprises three parts: Basic Settings, Advanced Settings,
and DNP3 Object Settings. The basic settings section is used to specify the outstation information for the

MGate.

The advanced settings section is for setting additional parameters, while the last section is for DNP3 object-

related settings.

Mode selection

Basic Settings

DNP3 address

Local port

Network Type

Enable unsolicited response

Unsolicited response master DNP3 address
Unsolicited response master IP/Port

Advance Settings©)|

Maximum fragment size
Application layer timeout
Enable self-address support
Unsolicited response hold time
Unsolicited response retry
Event buffer overflow

Data link confirm mode

Data link response timeout
Data link max retry

Object status timeout

DNP Object Settings

DNP3 TCP/UDP Outstation Settings

®

Role2 of MGate5109 :

DNP3 TCP/UDP Outstation

Outstation

10
20000
 TCP
Enable v
q
192.168.127.1

UDP

2048
110000
Enable r
11000

]

Drop the oldest v

Disable v
3000

5

B0

(0-65519)
(1-65535)

(1-65519)

[l20000  |(1-85535)

(2048 - 4096)
(1000 - 1000000 ms)

(1-9993 ms)
(0-100)}

(0-65535 ms)
(0-5)
(5-3600s, O for disable)

[Object Type [Number of Points Parameters

e e
Binary Cutput 1100 -

Counter 32 [Counter length (1: 32 Bit)

Analog Input B2 JAnalog inputlength (1: 32 Bit}

lAnalog Output 32 -

Basic Settings

Parameter Value  betault __ioescripton

DNP3 address 0 to 65519 Outstation address (MGate 5109)

Local port 1 to 65535 20000 The TCP port number

Network Type IJ(I;'IDD TCP Network Type

Enable unsolicited Enable Enable Enables the MGate to initiate unsolicited
response Disable responses.

Unsolicited response 1 to 65519 3 DNP3 master address to which the MGate
master DNP3 address 5109 unsolicited response is sent .
i’;ﬁ!‘;';iijp;erstponse 192.168.1.1: 192.168.1.1:  |DNP3 master IP address/Port to which the
(for TCP mode) (1-65535) 20000 MGate 5109 unsolicited response is sent.
Remote master IP/Port 192.168.1.1: 192.168.1.1: DNP3 master IP address/Port to which the
(for UDP mode) (1-65535) 20000 MGate 5109 unsolicited response is sent.

After configuring the Basic Settings, you may need to configure some advanced parameters, which you
can find in the Advanced Settings section.
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Advanced Settings

Maximum fragment size |2048 | (2045 - 4096)
Application layer timeout [10000 | (1000 - 1000000 ms)
Enable self-address support

Unsolicited response hold time |1ODD |(1 - 9993 ms)
Unsolicited response retry |5 |(D -100)

Event buffer overflow Drop the oldest s
Data link confirm mode

Data link response timeout |30EHZI |(D - 65535 ms)
Data link max retry |5 |(D—5}
Object status timeout 60 | (5-3600s, D for disable)

Parameter |Value __|Default _|Description

A fragment is a block of octets containing request or
response information transported between a master and
an outstation. DNP3 limits the amount of memory
devices employed to send and receive messages. It
Maximum _ 2048 to 4096 2048 achieves this by spgcifying the maximum length of e_ach
fragment size fragment and allowing response messages to be divided
into one or multiple fragments. Small messages,
requiring only a few octets, can fit into a single fragment,
whereas larger messages may require multiple

fragments.

Appllcatlon layer 1000 to 1000000 10000 DNP3 application layer timeout.

timeout ms
Devices that support this address and have the self-
address feature enabled, must process frames with
destination address OxFFFC as if the message has used
the device’s unique individual address.

Enable self- Enable Enable This feature can simplify the commissioning,

address support |Disable troubleshooting, and maintenance of devices because it is
not necessary to know the receiving device’s address
ahead of time. Only enable a single device at a time for
processing messages with the self-address destination so
that multiple devices do not respond.

Unsolicited The outstation keeps the unsolicited message on hold

response hold 1 to 9999 ms 1000 time before the DNP3 master requests a confirmation

time message.

Unsolicited 0 to 100 5 Retry count

response retry

Event buffer Drop the oldest Drop the Behavior when MGate event buffer overflows.

overflow Drop the latest oldest
This value specifies whether data link frames sent to the

Data link confirm |Enable Disable remote device require a data link

mode Disable confirmation. This parameter should be set to
Disable for almost all applications.

Data link This parameter specifies the required time for

0 to 65535 ms 3000 a data link confirmed to be from the remote device
before a retry is attempted
The maximum number of retries at the data link
level to get confirmation. If this value is
Data link max set to O, retries are disabled at the data link

Oto5 5 . -
retry level of the protocol. This parameter is only
used if the frame is sent when confirmation

is requested.

response timeout

Object status 5 to 3600 s.

timeout 0: Disable 60
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DNP3 Object Settings

You must configure the Number of Points for each object in the DNP3 Object Setting section of the
DNP3 TCP/UDP Outstation Setting. The number of points that you must configure for an object depends
on the volume of data generated by a corresponding object on the other side of the MGate. Refer to chapter
4, Protocol Settings—I/0O Data Mapping section for additional information.

DNP Object Settings

Object Type Mumber of Points Parameters

Binary input [0 |Detaut event varation 1 winout Tme)
Binary Output [100 I~

Counter 32 Counter length (1: 32 Bit)

Analog Input Analog input length (1: 32 Bit)

Analog Cutput |32—| -

Besides the Number of Points for an object, you can configure the Binary Input, Counter, and Analog
Input for an event class. Select the corresponding links to configure these settings.

DNP Object Settings
|Ohject Type Number of Points Parameters
. Default static variation (1: Facked Format)
Binary Input 100 Default event variation (1. Without Time)
Binary Cutput 100 —
Counter 32 Counter length (1: 32 Bit)
Analog Input 32 Analog input length (1: 32 Bit)
[Analog Cutput 32 —

Binary Input

MOXANA MGate 5109

MGale 5109 - 92 7.25 00508383307

- MGate 5100_4005 -0 5 - 1.2 Build 16072111
Binary Input Settings

Binary Input
Number of points 00
Default static variation 4 Packed Format «

Default ev: 1: Without Time

Event setngs Q)

[Point Index. [Class of Event
80 01 02

50

BSERVER

1
1
1
1
12 @3
g 50 01 02 03
1
1
1
1
1

The Binary Input parameters define the format of the outstation’s response to DNP3 commands from the
DNP3 Master.

Binary Input Setting Description

1: Packet Format 1: Packet Format—Reports only the state of the inputs
Default Static Variation o 2: With Flag—Reports the state of the inputs and the
2: With Flags
status flags.
1: Without Time
Default Event Variation |2: With Absolute Time
3: With Relative Time
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In Event Settings, you can set the value of each point index to Class 0/1/2/3 (Default: Class 0).

Event Settings()

&

[Point index Class of Event
® 0

=1 =1 R=1 £=1 F=1 =1 F=1 =1 F=1 F=1 =1 =)
el afolofolol o] ofo
o fw]wlw|wfw|wlw|wlw|w|w

Counter Settings

The outstation monitors predefined data points and generates events. These events are each placed in one
of three classes—Class 1, 2, or 3. In addition, Class 0 is defined as the "static" state or the status of the
monitored data. Counters are used to track the data points defined for the monitored data. This model of
event-oriented data reporting using a class improves bandwidth efficiency.

Set the value of each point index to Class 0/1/2/3 (Default: Class 0) in the Event Settings section of the
Counter Settings page.

M OXA MGate 5109 Www.moxa.com

- MGate 5109 =P -192.168.127.254 = MAC Address - 00:90:E8:63:5FB7

- MGate 5109_7374 = Serial No. - TAGEE1047374 = Firmware - 2.2 Build 20020618

Counter Settings

- Main Menu i Counter
rP::cu\eSIen'iigs Event Settings @ &
: e
Counter Settings Value Description
1: 32-Bit With Flag With Flag—reports the value of the counter and
. - 2: 16-Bit With Flag the status flag.
Default Static Variation - .
3: 32-Bit Without Flag Without Flag—Reports the value of the counter
4: 16-Bit Without Flag only.
1: 32-Bit With Flag With Flag—reports the value of the counter
- 2: 16-Bit With Flag event and the status flag.
Default Event V. n
efault Event Variation |5, 35 Bit With Flag and Time  |With Flag and Time—Reports the value of the
6: 16-Bit With Flag and Time counter event with status flag and time tag.

Internal Memory Mapping |32-Bit,

Length 16-Bit Unit length of counter value for data mapping
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Analog Input Settings

For analog inputs, besides setting the value of each point index to Class 0/1/2/3 (Default: Class 0), you can
also configure an event trigger method in the Event Settings section of the Analog Input Settings page.

MOXA

- MGate 5109

- MGate 5109_7374

MGate 5109
ulP -192.168.127.254

= Serial No. - TAGEE1047374

www.moxa.com
= MAC Address - 00:90:E8:63:5F:B7

= Firmware - 2.2 Build 20020618

Analog Input Settings

Main Menu | Analog Input
Quick Setup Number of points 32
Over
Internal memory mapping length 328ty
Ba:
N Event Settings @ &
se ic variation Default event variation Class of Event _|Event Trigger Method
- Pr
0 1: 32-Bit With Flag 1: 32-Bit Without Time , 2 ! Change of state
DNP3 TCP/UDP Outstation 1 1: 32-Bit With Flag 1: 32-Bit Without Time 2' 5 ! Change of state
Modbus TCP Server
1/0 Data Mapping 2 1: 32-Bit With Flag 1: 32-Bit Without Time PR ! Change of state
- System Management ® 1
3 1: 32-Bit With Flag 1: 32-Bit Without Time Change of state
- System Monitoring 2 03
Restart 4 1: 32-Bit With Flag 1: 32-Bit Without Time 2' 3 ! Change of state
Logout S 7
5 1. 32-Bit With Flag 1: 32-Bit Without Time PR, Change of state
goahead ® 1
WEBSERVER)| 6 1: 32-Bit With Flag 1: 32-Bit Without Time. PP Change of state
7 1: 32-Bit With Flag 1: 32-Bit Without Time PR ! Change of state

Each point of Analog Input can define its own “static variation” and “event variation”.

Value " |Description

Analog Input Settings

Default Static Variation

1: 32-Bit With Flag

2: 16-Bit With Flag

3: 32-Bit Without Flag

4: 16-Bit Without Flag

5: Single-Precision, Floating —Point With
Flag

With Flag—reports the value of the
analog input and the status flag.
Without Flag—reports the value of the
analog input only.

Default Event Variation

1: 32-Bit Without Time

2: 16-Bit Without Time

3: 32-Bit With Time

4: 16-Bit With Time

5: Single-Precision, Floating —Point
Without Time

7: Single-Precision, Floating —Point With
Time

Without Time—reports the value of the
event analog input only.

With Time—reports the value of the
analog input event with a time tag.

Internal Memory Mapping
Length

32-Bit,
16-Bit

Unit length of counter value for data
mapping

When you classify a point as event class 1, 2, or 3, two event trigger methods can be selected as follows:

Event Trigger Method VETEYAEL ) Description

Change of state N/A An event is triggered when there is a change in value
Deadband 0 to 65535 fann;:\éent is triggered when a value goes over the deadband
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Analog Output Settings

M ox/\ MGate 5109 www.moxa.com

-MGate 5109 ulP -192.168.127.254 = MAC Address. - 00:90:E8:63:5F:B7

-MGate 5109_7374 = Serial No. - TAGEE1047374 = Firmware - 2.2 Build 20020618

Analog Output Settings

- Main Menu | Analog Output
Quick Setup Number of points 2
Overview
Internal memory mapping length 16-Bit v
Basic Settings
Network Settings Event Settings @ el
Serial Settings Point Index Default static variation
- Protocol Settings 0 2: 16-Bit With Flag v
Protocol Conversion 1 2: 16-Bit With Flag v
DNP3 Serial Outstation 2 2: 16-Bit With Flag 2
Modbus TCP Server 3 2: 16-Bit With Flag 2
1/0 Data Mapping 4 2: 16-Bit With Flag 2
- System Management 5 2: 16-Bit With Flag v
- System Monitoring 5 2: 16-Bit With Flag v
Restart 7 2: 16-Bit With Flag v
Logout s 2: 16-Bit With Flag v
9 2: 16-Bit With Flag v
goanead
EBSERVER 10 2: 16-Bit With Flag v
11 2: 16-Bit With Flag v

Each point of Analog Output can define its own “static variation”.

Analog Output Settings Description

1: 32-Bit With Flag
2: 16-Bit With Flag With Flag—reports the value of the
3 Single-Precision, Floating —Point |analog output with flag.

With Flag

Default Static Variation

32-Bit, Unit length of counter value for

I I M M ing L h
nternal Memory Mapping Lengt 16-Bit data mapping

A8. DNP3 Serial Outstation Settings

The DNP3 TCP/UDP outstation configuration consists of three parts: Basic Settings, Advanced Settings, and
DNP3 Object Settings. The basic settings section is used to specify the outstation information for MGate.
The advanced settings section is for setting additional parameters, while the last section is for configuring
the DNP3 object related settings. For additional details, refer to section A7. DNP3 TCP/UDP Outstation
Settings.

DNP3 Serial Outstation Settings

of

Role1 of MGate5109 :
DNP3 Serial Outstation

Mode selection Cutstation

Basic Settings

DNP3 address 4 (0-65519)

Enable unsolicited response Enable v

Unsolicited response master DNP3 address 3 (1-65510)
Advanced Setting§)

Maximum fragment size 2048 (2048 - 4096)
Application layer timeout 10000 (1000 - 1000000 ms)
Enable self-address support Enable »

Unsolicited response hold time 1000 (1-9999 ms)
Unsolicited response retry 5 (0-100)

Event buffer overflow Drop the oldest

Data link confirm mode Disable »

Data link response timeout 3000 (0 - 65535 ms)

Data link max retry 5 0-5)

Time sync Enable =

Object status timeout 60 (5-3600s, 0 for disable)

[Object Type [Number of Points Parameters
Ry
Binary Output 400 -

Counter <F] Counter length (1: 32 Bit)

Analog Input 32 Analog inputlength (1: 32 Bit)

Analog Output 32 -
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Protocol Settings—I/0 Data Mapping

After you have configured Role 1 and Role 2 (client/master and server/slave) of the MGate settings, the
PLC/SCADA in the master role will start monitoring and controlling the remote slave device. The MGate uses
its internal memory to facilitate data exchange. The I/0 Data Mapping page shows the complete mapping
status.

M OXA MGate 5109

- MGate 5109 -192.168.127254 = MAC Address

- MGate 5108_4005 - MOXADDDD4005 = Firmware

Welcome to MGate 5109

Main Menu l | Model name | MGate 5109
Quick Setup | serial No. | MOXAQD004005
Overview | Firmware version |12 Build 16072111
Basic Sefings | Ethernet IP address | 192.168.127.254
Network Settings | Ethernet MAC address |oo:80:E8:38:33:07
Seral Seftings | up time |0 days D1h-20m:23s
- Protocol Settings
Protocol Conversion ‘ Power 1 | on
DNP3 Serial Master [Power 2 or
Modbus TCP Server ‘micmSD |Nn1Detemad

- System Management
- System Manitoring
Restart

Logout

WEBSERVER

The following examples illustrate Role 1 and Role 2 configurations of the MGate:

Example 1—The MGate 5109 as Modbus TCP Server (Role 1) and DNP3 Serial
Master (Role 2)

The Modbus client/master must write the value 1 to the corresponding Coil Address, 1x0001, if the
Modbus client/master wants to set the DNP3 outstation value BO [0] to 1. The MGate will then trigger a BO
[0] write request to the outstation.

I/O Data Mapping
Selectyour scenaric | Modbus TCP Client —= DNP3 Serial Outstation
# # [@
write write P"l
Role 1 of MGate5109 : Role 2 of MGate51009 :
Modbus TCP Server DNP3J Serial Master
O: mapped index [ : un-mapped index
All v

BO (CROB) | AOCmd | Control

Coil Address Reg Address Outstation Index Type
1x0001 - 1x0001 4x0001 - 4x0001 BO[O] “alue, 1 bit/paint
1x0002 - 1x0002 4x0001 - 4x0001 BO[1] “alue, 1 bit/paint
1x0003 - 1x0003 4x0001 - 4x0001 BO[2] “alue, 1 bitpoint
1x0004 - 1x0004 4x0001 - 4x0001 BO[3] “alue, 1 bit/paint
1x0005 - 1x0005 4x0001 - 4x0001 BO[4] “alue, 1 bit/paint
1x0006 - 1x0006 4x0001 - 4x0001 1 BO[S] “alue, 1 bitpaint
1x0007 - 1x0007 4x0001 - 4x0001 BO[G] “alue, 1 bit/paint
1x0008 - 1x0008 4x0001 - 4x0001 BO[T] “alue, 1 bitpoint
1x0009 - 1x0009 4x0001 - 4x0001 BO[E] “alue, 1 bitpaint
1x0010 - 1x0010 4x0001 - 4x0001 BO[S] “alue, 1 bit/paint
1x0011 - 1x0011 4x0001 - 4x0001 BO[10] “alue, 1 bitpoint
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Likewise, if the Modbus client/master wants to read the value in DNP3 outstation index AI [0], the Modbus
client/master must send a request to read the Modbus addresses 4x9217 and 4x9218, whose value will be

periodically updated because of cyclic polling to the outstation on the other side.

I/O Data Mapping

Select your scenario Modbus TCP Client <— DMNP3 Serial Qutstation »

.

Role 1 of MGate5109 : Role 2 of MGate5109 :
Modbus TCP Server DNP3 Serial Master
O: mapped index [ : un-mapped index A
Coil Address Reg Address Outstation  Index Type
R T wedT-eaEnB alpny o Alue. 4 bytelpoint |
- 4x25601 - 4x25601 Flag, 1 byte/point
L T wee-edzD Al[1] - Alue. 4 bytefoint
- 4x25601 - 4x25601 Flag, 1 byte/point
B T hewioedzz Al[2) . 3lue. 4 bytefpoint
- 4x25602 - 4x25602 Flag, 1 byte/point
B T heedoeaza Al[3] . 3lue. 4 bytefpoint
- 4¥25602 - 4x25602 Flag, 1 byte/paint
B e oot S Al[4] . 3lue. 4 bytefpoint
- 4x25603 - 4225603 Flag, 1 byte/paint

Example 2—The MGate 5109 as DNP3 TCP Outstation (Role 1) and Modbus

RTU Master (Role 2)

For the DNP3 master to control the Modbus coil command, we have created a command called

Door control. The DNP3 type of the Door control command is set as Binary Output. BO [0] should be
mapped to the Door control command, as shown in the I/O Data Mapping table below. When the DNP3

TCP client/master sends a write command to BO [0], MGate will trigger a Door control request to the

Modbus server/slave.

I/O Data Mapping

Select your scenario OMP3 TCR/UDFP Master —= Modbus RTIWASCIH Slave »

Modbus Mapping address arrangement Automatic =

# F # I'@
write write Pl"
Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCPIUDP Modbus RTU/ASCIH
Outstation Master

ing O: None mapping -
X Mame  Function Interna

0 Doar_control 5 i} - 0 1 bytes
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Likewise, if a DNP3 TCP master wants to read the Modbus register command named Current Value, the

DNP3 type must first be set to Analog Input. The I/O Data Mapping table shows that AI [0] is mapped to the
Current Value command. The DNP3 TCP master can read Al [0] of the outstation, whose value will be
periodically updated because of the cyclic polling to the Modbus server/slave on the other side of the MGate.

I/O Data Mapping

Select your scenario  |[DNP3 TCP/UDP Master =— Modbus RTU/ASCII Slave v |

Modbus Mapping address arrangement

=) 2 B

read read
Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCP/UDP Modbus RTU/ASCI
Outstation Master

Name Function

ype . :
[o 1-[o] CurentValue 3 [0 [ 3 |4bytes

Protocol Settings (Transparent Mode)

Modbus Transparent

Only the following combination can select transparent mode.

Connected serial device's mode Device 1 Device 2
Client (Master) mode MB RTU/ASCII Master MB TCP Server
Server (Slave) mode MB TCP Client MB RTU/ASCII Slave
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Slave mode

Su— Modbus TCP
; F
I Client

Modbus Serial
Slave

Master mode

—a— Modbus TCP
; =

Server
o}

g
ﬁ Modbus Serial
Master

Protocol Settings—Modbus Transparent—Mode

Modbus Protocol Settings

Modbus Parameters

Connected serial device's mode
Transmission mode

Response timeout
Inter-character timeout

Inter-frame delay

Mode Slave ID Map Priority Contro Advanced Settings

Slave

[0 o 120000 me) AioBeidien |
L
CR— L

| Submt

Parameter
RTU

Transmission mode ASCII

Description

RTU Modbus transmission mode
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Parameter Value |Defauit |Description

According to the Modbus standard, the time it takes for a
server/slave device to respond to a request is defined by
the device manufacturer. Based on this response time, a
client/master can be configured to wait a certain amount
of time for a server/slave’s response. If no response is
received within the specified time, the client/master will
disregard the request and continue operation. This allows
the Modbus system to continue operation even if a
server/slave device is disconnected or faulty. On the
MGate 5109, the Response timeout field is used to
10 to 120000 configure how long the gateway will wait for a response
Response timeout ms 1000 from a Modbus ASCII or RTU server/slave. Refer to your
device manufacturer’s documentation to manually set the
response time.
The MGate 5109 can also auto-detect the response
timeout. Instead of manually figuring out the appropriate
setting, you can click Auto Detection to have the MGate
figure out the setting for you. Once a value has been
recommended, you can fine-tune it to get the best
performance. You can specify the Modbus function and
starting address in the Auto Detection screen for different
devices. This function is only available when the MGate
5109 connects to Modbus RTU/ASCII slaves.
The time interval between characters in one frame. When
the baudrate is lower than 19200 bps, the default value is
0, which is 1.5-character time. When the baudrate is
larger than 19200 bps, the MGate uses a predefined fixed
value that is not user configurable. When the serial side of
the MGate receives one character, and the next one
comes after the “inter-character timeout” defined, the
frame will be discarded because of timeout.

Inter-character
timeout 10 to 500 ms 0
(only for Modbus RTU)
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Parameter Default |Description

Defines the time interval between an RTU response and
the next RTU request. When the baudrate is lower than
19200 bps, the default value is 0, which is 3.5-character
time. When the baudrate is larger than 19200 bps, the
MGate uses a predefined fixed value that is not user
configurable. This function solves the issue that some
devices can't handle the RTU requests quickly enough, so
the MGate opens to user-defined values.

How do you calculate Modbus character time?

E.g., if the baudrate is 9,600 bps, 1 character time is
about 1 ms. In a serial frame (11 bits, including start bit,
data, parity bit, and stop bit), 9,600 bps approximately
equals to 960 characters/s, so transmitting 1 character
needs about 1/960 = 1 ms

Inter-frame delay

(only for Modbus RTU) |10 0 200 ms 10

Inter-frame delay
Default 3.5 Character time

Protocol Settings—Modbus Transparent— Server (Slave) ID
Map
In server (slave) mode, the default server (slave) ID mapping will define all Modbus IDs to the serial port

since the MGate 5109 only has one serial port. In client (master) mode, you have to add all the Modbus IDs
manually.

Modbus Protocol Settings

Mode I Slave 1D Map Priority Control Advanced Settings
Slave ID Table
© Add #EdT WD
Channel No. Type Slave ID Range (Virtual ID <-> Real Device 1D} Destination
1 Modbus serial 001 - 254 =-= 001 - 254 Port 1

Add or modify the server (slave) ID mapping via the Add or Edit button.
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Modbus Protocol Settings
Slave ID Map
Modify Slave ID
Remote IP address l:l
o< F e

Parameter  |Value _____|Default |Description |

Remote IP address [0.0.0.0 to 255. 255. 255.255 For Modbus TCP: the IP address of a
remote server/slave device.

For Modbus TCP: the TCP port humber of a
remote server/slave device.

TCP Port 1 to 65535

Server (Slave) ID

Start 1 to 254 0 This specifies the range of IDs that will be
routed to the selected set of server/slave

Server (Slave) ID .

End 1 to 254 0 devices.

This specifies the difference between the
virtual slave ID and the actual slave ID. If
Server (Slave)ID 253 to 253 0 fi slave’s virtual ID is 16 and the actual .ID
Offset is 5, you would set the offset to -11. This
offset is applied to the entire range of
virtual slave IDs.

How Server (Slave) IDs are Mapped on the MGate 5109

With the server (slave) ID table, smart routing is achieved for units with multiple serial ports. Since each
virtual server (slave) ID is routed to a specific Modbus network, requests are not broadcast over all serial
ports. This keeps communication efficient and prevents devices on one port from slowing down the entire
system.

When a Modbus client/master requests information from a Modbus server (slave) device, the request is
addressed to the desired slave’s ID, which must be unique on the network. When Modbus networks are
integrated by a Modbus gateway, complications can arise if the same server (slave) ID is being used on
different networks. If this is not properly addressed, a request sent to that server (slave) ID would receive
more than one response, causing communication problems.

With the MGate 5109, this situation is addressed by using a server (slave) ID map. While configuring the
MGate, users set up a range of “virtual” server (slave) IDs that are mapped to server (slave) devices on a
specific Modbus network. To send a request to a server (slave) device that is on a different Modbus network,
a Modbus client/master would address the request to the appropriate (virtual) server (slave) ID. The MGate
then routes that request as specified by the server (slave) ID map.

For example, if a TCP client/master needs information from an ASCII server/slave, it addresses the request
to the corresponding virtual server (slave) ID as defined on the MGate's server (slave) ID map. The MGate
identifies the request as within its virtual server (slave) ID range and forwards the request to the Modbus
ASCII by the device’s actual server (slave) ID.

Virtual server (slave) IDs must not conflict with each other or with other TCP slave IDs.

When a serial port is set to RTU slave or ASCII server (slave) mode, a virtual ID range will already be
created for you. Select the entry in the table and change the range and offset as needed. For TCP slaves,
you can add an entry that assigns a range of virtual IDs to a specific IP address, using the Remote TCP
Slave IP setting.
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A

ATTENTION

The MGate 5109 will disregard any request that is not addressed to a virtual server (slave) ID on its server
(slave) ID map. If a device has not been assigned a virtual server (slave) ID, it will not be accessible by
masters on the other side of the Modbus gateway.

Protocol Settings—Modbus Transparent—Priority Control

The Priority Control tab is where emergency requests are enabled and configured.

Modbus Protocol Settings

Priority Control

Specified TCP Port

Specified TCP port
TCP port (1024 - 65535)
Specified Master
Specified master
@ Add
Master No. |Type |Deﬂ nition
Specified Request
Specified request
© Add
Request No. Slave ID Function Code |Data

Priority control is designed for requests that are sent to Modbus RTU/ASCII servers/slaves. Since Modbus
RTU/ASCII servers/slaves cannot handle multiple requests, the Modbus gateway must send each request
individually and wait for the response before sending the next request. As requests stack up, the response
time can suffer. This can cause problems for certain critical requests that require an immediate response.

With priority control, you can specify that certain requests are sent to the front of the queue for more
immediate response times. Priority requests can be specified by the client/master (IP address or serial
port), TCP port, or command type server (slave) ID, function code, or data). When the Modbus gateway
identifies a priority request, the request will immediately be placed at the front of the queue.

To define a priority request, enable the appropriate priority scheme (i.e., Specified Masters, Specified
TCP Port, or Specified Requests). Then, specify the parameter(s) that will indicate a priority request.
Finally, click Add/Modify to apply this definition. (This last step is not necessary for Specified TCP Port.)

Protocol Settings—Modbus Transparent—Advanced Settings

The Advanced Settings tab is where certain adjustments can be made to fine-tune the communication
between different Modbus networks. You can configure Initial Delay, Modbus TCP Exception, Modbus TCP
listen port, Modbus TCP Response Time-out, and Self-Slave ID for digital I/O control.
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Modbus Protocol Settings

Advanced Settings

Advanced Settings

Initial delay D(o- 30000 ms)

Modbus TCP exception

Modbus TCP listen port E- )

Modbus TCP response timeout 1000 (10 - 120000 ms)
Submit

Parameter |Value |Default |Description

Some Modbus servers/slaves may take more time to boot up than
other devices. For certain environments, this may cause the entire
Initial delay 0 to 3000ms |0 system to suffer from repeated exceptions during the initial boot-
up. After booting up, you can force the MGate to wait before
sending the first request with the Initial Delay setting.

The MGate 5109 is a protocol gateway that transparently passes
requests and responses between the Ethernet and serial interfaces.
In some situations, it may be necessary for the gateway to return
Disable |an exception in response to a request from a Modbus TCP

Modbus TCP Disable

exception Enable client/master. This is enabled or disabled with the Modbus TCP
Exception setting. When enabled, the unit can return two types of
exceptions:

Modbus TCP 1 to 65535 502 Allows you to change the Modbus TCP listen port from the default

listen port value (502).
According to the Modbus standard, the time that it takes for a
server/slave device to respond to a request is defined by the
device manufacturer. Based on this response time, a client/master
can be configured to wait a certain amount of time for a
server/slave’s response. If no response is received within the

Modbus TCP specified time, the client/master will disregard the request and

response 10 to 120000 {1000 continue operation. This allows the Modbus system to continue

timeout operation even if a server/slave device is disconnected or faulty.

On the MGate 5109, the Modbus TCP response timeout field is
used to configure how long the gateway will wait for a response
from a Modbus ASCII or RTU server/slave. Refer to your device
manufacturer’s documentation to manually set the response
timeout.

Modbus TCP exception

There was no response from the server/slave. Maybe the device is offline, or
the serial cable is broken.

There are two situations that will cause this exception:

Request dropped The request queue is full (32 requests queue for each client/master)

The destination ID is not included in the slave ID map.

Timeout

Not all Modbus TCP clients/masters require this exception, so it is up to you to determine if this setting
should be enabled.

DNP3 Transparent

The MGate 5109 Series supports DNP3 transparent mode. Only the following combination can select
transparent mode:
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# Select your device type on each side of MGate5109 1

Connected serial device's mode
Master mode

Device 1
DNP3 serial Master

Device 2
DNP3 TCP/UDP Outstation

Outstation mode

DNP3 TCP/UDP Master

DNP3 Serial Outstation

Outstation mode

- — DMP3 TCRAJDP
—
Master

DMPS senal
-
E .
I I; Outstation

Master mode

. DMP3 TCRAJDP
Clutstation

“ DMP3 seral
Master
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Add all DNP3 devices to the table, including the master and all outstations.

DNP3 Protocol Settings
Address Table
Address Table
@ Add

Channel No. |Type DNP3 Address Range (Virtual Address <-> Real Device Add ] Destination

1 DMNP3 serial |00001 - 00005 <-= 00001 - DOOOS Port 1

2 DNP3TCP  |00011- 00015 <-= 00011 - 00015 192.168.1.1 : 20000

Submit
DNP3 Protocol Settings
Address Table

DNP3 Address

IP address | | Port|20000

DNP3 address start l:l

DNP3 address end l:l

DNP3 address offset I:l

[ o | Cocal
Parameter Value Default Description
IP address 0.0.0.0to The IP address of the remote DNP3 device
255.255.255.255 '

Port 1 to 65535 20000 DNP3 default using port 20000.
DNP3 address Start |0 to 65519 0 This specifies the range of IDs that will be routed
DNP3 address End 0 to 65519 0 to the selected set of slave devices.

This specifies the difference between the virtual
slave ID and the actual slave ID. If a slave’s virtual
DNP3 address Offset |0 to 65519 0 ID is 16 and the actual ID is 5, you would set the
offset to -11. This offset is applied to the entire
range of virtual slave IDs.

For DNP3 packet frames from the Ethernet side, you need to assign a serial port along with related ranges
of DNP3 addresses to receive these DNP3 data packets. Similarly, for DNP3 packet frames coming from the
serial side, you need to assign the DNP3 device’s address and IP address. The default IP address is
192.168.1.1; change the IP address based on your DNP3 equipment settings. If there are multiple
outstation devices on the Ethernet side, you will need to add these devices’ IP addresses and DNP3
addresses to the routing table. The gateway will drop a DNP3 packet frame if the destination DNP3 device
address or IP address is not defined in the gateway.
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Protocol Settings—DNP3 Transparent—Advanced Settings

Allows you to change the default value (20000) of the DNP3 TCP listen port.

DNP3 Protocol Settings

Advanced Settings

DNP3 TCP Settings

Listen port 20000 (1-65535)

Parameter |Value _|Default __|Description

The default DNP3 TCP listen port is 20000; you can

Listen port 1t0 65535 20000 change it to any number between 1 and 65535.

System Management

System Management—Accessible IP List

Accessible IP List

] Enable the accessible IP list. ('Disable” will allow all IP's connection request.)

=
e

Active P Netmask
[192.168.127.11

[255.255.255.0 x

ODOoooooOo®

These settings are used to restrict access to the module by IP address. Only IP addresses on the list will be
allowed access to the device. You may add a specific address or range of addresses by using a combination
of an IP address and a netmask as follows:

To allow access to a specific IP address: Enter the IP address in the corresponding field; enter
255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet: For both the IP address and netmask, use 0 for the last
digit (e.g., "192.168.1.0” and “255.255.255.0").

To allow access to all IP addresses: Make sure that Enable the accessible IP list is not checked.

Additional configuration examples are shown in the following table:

Desired IP Range IP AddressField =~ |Netmask Field
Any host Disable Enable
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 to0 192.168.1.254 192.168.1.128 255.255.255.128
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System Management—DoS Defense

Users can select from several options to enable DoS Defense to fend off cybersecurity attacks. A denial-of-
service (DoS) attack is an attempt to make a machine or a network resource unavailable. Users can select
from the following options to counter DoS attacks.

DoS Defense

Configuration
Null Scan

Xmas Scan
MNMAP-Xmas Scan
SYN/FIN Scan
FIN Scan
NMAP-ID Scan
SYN/RST Scan

SYN-Flood

Enable

Limit

ICMP-Death

Enable

Limit

Oooooooo

4000 (pkt's)

O
s

System Management

—System Log Settings

Event Group
System
Network
Configuration
DNP3 TCP/UDP

Modbus TCP

Local Log Settings

System Log Settings

Syslog

O

oo ood

Local Log Summary

O

oo oog

O Enable log capacity warning at EI{%]

Warning by: [+ sump Trap Email

System cold start, System warm start

DHCP/BOOTP get IP/renew, NTP connect fail, IP conflict, Network link down

Login fail, IP changed, Password changed, Firmware upgrade, SSL certificate import, Config import, Config

export, Configuration change, Clear event log

DNP3 TCRUDP communication logs

Modbus TCP communication logs

Event log oversize action : [Overwrite The Oldest Event Log V|

Syslog Settings
Syslog server IP

Syslog server port

The system log settings enable the MGate firmware to record important events for future verification. The

514

Submit

recorded information can only be displayed on the web console.
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The available information that can be recorded includes the following events:

Event Group Description

System System Cold Start, System Warm Start

Network DHCP/BOOTP Get IP/Renew, NTP Connect Fail, IP Conflict, Network Link Down
Login Fail, IP Changed, Password Changed, Firmware Upgrade, SSL Certificate
Import, Configuration Import/Export

DNP3 TCP/UDP DNP3 TCP/UDP Communication logs

Modbus TCP Modbus TCP Communication logs

Local Log Settings Description

Enable log capacity warning |When the log amount exceeds the warning percentage, it will trigger an event

Configuration

(%) to SNMP Trap or Email.
. SNMP Trap
Warning by Email

Overwrites the oldest event log

Event log oversize action .
9 Stops recording event log

Syslog Settings Description

Syslog server IP IP address of a server that will record the log data.
Syslog server port 514

System Management—Auto Warning Settings

Auto Warning Settings

Bystem Event

Cold start Mail [] Trap []
Warm start Mail [] Trap []
Power input 1 failure Mail [] Trap [] Relay []
Power input 2 failure Mail [] Trap [] Relay []
Ethernet 1 link down Mail [] Trap [] Relay []
Ethernet 2 link down Mail [] Trap [] Relay []

Config Event

Console login fail Mail [] Trap []
IP changed Mail []
Password changed Mail []

| Submit

Auto Warning is triggered by different events. When a checked trigger condition occurs, the MGate can send
email alerts, SNMP Trap messages, or open/close the circuit of the relay output and trigger the Fault LED to
start blinking. To enable an email alert, configure the email address on the Email Alert page. Likewise, to
enable SNMP trap alerts, configure the SNMP trap server on the SNMP Trap page.
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System Management—Email Alert

Email Alert

Mail Settings
Mail server (SMTP)

(] My server requires authentication

User name admin
Password

From email address
To email address 1
To email address 2
To email address 3

To email address 4

Parameters Description

Mail server (SMTP) The mail server’s domain name or IP address.

Username This field is for your mail server’s username, if required.

Password This field is for your mail server’s password, if required.

From email address This is the email address from which automatic email warnings will be sent.
To email addresses 1 to 4 |Email addresses to which automatic email warnings will be sent.

System Management—SNMP Trap

SNMP Trap

SNMP Trap

SNMP trap server IP or domain name | |

Trap version ® vt O vz

Trap community [public |

| Submit

Parameters Description

SNMP trap server IP Use this field to show the IP address for receiving SNMP traps.
Trap version Use this field to select the SNMP trap version.
Trap community Use this field to designate the SNMP trap community.
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System Management—SNMP Agent

Configuration

SNMP

Contact name

Read community string

Write community string

SNMP agent version

Read only user name

Read only authentication mode
Read only password

Read only privacy mode

Read only privacy

Read/write user name
Read/write authentication mode
Read/write password
Read/write privacy mode

Read/write privacy

SNMP Agent Settings

| |

[public |

|pri\rate |

rouser

Disable w

Disable

rwuser

Disable

Disable v

Parameters

SNMP

Description

To enable the SNMP Agent function, select the Enable option and enter a
community name (e.g., public).

Contact name

The optional SNMP contact information usually includes an emergency contact
name and telephone number.

Read community string

This is a text password mechanism that is used to weakly authenticate queries
to agents of managed network devices.

Write community string

This is a text password mechanism that is used to weakly authenticate changes
to agents of managed network devices.

SNMP agent version

The MGate 5109 supports SNMP V1, V2c, and V3.

Read-only and Read/write access control

The following fields allow you to define usernames, passwords, and authentication parameters for two levels
of access: read-only and read/write. The name of the field will show which level of access it refers to. For
example, Read-only authentication mode allows you to configure the authentication mode for read-only
access, whereas Read/write authentication mode allows you to configure the authentication mode for
read/write access. For each level of access, you may configure the following:

Parameters Description
Username Use this optional field to identify the username for the specified level of access.

Authentication mode

Use this field to select MD5 or SHA as the method of password encryption for the
specified level of access, or to disable authentication.

Privacy mode

Use this field to enable or disable DES_CBC data encryption for the specified level

of access.
Password Use this field to set the password for the specified level of access.
Privacy Use this field to define the encryption key for the specified level of access.
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System Management—LLDP Settings

The Link Layer Discovery Protocol (LLDP) standardizes the method that devices on a network use to
periodically send information about their configuration and status. This self-identification method keeps all
LLDP devices on a network informed of each other's status and configuration. You can use the SNMP
protocol to then send the LLDP information on the network devices to Moxa's MXview to create an auto
network topology and for network visualization.

The MGate web interface lets you enable or disable LLDP and set the LLDP transmit interval. In addition, you
can go to System Monitoring-System Status-LLDP Table to view the MGate’s neighbor-list, which is
created based on the information reported by neighboring devices on the network.

LLDP Settings

Configuration

LLDP
Message transmit interval 30 (5- 16383 secs)
Submit

Parameters

The MGate will send information on the

5 to 16383 secs (Default:30 configuration and status of devices in a network
secs) at regular intervals based on the value
configured here.

Message transmit interval

System Management—Certificate

Certificate
S5L Centificata
Issued to 152 168,127 254
Issued by 192.168.127.254
Vialil from 2016405 1o 2005603
Select SSL certificate file Hasrarse [ ienpert |
Delate S51 certificate file [ Desete |

Use this function to load the Ethernet SSL certificate. Select or browse for the certificate file in the Select
SSL certificate/key file field. This function is only available on the web console.
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System Management—Misc. Settings

This page includes console settings, password and relay output.

System Management—Misc. Settings—Console Settings

Console Settings

Configurations

HTTP console
HTTPS console
Telnet console
SSH console
Serial console
Reset button
MOXA Command

Session Settings

Maximum Login User For HTTP+HTTPS {(1~10)

Auto Logout Setting (0 ~ 1440 min, O for Disable)
Submit
Configuration Value Description
. This setting is to enable/disable the web console. For security
HTTP/HTTP Enable/D |
/ S able/Disable issues, users can only enable HTTPS or just disable all settings.

Telnet/SSH Enable/Disable

Serial console Enable/Disable

The MGate provides a reset button to clear passwords or load
Disable after 60 factory default settings. But for security issues, users can

Reset button protection |sec, disable this function. In disabled mode, the MGate will still

Always enable enable this function within 60 seconds after boot-up, just in
case users really need to reset this function.

MOXA command Enable/Disable

Session Settings Value Description

Maximum Login User for

H'I'I'P+H'I'I'PSg 1to 10

Auto Logout Setting 0 to 1440 min. Sets the auto-logout time.
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System Management—Misc. Settings—Notification Message

Notification Message

Notification Message

Login message

0 character/Maximum 240 character

Login authentication failure message

The account or password you entered is incorrect.
(Your account will be temporarily locked if excessive tried.)

111 character/Maximum 240 character

Users can input a message for Login or for Login authentication failure message.

System Management—Misc. Settings—Account Management

Account Management

Add Account Settings

@ Add
Account Name Group
admin admin
user user
Submit

Parameters

Account admin, user

Description

Users can change the passwords for different accounts. The MGate
provides two different level accounts: admin and user. Admin
account can access and change all the settings through the web
console. User accounts can only view the setting and can’t change

anything.
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System Management—Misc. Settings—Login Password Policy

Account Password Policy

Minimum length

At least one digit{0~3)

[] Password lifetime

Account Login Failure Lockout
[] Enable
Retry failure threshold

Lockout time

Login Password Policy

[] Enable password complexity strength check

Mixed upper and lower case letters(A~Z, a~z)
At least one special character: ~!@#3$%*&*-_;:,.<*[0{})

e

g0 (90 ~ 180 days)

g (1 ~ 10 time)
5 (1 ~ 60 min)

[ Submit

Account Password Policy
Minimum length

Value
4 to 16

Description

Enable password complexity
strength check

Select how the MGate checks the password’s strength

Password lifetime

90 to 180 days |Set the password’s lifetime period.

Account Login Failure Lockout|Value Description
Retry failure threshold 1 to 10 times
Lockout time 1 to 60 min.

System Management—Maintenance

System Management—Maintenance—Ping

This network testing function is available only on the web console. The MGate gateway will send an ICMP
packet through the network to a specified host, and the result can be viewed on the web console

immediately.

Ping Test

Ping Destination

Destination
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System Management—Maintenance—Firmware Upgrade

Firmware updates for the MGate 5109 are at www.moxa.com. After you have downloaded the new firmware
onto your PC, you can use the web console to write it onto your MGate 5109. Select the desired unit from
the list in the web console and click Submit to begin the process.

Firmware Upgrade

11! Waming !!!

Note: Firmware upgrade will discard your un-saved configuration changes and restart the system!

Select firmware file Browse

/\  ATTENTION

DO NOT turn off the MGate power before the firmware upgrade process is completed. The MGate will erase
the old firmware to make room for the new firmware to flash memory. If you power off the MGate and
terminate the progress, the flash memory will contain corrupted firmware and the MGate will fail to boot. If
this happens, call Moxa RMA services.

System Management—Maintenance—Configuration Import/Export
There are three main reasons for using the Import and Export functions:

« Applying the same configuration to multiple units. The Import/Export configuration function is a
convenient way to apply the same settings to units in different sites. You can export the configuration
as a file and then import the configuration file onto other units at any time.

« Backing up configurations for system recovery. The export function allows you to export
configuration files that can be imported onto other gateways to restore malfunctioning systems within
minutes.

¢ Troubleshooting. Exported configuration files can help administrators identify system problems, which
provide useful information for Moxa’s Technical Service Team when maintenance visits are requested.

Configuration Import/Export

Configuration Import
Select configuration file B

O Keep IP settings

Configuration Export

e
———
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System Management—Maintenance—Load Factory Default

To clear all the settings on the unit, use the Load Factory Default to reset the unit to its initial factory
default values.

Load Factory Default

Click on Submit to reset all setfings, including the console password, to the factory default values. To leave the IF address, netmask and gateway setfings unchanged, make sure that Keep IP
settings is enabled.

Reset to Factory Default

O Keep IP settings

A

ATTENTION

Load Default will completely reset the configuration of the unit, and all the parameters you have saved
will be discarded. Do not use this function unless you are sure you want to completely reset your unit.

System Monitoring (Troubleshooting)

MGate 5109 provides easy-to-use and useful troubleshooting tools. If a communication issue occurs, we
suggest that you first check the Protocol Status > Diagnosis page for the status of the protocol. To
analyze the Modbus/DNP serial traffic, view the network logs available at Protocol Status > Traffic.

System Monitoring—System Status

System Monitoring—System Status—Network Connections

Go to Network Connections under System Status to view network connection information.

T . al 3 .

Network Connections
¥ auto refresh
Protocol Recv-Q Send-Q Local Address Foreign Address State
TCF o] 0 *4300 *0 LISTEN
TCP o] 0 *80 *0 LISTEN
TCP o] 0 *502 *0 LISTEN
TCP o] 0 *22 *0 LISTEN
TCP o] 0 *23 *0 LISTEN
TCP o] 0 *443 *0 LISTEN
TCP o] o] 182.163.127.254:80 182.163.127.222:5030 ESTABLISHED
uppP o] o] *161 *0
uppP o] o] *4300 *0
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System Monitoring—System Status—System Log

Go to Network Connections under System Status to view network connection information.

System Log

System Log

[ ewon | Gearbo | ol |

System Monitoring—System Status—Relay State

The MGate gateway includes a built-in relay circuit that is triggered in the event of a power failure or if the
Ethernet link is down. View the relay status on this page.

Relay State

Auto refresh

Power input 1 failure MiA Acknowledge Event
Power input 2 failure MiA Acknowledge Event
Ethernet 1 link down MNIA Acknowledge Event
Ethernet 2 link down N/A Acknowledge Event

System Monitoring—System Status—LLDP Table

See LLDP-related information, including Port, Neighbor ID, Neighbor Port, Neighbor Port Description, and
Neighbor System.

LLDP Table
Port HNeighbor ID HNeighbor Port Meighbor Port Description Neighbor System
swi ks-hsud1 port-001 KS-HSUD
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System Monitoring—Protocol Status

System Monitoring—Protocol Status—I/O Data View

This page displays the internal memory information for input and output data transfers. View updated

values for communication verification here. This function is only available on the web console.

O auto refresh

1I/0 Data View

Data flow direction

Modbus TCP Client — DNP3 Serial Master v

Internal Address
0000h
0010h
0020h
0030h
0040h
0050h
00&0h
0070h

00 o1 02
00 [t} 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

03
00
00
00
00
00
00
00
00

04
00
00
00
00
00
00
00
00

Start address(Hex) D
05 06 07 08
oo 00 00 0o
0o 00 00 00
oo oo 00 0o
oo 00 00 0o
0o 00 00 00
oo oo 00 0o
oo o0 0o 00
oo 00 o0 0o

09
00
00
00
00
00
00
00
00

Length
DA 0B
0o oo
00 00
0o 00
0o oo
00 00
0o 00
00 oo
0o oo

oc
00
]
0o
00
0o
00
00
00

oD
00
00
00
00
00
00
00
00

Format
0E oF
oo 00
0o 00
0o 00
oo 00
0o 00
0o 00
oo 00
oo 00

System Monitoring—Protocol Status—Diagnose

The MGate provides status information for DNP3, Modbus RUB/ASCII, and Modbus TCP troubleshooting.
Verify data or packet counters to make sure the communications are running smoothly.

Modbus RTU/ASCII Diagnose (Master)

V] Auto refresh

Category
Modbus

Serial Port

Item

Mode

Sent reguest

Received valid response
Received invalid response
Received CRC/LRC Error
Received exception
Timeout

Port is not opened.

Value

RTU Master

oOocoooo

Modbus RTU/ASCII Diagnose

Modbus RTU/ASCII Diagnose (Slave)

W] Auto refresh

Category
Modbus

Serial Port

Item

Mode

Slave ID

Received valid request
Received invalid request
Received CRC/LRC eror
Sent response

Sent exception

Port number
Break

Frame error
Parity error
Qvwerrun error

Value

RTU Slave

(=l =R = I = R = I S ]

(=R =R = =R

Modbus RTU/ASCII Diagnose
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Modbus TCP Diagnose (Client/Master)

Modbus TCP Diagnose

] Auto refresh

Category Itern Value
Modbus
Mode Master
Number of connection
Sent request
Received valid response
Received invalid response
Received exception
Timeout

0O oo o oo

Connections

Modbus TCP Diagnose (Slave/Server)

Modbus TCP Diagnose
M Auto refresh
Category ltem Value
Maodbus
Mode Slave

MNumber of connection
Received valid reguest
Received invalid request
Sent response

Sent exceptions

co o oo

Connections
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DNP3 Serial Master Diagnose

DNP3 Serial Master Diagnose

W1 Auto refresh
Select connected device

Communication Statistics

Name DNP3 Address Msg Tx Msg Rx Last Msg Tx Time Last Msg Rx Time
Cutstation2 2 1] o NiA NiA
Cutstation3 3 1] 1] NIA NIA
DNP3 Serial Master Diagnose
Auto refresh
Select connected device | Qutstation address 2 w
Device Details
Status Connected
Internal Indications 0x0000
Received Binary Input Event Count a
Received Counter Event Count i]
Received Analog Input Event Count a
Point Information
Binary Input ~
Point Index Value Flags Time Updated
0 OFF NIA NiA
1 OFF NIA NiA
2 OFF NIA NiA
3 OFF NIA NiA
4 OFF NIA NiA
5 OFF NIA NiA
6 OFF NIA NiA
7 OFF NIA NiA
8 OFF NIA NiA
] OFF NIA NiA
1n OFE [ MiA
DNP3 Serial Outstation Diagnose
DNP3 Serial Outstation Diagnose
Auto refresh
Qutstation Statictics
Received Reguests 0
Sent Responses a
Sent Unsolicited Message Q
Binary Input Event buffer a
Counter Event buffer 0
Analog Input Event buffer 1]
Connected Master IP
Point Information
Binary Input ~
Point Index Value Flags Time Updated
0 OFF OFFLINE NiA
1 OFF OFFLINE NiA
2 OFF OFFLINE NIA
3 OFF OFFLINE NiA
4 OFF OFFLINE NiA
5 CFF OFFLINE NIA
g OFF OFFLINE NiA
7 OFF OFFLINE NiA
8 OFF OFFLINE NIA
0 NCC MCCL AT KA

MGate 5109 Series User Manual

71



DNP3 TCP/UDP Master Diagnose

DNP3 TCP/UDP Master Diagnose
M auto refresh
Select connected device
Communication Statistics
Name DNP3 Address IP Address Msg Tx Msg Rx Last Msg Tx Time Last Msg Rx Time
Cutstation2 2 182.168.127.112:20000 0 0 NiA NIA
Cutstation3 3 182.168.127.113:20000 0 4] Ni& NiA
DNP3 TCP/UDP Master Diagnose
Auto refresh
Select connected device | Qufstation address 2 v
Device Details
Status Disconnected
Internal Indications 0x0000
Received Binary Input Event Count a
Received Counter Event Count i}
Received Analog Input Event Count a
Point Information
Binary Input
Binary Output Value Flags Time Updated
Counter
Frozen Counter OFF NiA NIA
Analag Input OFF NIA NIA
Analog Output
OFF NIA MNIA
3 OFF NIA MNIA
4 OFF NIA MNIA
5 OFF NIA MNIA
[ OFF NIA MNIA
7 OFF NIA MNIA
a OFF NIA MNIA
0 OCc BLLA KLLA
DNP3 TCP/UDP Outstation Diagnose
DNP3 TCP/UDP Outstation Diagnose
Auto refresh
Qutstation Statictics
Received Reguests a
Sent Responses a
Sent Unsolicited Message a
Binary Input Event buffer a
Counter Event buffer 0
Analog Input Event buffer a
Connected Master IP
Point Information
Binary Input
Binary Output "
Countar Value Flags Time Updated
Frozen Counter OFF OFFLINE 2016-06-07 08:15:35
Analog Input OFF OFFLINE 2016-06-07 0&:15:35
Analog Output
OFF OFFLINE 2016-06-07 08:15:35
3 OFF OFFLINE 2016-06-07 08:15:35
4 OFF OFFLINE 2016-06-07 08:15:35
5 OFF OFFLINE 2016-06-07 08:15:35
] OFF OFFLINE 2016-06-07 08:15:35
7 OFF OFFLINE 2016-06-07 08:15:35
& OFF OFFLINE 2016-06-07 08:15:35
0 FaYmy = ACCL KT 048 O OF O0-4F-3E
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System Monitoring—Protocol Status—Traffic
Modbus RTU/ASCII Traffic

For troubleshooting or management purposes, you can monitor the Modbus RTU/ASCII data passing
through the MGate 5109 on the network. Rather than simply echoing the data, MGate Manager presents the
data in an intelligent, easy-to-understand format with clearly designated fields, including source, type,
destination, contents, and more. Events can be filtered in different ways, and the complete log can be saved
to a file for later analysis.

Modbus RTU/ASCII Traffic

[] Auto scroll

Stop Export Ready to capture.

No. Time Send/Receive Slave ID  Function Code | Data
1 0.450 MGate -> Port 1 device 1 3 0103 00 00 00 0A C5 CD
2 0510 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 67
3 1.485 MGate -> Port 1 device 1 3 0103000000 0AC5CD
4 1525 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 67
5 2475 MGate -> Port 1 device 1 3 01030000 000AC5CD
6 2535 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 6T
7 3.490 MGate -> Port 1 device 1 3 0103 0000000AC5CD
8 3.550 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 67
9 4.505 MGate -> Port 1 device 1 3 0103 00 00 00 0A C5 CD
10 4.565 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 6T
1 5.520 MGate -> Port 1 device 1 3 0103 00 00 00 0A C5 CD
12 5.580 MGate <- Port 1 device 1 3 0103 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A3 67

DNP3 Serial Traffic

DNP3 Serial Traffic
[[] Auto scroll
Stop Export Ready to capture.
No. Time Send/ReceivdData
00 00 00 00 00 00 00 OO 0D 00 00 00 FFFF -
5 0.103 Receive 28020000180100000100000100000100414500010000010000010000010000010000
9EOF010000010000010000010000 ‘
6 0.132 Recaive 01000001 FEB5000001000001000001000001000001000B490001 0000010000010000
010000071 00009E0QF
7 1.143 Send 05640BC404000300E42BC6C6013C010632F1
8 1.382 Receive 0564 FF4403000400486069C68100000101000027 9A000000000ACES40200002201 01
0101010101010101 010158650101
9 1302 Recaive 0101010101010101010101010101BBC301010101010101 14050000 1DCO0OO0D00O0OOTS 1E
0100000000000000000000000100
10 1421 Recaive 00 00 9B 70 01 00 00 00 00 OO 00 00 00 00 00 00 CD 00 00 00 73 B2 00 00 00 00 00 00 00 OO 00 0O 00 0D
00000000 FFFFOO 0000 0000000000
11 1.442 Recaive 00 00 00 00 00 00 00 00 FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 FF FF OO0 0000 00 DO OO
000000000000 DOO0OCO0O0OFFFFOOOOD
12 1482 Receive 00 00 00 00 00 00 00 0D 00 00 00 00 D0 ODFFFFO0 00 00 00 15090000 1D 00 00 00 00 0D 0D 00 47 DA
000000000000 OO0OO0O0O0O00ODOCOO00O
13 1492 Receive Q0OOOFFFFOO00OOOCO00O00O0C0O0O0000C000000000CO00OFFFFOOOOCDOD0OO0DOO0OO0O0OO0DDOO
! nA.ANNM NN EE EE ANAA AN ANANNN AN AN
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Status Monitoring

Status Monitoring helps users monitor slave device communication status by PLC/SCADA master. (See
schematic diagram below.) Status monitoring only works when the MGate acts as the “Master”. This
function always works in the background while the MGate is operating. If there are no issues, the MGate will
not list any monitored information. But when an error occurs, the MGate will list the status into the specified
memory, which can be retrieved by PLC/SCADA via Ethernet/IP or Modbus protocol. Once the issue has
been solved, the MGate will eliminate the error status.

Update Status

Device #1
(Slave)

Status
Memory

Device #2
(Slave)

PLC/SCADA
(Master)

Device #3

Data (Slave)

Memory

Device #4

(Slave)

Format:

The maximum number of entries for Status Monitoring lists is 30. Each entry frame has eight bytes, which
contain the information of device ID, information group, and protocol information content. The format is:

4 bytes 1 byte 3 bytes
Device ID Information Group Type Protocol Information

Device ID:

The first four bytes of the status monitoring data represent the device ID, which could be an IPv4 address
or a Modbus server (slave) ID (for example: Modbus server (slave) ID).

Information Group Type:
The fifth byte is the information group, which is defined below:

0x00: Reserved, currently not in use.

0x01: Connection info group, which represents the connection drop or other error related to the
connection step.

0x02: Protocol-related status information, which will be defined by each protocol.

0x03: Moxa defined status.

0x04: Vendor specified.

Protocol Information:
The Protocol Information will be influenced by the Information Group.

If the value in the Information Group is 0x01, the three protocol information bytes will take the values
0x00, 0x00, OxFF. This means a server (slave)device was disconnected or unable to connect successfully.

Information Group Protocol Information

1 byte 1 byte 1 byte 1 byte
0x01 0x00 0x00 OxFF

If the Information Group is 0x02, different protocols of the format will be different.

Modbus Client/Master Error:

Information Group Protocol Information

1 byte 1 byte 1 byte 1 byte
0x02 Reserved Modbus Modbus
(should be all 0) Function code Exception code
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For details regarding the Modbus function code and exception code, refer to the Modbus protocol
specification.

A server/slave device was disconnected or unable to connect success:

1st & 2nd bytes: Should be all 0.

3rd byte: Should be OxFF.

After the server/slave device was connected:

1st byte: Reserved, should be all 0.

2nd byte: The function code of the Modbus command when an error occurs.

3rd byte: The Modbus exception code that the server/slave device responds to (refer to the specification of
the corresponding server/slave device). When the device disconnects or the connection times out, the
exception code will be OxFF.

DNP3 Master Error:

Information Group Protocol Information

1 byte 1 byte 1 byte 1 byte
0x02 Reserved DNP3 DNP3
(Should be all 0) IIN2.X (MSB) IIN1.X (LSB)

The server (slave) device was disconnected or unable to connect success:

1st & 2nd bytes: should be all 0.
3rd byte: should be OxFF.

After the server (slave) device was connected:

1st byte: reserved, should be all 0.
2nd byte: the IIN2.X (MSB) from outstation response fragment.
3rd byte: the IIN1.X (LSB) from outstation response fragment.

When the IIN occurs below, field device status monitoring data will be generated:

IIN1.6 device trouble

IIN2.0 function code not supported
IIN2.1 object unknown

IIN2.2 parameter error

IIN2.3 event buffer overflow
IIN2.5 configuration corrupt

Access method:
Modbus:

If the user’s device is Modbus client/master, and the MGate acts as a Modbus server/slave, the user can get
the status monitoring information through function code 0x03, with protocol register address 60000 (in PLC
view, the address is 60001); Quantity 1 to 120 (total 240 bytes).
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5. Configuration (Text-mode Console)

The MGate 5109 supports a text-mode console with a serial interface, Telnet, and SSH protocols. The user
interface is the same in all text-mode consoles. Note that the text-mode console does not support all
configuration items. Some parameters must be configured through the web console.

You must use a DB9-to-RJ45 cable to connect the serial console port on the MGate gateway’s front panel to
the serial port on the host. The serial console parameters are 115.2 kbps; parity: none; 8 data bits; and
one stop bit.

For telnet and SSH, use HyperTerminal or PUTTY to connect to the MGate. Note that the Telnet protocol
transfers account and password information over the Internet using plain text, so Telnet is essentially
obsolete and should be replaced by the SSH protocol.

To connect to the MGate Telnet/SSH console, load the Telnet/SSH program and connect to the MGate IP
address.

For the serial interface, use a null modem (crossover) cable to connect the serial port on the host to the
serial console port on the MGate’s front panel. The serial console parameters are 115.2 kbps, none for
parity, 8 data bits, and one stop bit. You can use a terminal program such as PComm Terminal Emulator or
PuTTY to connect to the MGate serial console.

On the first page, input the account and password. The account supports two types of users: admin and
user. An “admin” account can change all the settings, but a “user” account can only review the settings. A
“user” account cannot change the configuration. The default password for admin is moxa.

@8 Telnet 192.168.32.19
P —

The text-mode console will display the menu-driven interface. UUse the arrow keys to move the menu bar.
To select the option, press the “Enter” key to go next level menu. To go to the previous level menu, press
the “Esc” key to quit. If necessary, the MGate will need to restart activating the setting.

B Telnet 1921683212 _ op—
MGate 5109 0

N
Examin

ESC: back to menu  Enter: select

]
[Mot Detected
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6. Network Management Tool (MXstudio)

This chapter provides an overview of Moxa’s MXstudio industrial network management suite.

Overview

Moxa’s MXstudio industrial network management suite includes tools that you might need throughout your
industrial network life cycle, such as MXconfig industrial network configuration tool, MXview industrial
management software, and N-Snap industrial network snapshot tool. The MXstudio suite in the MGate 5109
includes MXconfig and MXview, which are used for mass configuration of network devices and monitoring
network topology, respectively. The following functions are supported:

Tool Function Support

System name and login password modification
Network settings

Configuration import/export

Firmware upgrade

Configuration import/export

LLDP for topology analysis

Security View**

MXconfig

MXview

WNEHEPDWN-

** Security features based on IEC-62443 standard.
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