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1. Introduction

AIG QuickON is a powerful utility designed for rapid and efficient deployment of AIG devices. Be it deploying
a single device or managing large-scale deployments, AIG QuickON completes setups quickly, saving you
valuable time and resources.

Key features include:

e Security Setting: Easily configure security parameters to ensure devices are protected according to your
needs

e Software Upgrade: Automatically detect and upgrade software on AIG devices to ensure they always
have the latest features and security enhancements

e Configuration Import: Seamlessly import pre-configured settings files into new devices or export current
configurations for future use

e Cloud Enrollment: Effortlessly register AIG devices to cloud services for remote management and
monitoring

AIG QuickON provides a comprehensive and reliable solution to streamline deployment challenges across
various scales of AIG device deployments.

The eligible AIG Series products are listed in the following table:

QuickON
Version Supported Model

v1l.1l.x or |AIG-101
prior AIG-302
AIG-101
v1.2.0 or 2;2:38; As required by RED 18031-1, this version is designed to
later AIG-501 trigger default password modification upon first use.
AIG-502
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2. Installing AIG QuickON

Prerequisites

e Windows 10 OS and Google Chrome browser on the PC.
» Windows 10 version 1809 or later
» Google Chrome 86.0.4240.183 (64 bit) or later

e Enable the IPv6 link-local address on the PC.

Enabling the IPv6 Link-local Address

To enable the IPv6 link-local address on your PC, do the following:

1. In the Windows search box, enter view network connections and click on Open.

All Apps Documents
Best match
E-’l.- View network connections t A
' Control panel J
f View network connections
@ View your PC name > -
@ View RAM info >
> View your Update history > 7 Open
@® View processor info >
® View your product ID >
@ View pen and touch info >
£ View your network properties >
Search the web
£ view - See web results >
Apps (2)
£ view| o & I )
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2. Select the network adapter that to use to discover Moxa devices, right-click on the network adapter,
and select Properties.

E' MNetwork Connections

1 E' > Control Panel » MNetwork and Internet » MNet

QOrganize = Disable this network device Diagnose this conned
"'5! Ethernet =
e mORs.Com ® Disable
@ Realtek RTL8139C+ |
I Status
Diagnose
Q Bridge Connections
Create Shortcut
W Delete
G Rename
$ Properties
3. Select the Internet Protocol Version 6 (TCP/IPv6) option.
4 Ethernet Properties >
Metworking
Connect using:

¥ Realtek RTL8139C+ Fast Ethemet NIC

Configure...

This connection uses the following tems:

8005 Packet Scheduler A
4 Intemet Protocol Version 4 (TCP/IPv4d)

O . Microsoft Network Adapter Multiplexor Protocaol

2 Microsoft LLDP Protocol Driver

'R intemet Protocol Version 6 (TCP/1PvE)
4 Link-Layer Topology Discovery Responder

4 Link-Layer Topology Discovery Mapper /O Driver W
£ >

Install.. Lininstall Properties
Description
TCP/IP version 6. The latest version of the intemet protocol

that provides communication across diverse interconnected
networks.

OK Cancel

/7  NOTE

Ensure that the service port 5001 (local host) is available to the AIG QuickON web server.

4. Click OK to apply the changes.
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Installing AIG QuickON

To install AIG QuickON, do the following:

1. Download and run the AIG QuickON installation file AIG-QuickON-X.X.X=-XXXXXXXXXXXX.eXe.

&% Setup - AIG QuickON — >

Welcome to the AIG QuickON Setup
Wizard

Thiz will install AIG QuickOM Library on your computer.
It is recommended that you dose all other applications before continuing.

Click Mext to continue, or Cancel to exit Setup.

2. Click Next.
3. Select the I accept the agreement option and click Next.

&% Setup - AIG QuickON —

License Agreement
Flease read the following important information before continuing.

9.

Using AIG QuickON to cooperate with AIG indicates your acceptance of Moxa End-User License Agreement
For AIG QuickON (AIG QuickON EULA) as well.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

Moxa End-User License Agreement A
For AIG QuickON

Thiz Moxa End-User License Aprzement (“Agreement™) governs your use of Moxa
AIG QuickON (“Software™) provided by Moxa Inc., or any one of its subsidiaries or affiliated
companies (collectively referred to as “Moxa"). Installing or using any part of the Software indicates
your acceptance of this Agreement. If you do not agree to this Agreement, you must immediately
cease using any part of the Softwars along with all related documentation, if any, and return them with
your receipt to the place you obtained them. Moxza reserves the right to change, modify, add, or delate
provisions in this Agreement.

LICENSE. Subicct to the terms of this Asrsement. Moxa erants vou a limited. revocable. non- Y

@ I accept the agreement
(7)1 do not accept the agreement
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4. Specify the folder to install AIG QuickON in and click Next.

&% Setup - AIG QuickOM

Select Destination Location

Where should AIG QuickON be installed?

|: Lj Setup will install AIG QuickON into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| | Browse...

At least 152.9 MB of free disk space is required.

" MNext | | Cancel

5. Specify the folder to create an AIG QuickON shortcut in and click Next.

X

&% Setup - AIG QuickON

Select Start Menu Folder
Where should Setup place the program's shortcuts?

o—
Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

| | Browse...

Cancel

Back [ mext | |
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6. Click Next again to confirm the installation settings.

&% Setup - AIG QuickOMN -

Select Additional Tasks
Which additional tasks should be performed?

93,

Select the additional tasks you would like Setup to perform while installing AIG QuickOM, then dlick Mext.

Additional shortcuts:

Add 550 Certificate

7. Click Install.

/7  NOTE

A command line console window (Windows cmd) will open during the installation process. DO NOT close
the cmd window.

&% Setup - AIG QuickON -

Ready to Install
Setup is now ready to begin installing AIG QuickOM on your computer.

51,

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location:
C:\Program Files\MoxalAIG QuickON

Start Menu folder:
AIG QuickON

Additional tasks:
Additional shortcuts:
Add firewall rule (UDP port 40404, 5353) for AIG devices searching
Add S5L Certificate

Back Install Cancel
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8. After the installation process is complete, click Finish.

&% Setup - AIG QuickON

Completing the AIG QuickON Setup
Wizard

Setup has finished instaling AIG QuickOM on your computer, The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

9. Launch the AIG QuickON by Navigating to Start > AIG QuickON

Welcome to AIG QuickON

© Prepare a plan @ Provisioning

Select a plan or go to Create Provisioning Plan

Select a Provisioning Mode and upload the Plan to run
Provisioning

© Wait for Provisioning Results

(.

Watch the device provisioning results in Dashboard

B Do not show this tutorial when AIG QuickON is tumed on @

AIG QuickON User Manual
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3. Configuring AIG QuickON

AIG QuickON Configuration Modes

AIG QuickON offers two configuration modes:

e By Device: Typically used for running a single task such as software update or configuration import for
multiple devices.

e By Plan: Typically used for running multiple tasks simultaneously, such as performing software updates
and configuration imports at the same time. Aids in performing multiple coordinated tasks across
multiple devices.

Select a configuration mode for the AIG QuickON based on your AIG deployment needs.

Configuring By Device

1. Go to Provisioning (by Device) page and click SCAN.

= MOXA AIG QuickON

Dashboard Provisioning (by Device)

ate Provisioning Plar After scannil

ect and unlock the targeted devices

then you can N to execute the provisioning tasl

o  Provisioning

> Show scan explanations

Q SEARCH SCAN

Serial No. ¢ Madel Name Permission Status Software Version 1Pd

There are no devices to show. Clic} &3 SCAN |to scan devices on the LAN

/  NOTE

AIG QuickON relies on the UDP port 40404 for scanning devices in the same network. Be sure to add UDP
ports 40404 and 5353 to the firewall allowed list to enable proper device discovery of AIG devices.
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2. Choose the target devices and Unlock them by entering the Account and Password.

The AIG devices are locked using a default account and password for higher security.
For example, AIG-302's default account is admin and default password is admin@123.

Unlock Device(s)

Info: Enter device account and
password. You must use admin
account to unlock all scanned
devices.

Account

admin

Password

&

CANCEL UNLOCK

To comply with RED 18031-1 cybersecurity requirements, you must set a new password for the "admin”
account and the SSH password for the terminal console.

Unlock Device(s)

Info: After the initial login, the
default device password needs to
be changed. This password update
applies only to devices logging in
for the first time. Please enter a
new password to proceed with the
update.

New Password

o

Confirm Password

o

CANCEL UNLOCK

/7 NOTE

The unlock function is now designed for a device's first use. If the device has been previously used or reset
to default configuration, we strongly recommend performing a full factory reset before using QuickON for
provisioning; especially the console password reset via the web GUI. This ensures secure and efficient
provisioning of a batch of devices in a consistent state.
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3. Select tasks under PROVISIONING ACTION and configure them for the selected device(s).
You can configure the following tasks for devices:

>

YV V YV VY

Set Network: Configure the network parameters such as IP address, netmask, and gateway.
Import Config.: Import and apply a set of configurations to selected device(s).

Export Config.: Export the configuration of the selected device(s) for backup purposes.
Upgrade Software: Upload the upgrade pack to upgrade the selected device(s).

Open Web Console: Access the AIG web console for configuration or troubleshooting.

Provisioning (by Device)

After scanning the devices, please select and unlock the targeted devices,
then you can choose a provisioning action to execute the provisioning task.

> Show scan explanations

1 item(s) selected @ UNLOCK PROVISIONING ACTION ~
B SeralNo. & Model Name Permission Status Software Version IPv4 Set Network
Import Config.
TBCEB1014578 AlG-302-T-AP-AZU-LX @ Granted 1.0.1+6856 10.123.2 P 9
Export Config.
[J TBBHB1202447 AIG-101-T-EU @ Denied - 10.123.2 o <
- . Upgrade Software
[0 TBBHB1202446 AIG-101-T-EU © Denied - 10.123.2
More Information
a - AlG-302-T-AP-AZU-LX © Denied - 192.168

Open Web Console £
ltems per page: 10 v

Configuring By Plan

1. G

o to Create Provisioning Plan page.

2. Select the target device model and click START to edit the plan.

= MOXA AIG QuickON

52 Dashboard Create Provisioning Plan

Create Provisioning Plan Plan Introduction

Create a plan to provision devices with the time-calibration and predefined
= Provisioning ‘ settings listed here.

® About « Software upgrade
« Configuration import
+ Cloud Enroliment
« Linux Command

= Security setting
Select target device model

Device Mode|

AlG-302 -

START

AIG QuickON User Manual
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3. For Software Upgrade, you can configure either Auto or Manual mode.
a. Auto: The selected devices will be upgraded to the latest software packages.
b. Manual: Requires the upload of an upgrade pack that you want to install from a local drive.

< Create Provisioning Plan

Software Upgrade Software Upgrade

@ ~dd software upgrade pack to plan

Import Configuration
Select upgrade package source

Upgrade Mode

Auto -
Cloud Enrollment

+ Check for update
The selected devices will be upgraded to the latest software packages
Linux Command

Security Settings

Summary

© 6 ©¢ 6 o o ©

Finish

CANCEL NEXT >

4. Enable the Add configuration settings to plan slider, browse to the file, and click NEXT.

< Create Provisioning Plan

S Import Configuration

. Add configuration settings to plan

Import Configuration . .
Select the configuration file to upload

Configuration File

Cloud Enrollment BROWSE...
Linux Command

Security Settings

Summary

Finish

© ¢ 6 ¢ o o °©

< BACK CANCEL NEXT >
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5. On the Cloud Enrollment page, click Manage and select Edit to change the settings.
To add more cloud services, click + Add another and configure the service.

< Create Provisioning Plan

Cloud Enrollment

o Software Upgrade
. Add cloud service settings to plan

@ mport Configuration Enroll on to the Cloud Server

Not selected cloud server MANAGE -
e Cloud Enrollment

@ not completed

. + Add another
o Linux Command
e Security Settings
o summary
o Finish
< BACK CANCEL NEXT >

See the following sections for information on adding and configuring specific services:

» Configuring the Azure IoT Device/Azure 10T Edge Service
» Configuring the Azure DPS Service

» Configuring the Moxa DLM Service
» Configuring the AWS IoT Core Service

6. (optional) You can upload Linux command scripts and deploy them to targeted devices.

The supported file formats include tar.gz, bash, binary executables, and Python3 packages.

<« Create Provisioning Plan

o Software Upgrade Linux Command

. Add linux command settings to plan

o Import Configuration . .
Select the Linux command file to upload

Linux Coemmand File

o Cloud Enroliment BROWSE...

Enter your credentials to log in the device's console @
o Linux Command

e Security Settings

o Summary

Execution Timeout (se

600

o Finish

< BACK CANCEL NEXT >
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/  NOTE

You must provide the terminal credential to remotely access the device via SSH and execute the
commands. If the Linux script includes the reboot process, the execution result will display failed due to
the timeout seconds reached, but the script is executed.

7. You can select Disable Provisioning Service to prevent devices from being discovered after the plan
has run or change the current password for cybersecurity reasons.

< Create Provisioning Plan

Security Settings

° Software Upgrade
Caonfigure security settings on devices
° Import Configuration Disable Provision Service
Devices will not be discovered by the provisioning tools after enabling the option
Change the admin account password
° Cloud Enroliment The system mandates altering the default password during initial setup.
Pa
o Linux Command Q
e Security Settings Rl
o
o Summary
a Finish
< BACK CANCEL NEXT >

8. Click NEXT to apply the changes.

9. Review an overview to confirm the current configuration.
Enter a name for the provisioning plan and a password for security purposes.

AIG QuickON User Manual
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< Create Provisioning Plan

Software Upgrade Summary

Plan overview

Import Configuration
Upgrade software

Upgrade Mode I Auto
Cloud Enroliment

Security Settings

Linux Command « Enable provisioning service on device
« Disable password change on device

Security Settings

Set security settings for the plan

Plan Name

© 6 © O © o °©

Summary
Password
Finish Q
Confirm New Password
o
< BACK CANCEL CREATE

10. Click CREATE.
11. Click DOWNLOAD & FINISH to download the plan.
The plan will be downloaded as a *.zip file.

< Create Provisioning Plan

Software Upgrade Finish

Your plan has been created

+ Plan Name : Demo
Import Configuration

« Software Upgrade Pack: v Completed

Cloud Enroliment

Linux Command

Security Settings

Summary

Finish

< BACK DOWNLOAD & FINISH

/  NOTE

Store plans in a secure location for use in the workplaces where AIG QuickON is installed.
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12. Click By Plan and SCAN the devices on the LAN.

AIG QuickON

5 Deshboerd Provisioning (by Plan)

Create Provisioning Plan
ﬂ General settings o Settings for actions a Confirm

@ Provisioning -
Target Devices

By Device

@ About Scanning...

QSEARCH

Select an action
Provisioning Action
Import Provisioning Plan -

CANCEL NEXT >

/7 NOTE

AIG QuickON relies on UDP ports 40404 and 5353 for scanning devices in the same network. Be sure to
add UDP ports 40404 and 5353 to the firewall allowed list to enable proper device discovery.

13. Choose the target devices and Unlock them by entering the Account and Password.
The AIG devices are locked using a default account and password for higher security. For example,
The AIG-101/302's default account: admin, default password: admin@123.

Unlock Device(s)

Info: Enter device account and
password. You must use admin
account to unlock all scanned
devices.

Account

Password

o

CANCEL UNLOCK

14. To comply with RED 18031-1 cybersecurity requirements, you must set a new password for the "admin"
account and the SSH password for the terminal console.
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Unlock Device(s)

Info: After the initial login, the
default device password needs to
be changed. This password update
applies only to devices logging in
for the first time. Please enter a
new password to proceed with the
update.

New Password

Confirm Password

CANCEL UNLOCK

/7 NOTE

The unlock function is now designed for a device's first use. If the device has been previously used or reset
to default configuration, we strongly recommend performing a full factory reset before using QuickON for
provisioning. This ensures secure and efficient provisioning of a batch of devices in a consistent state..

15. Once the target device's permission status shows Granted (meaning device successfully unlocked),
click NEXT.

Provisioning (by Plan)

o General settings e Settings for actions e Confirm

Target Devices

1 item(s) selected B UNLOCK

B serialNo. § Model Name Permission Status Software Version 1Pv4

TBCIB1078125 AlG-302-T-AP-AZU-LX @ Granted 1.0.0+6169 192.168.4.127:8443 S

a - AlG-302-T-AP-AZU-LX @ Denied - 10.123.21.124:8443 H
Items per page: 10 v 1-20f2 K < > >

Select an action
Provisioning Action

Import Provisioning Plan -

CANCEL NEXT >

16. Upload the plan and input the password set for the plan, then Click NEXT.
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Provisioning (by Plan)
° General settings

Select provisioning plan file
(® New plan file

Select a new provisioning plan file from local
O Recent plan files
Select a used plan file in the history list of plans.

Plan File

o Settings for actions

[ [J Patch_aig-302_1.0.1-20240614.tar

Plan Password

Did not have the plan? Create Provisioning Plan Now !

e Confirm

Provisioning (by Plan)
o General settings

Uploaded Plan
Plan File

[ [l PoC_188bd49d-5de2-4b70-a219-0263¢53%cb60.zip X ]

Plan overview

Upgrade software

Upgrade Mode : Auto

Security Settings

« Enable provisiening service on device
« Disable password change on device

< BACK

o Settings for actions

e Confirm

17. Click APPLY for the mass deployment.

Provisioning (by Plan)
° General settings

Confirm plan and device list

O PoC

AIG-302 series only - 2 Subtask(s)

° Settings for actions

e Confirm

Eligible Device (1) Ineligible Device (0)

@ Device list can be provisioned Q SEARCH
Model Name Serial No. Message
AlG-302-T-AP-AZU-LX TBCEB1014578 -
v 1-10f1
< BACK

CANCEL APPLY

AIG QuickON User Manual
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Checking for Updates

You can configure AIG QuickON to update automatically.

/  NOTE

Automatic check for updates is disabled by default. You can enable the service by selecting the Edit
update setting option under MANAGE.

To configure auto-updates, do the following:

1. Go to the About page.
2. Click MANAGE and select Check for updates.

= MOXAN AIG QuickON

22 Dashboard About

B3 Create Provisioning Plan Version Support End-user License Agreement Tutorial

ok Provisioning
.= AlG QuickON MANAGE ~ |
@® About L { )
Version 1.1.0 (20240314) @
Check for updates
Auto check for updates: Disable g
Last check: -
| Editupdate setting

® 2024 Moxa Inc. All rights reserved.

If an updated version is available, the information will be presented.

3. Click INSTALL to install the latest version. Please ensure no existing provisioning procedure is running
before clicking INSTALL.

/  NOTE

The web GUI must be reloaded after the upgrade to ensure the web cache has been cleared.
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A. Configuring Services on the AIG

Configuring the Azure IoT Device/Azure IoT
Edge Service

1. Select the service type Azure IoT Device Service or Azure IoT Edge Service under Cloud
Enrolilment of the Create Provisioning Plan page.

2. Enter the Connection String and click VERIFY & SAVE.

Add Connection

I Info: Add an loT Hub connection and verify it

CANCEL

3. You can edit the Connection String by clicking on EDIT.
The Device ID is auto-generated by using the serial number of the device and authenticated via a
symmetric key.

loT Hub connection EDIT

Auto-generated by serial number

Symmetric key

/7  NOTE

Azure IoT Device Service is only available for AIG-301, AIG-302, AIG-501, and AIG-502 Series.
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Configuring the Azure DPS Service

1. Select the service type Azure DPS Service under Cloud Enroliment of the Create Provisioning
Plan page.

2. Enter the Connection String and click VERIFY & SAVE.

Add Connection

I Info: Add an loT Hub connection and verify it.

@

CANCEL

3. If you want to edit the Connection String, click EDIT and enter the ID Scope.

The Device ID is auto generated using the serial number of the device and authenticated via a
symmetric key.

(optional) Select The provisioning device is an IoT Edge-capable device.
5. Select an Assign Policy.

Enroliment settings

d Scope

The value is required
&

Q@
Auto-generated by serial number v

Symmetric key v

[ The provisioning device is an loT Edge-capable device

b2
@

Evenly weighted distribution v

Assign To loT Hubs @

The value is required

&)

Re-provision and migrate data v

Initial Device Twin State

"properties”; {
"desired": {}
¥
}
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6. Enter the name of the IoT Hubs.
7. Select a Re-provisioning policy.
8. (optional) Customize the Initial Device Twin State.
9. Click NEXT.
g
/  NOTE

Azure DPS Service is only available for AIG-301, AIG-302, AIG-501, and AIG-502 Series.

Configuring the Moxa DLM Service

1. Select the service type Moxa DLM Service under Cloud Enroliment of the Create Provisioning Plan

page.
2. Enter an Email (account) and Password.

Add Connection

INFO:: Add a Moxa DLM connection and verify it

Email
aaa@moxa.com

©

CANCEL VERIFY & SAVE

3. Select a project name to register devices.
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¢ Edit Cloud Enrollment Setting

Select Server Type

Moxa DLM Service ~

Configure an Moxa DLM Connection

Moxa DLM Connection EDIT
@ Verified

Email : joshua.lin@moxa.com

Password: ' (]

Enrollment Settings

Site C v

X.509 -

Connection

Enable Auto Connect

< BACK CANCEL m

4. Click DONE.

Configuring the AWS IoT Core Service

1. Select the service type AWS IoT Core Service under Cloud Enroliment of the Create Provisioning
Plan page.

2. Enter the Access Key ID and Secret Access Key and click VERIFY & SAVE.

Add Connection

Info: Add an AWS loT Core connection and verify it.

©

CANCEL VERIFY & SAVE

3. If you want to edit the Access Key ID and Secret Access Key, click EDIT.
4. The Thing Name is auto generated by using the serial humber of the device.
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« Edit cloud Enrollment Setting

Select server type

AWS loT Core

Configure an AWS IoT Core connection

AWS loT Core connection
© Verified

Enroliment settings

Region *

Asia Pacific (Hong Kong)

Name @
Auto-generated by serial number

de

policy will a

| use "ThingsProEdge-default” as the d
policy automatically i
al ources. We recomm
modify the policy with some restrictions later via the AWS portal

N

efault policy. Moreover,
's not existed. Ti
d the users should

EDIT

/7  NOTE

AWS IoT Core Service is only available for AIG-101, AIG-301, and AIG-501 Series.
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