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1. Introduction 

AIG QuickON is a powerful utility designed for rapid and efficient deployment of AIG devices. Be it deploying 
a single device or managing large-scale deployments, AIG QuickON completes setups quickly, saving you 
valuable time and resources. 

Key features include: 

• Security Setting: Easily configure security parameters to ensure devices are protected according to your 
needs 

• Software Upgrade: Automatically detect and upgrade software on AIG devices to ensure they always 
have the latest features and security enhancements 

• Configuration Import: Seamlessly import pre-configured settings files into new devices or export current 
configurations for future use 

• Cloud Enrollment: Effortlessly register AIG devices to cloud services for remote management and 
monitoring 

AIG QuickON provides a comprehensive and reliable solution to streamline deployment challenges across 
various scales of AIG device deployments. 

The eligible AIG Series products are listed in the following table: 

QuickON 
Version 

Supported Model Note 

v1.1.x or 
prior 

AIG-101 
AIG-302 

 

v1.2.0 or 
later 

AIG-101 
AIG-301 
AIG-302 
AIG-501 
AIG-502 

As required by RED 18031-1, this version is designed to 
trigger default password modification upon first use. 
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2. Installing AIG QuickON 

Prerequisites 
• Windows 10 OS and Google Chrome browser on the PC. 

 Windows 10 version 1809 or later 

 Google Chrome 86.0.4240.183 (64 bit) or later 

• Enable the IPv6 link-local address on the PC. 

Enabling the IPv6 Link-local Address 
To enable the IPv6 link-local address on your PC, do the following: 

1. In the Windows search box, enter view network connections and click on Open. 
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2. Select the network adapter that to use to discover Moxa devices, right-click on the network adapter, 
and select Properties. 

 

3. Select the Internet Protocol Version 6 (TCP/IPv6) option. 

 
 

 NOTE 
 Ensure that the service port 5001 (local host) is available to the AIG QuickON web server. 
 

4. Click OK to apply the changes. 
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Installing AIG QuickON 
To install AIG QuickON, do the following: 

1. Download and run the AIG QuickON installation file AIG-QuickON-x.x.x-xxxxxxxxxxxx.exe. 

 

2. Click Next. 

3. Select the I accept the agreement option and click Next. 

 

 

  



 

 

AIG QuickON User Manual 8 

4. Specify the folder to install AIG QuickON in and click Next. 

 

5. Specify the folder to create an AIG QuickON shortcut in and click Next. 
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6. Click Next again to confirm the installation settings. 

 

7. Click Install. 

 NOTE 
 A command line console window (Windows cmd) will open during the installation process. DO NOT close 

the cmd window. 
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8. After the installation process is complete, click Finish. 

 

9. Launch the AIG QuickON by Navigating to Start > AIG QuickON 
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3. Configuring AIG QuickON 

AIG QuickON Configuration Modes 
AIG QuickON offers two configuration modes: 

• By Device: Typically used for running a single task such as software update or configuration import for 
multiple devices. 

• By Plan: Typically used for running multiple tasks simultaneously, such as performing software updates 
and configuration imports at the same time. Aids in performing multiple coordinated tasks across 
multiple devices. 

Select a configuration mode for the AIG QuickON based on your AIG deployment needs. 

Configuring By Device 
1. Go to Provisioning (by Device) page and click SCAN. 

 

 NOTE 
 AIG QuickON relies on the UDP port 40404 for scanning devices in the same network. Be sure to add UDP 

ports 40404 and 5353 to the firewall allowed list to enable proper device discovery of AIG devices. 
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2. Choose the target devices and Unlock them by entering the Account and Password. 

The AIG devices are locked using a default account and password for higher security.  
For example, AIG-302's default account is admin and default password is admin@123. 

 

To comply with RED 18031-1 cybersecurity requirements, you must set a new password for the "admin" 
account and the SSH password for the terminal console. 

 

 NOTE 
 The unlock function is now designed for a device's first use. If the device has been previously used or reset 

to default configuration, we strongly recommend performing a full factory reset before using QuickON for 
provisioning; especially the console password reset via the web GUI. This ensures secure and efficient 
provisioning of a batch of devices in a consistent state. 
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3. Select tasks under PROVISIONING ACTION and configure them for the selected device(s).  

You can configure the following tasks for devices: 

 Set Network: Configure the network parameters such as IP address, netmask, and gateway. 

 Import Config.: Import and apply a set of configurations to selected device(s). 

 Export Config.: Export the configuration of the selected device(s) for backup purposes. 

 Upgrade Software: Upload the upgrade pack to upgrade the selected device(s). 

 Open Web Console: Access the AIG web console for configuration or troubleshooting. 

 

Configuring By Plan 
1. Go to Create Provisioning Plan page. 

2. Select the target device model and click START to edit the plan. 
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3. For Software Upgrade, you can configure either Auto or Manual mode. 

a. Auto: The selected devices will be upgraded to the latest software packages. 

b. Manual: Requires the upload of an upgrade pack that you want to install from a local drive. 

 
4. Enable the Add configuration settings to plan slider, browse to the file, and click NEXT. 
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5. On the Cloud Enrollment page, click Manage and select Edit to change the settings.  

To add more cloud services, click + Add another and configure the service. 

 

See the following sections for information on adding and configuring specific services: 

 Configuring the Azure IoT Device/Azure IoT Edge Service 

 Configuring the Azure DPS Service 

 Configuring the Moxa DLM Service 

 Configuring the AWS IoT Core Service 

6. (optional) You can upload Linux command scripts and deploy them to targeted devices.  
The supported file formats include tar.gz, bash, binary executables, and Python3 packages. 
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 NOTE 
 You must provide the terminal credential to remotely access the device via SSH and execute the 

commands. If the Linux script includes the reboot process, the execution result will display failed due to 
the timeout seconds reached, but the script is executed. 

 

7. You can select Disable Provisioning Service to prevent devices from being discovered after the plan 
has run or change the current password for cybersecurity reasons. 

 

8. Click NEXT to apply the changes. 

9. Review an overview to confirm the current configuration.  
Enter a name for the provisioning plan and a password for security purposes. 
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10. Click CREATE. 

11. Click DOWNLOAD & FINISH to download the plan. 

The plan will be downloaded as a *.zip file. 

 

 NOTE 
 Store plans in a secure location for use in the workplaces where AIG QuickON is installed. 
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12. Click By Plan and SCAN the devices on the LAN. 

 

 NOTE 
 AIG QuickON relies on UDP ports 40404 and 5353 for scanning devices in the same network. Be sure to 

add UDP ports 40404 and 5353 to the firewall allowed list to enable proper device discovery. 
 

13. Choose the target devices and Unlock them by entering the Account and Password. 

The AIG devices are locked using a default account and password for higher security. For example, 

The AIG-101/302's default account: admin, default password: admin@123. 

 
 

14. To comply with RED 18031-1 cybersecurity requirements, you must set a new password for the "admin" 
account and the SSH password for the terminal console. 
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 NOTE 
 The unlock function is now designed for a device's first use. If the device has been previously used or reset 

to default configuration, we strongly recommend performing a full factory reset before using QuickON for 
provisioning. This ensures secure and efficient provisioning of a batch of devices in a consistent state.. 

 

15. Once the target device's permission status shows Granted (meaning device successfully unlocked), 
click NEXT. 

 

16. Upload the plan and input the password set for the plan, then Click NEXT. 
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17. Click APPLY for the mass deployment. 
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Checking for Updates 
You can configure AIG QuickON to update automatically.  

 NOTE 
 Automatic check for updates is disabled by default. You can enable the service by selecting the Edit 

update setting option under MANAGE. 
 

To configure auto-updates, do the following: 

1. Go to the About page. 

2. Click MANAGE and select Check for updates. 

 
If an updated version is available, the information will be presented. 

3. Click INSTALL to install the latest version. Please ensure no existing provisioning procedure is running 
before clicking INSTALL. 

 NOTE 
 The web GUI must be reloaded after the upgrade to ensure the web cache has been cleared. 
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A. Configuring Services on the AIG 

Configuring the Azure IoT Device/Azure IoT 
Edge Service 

1. Select the service type Azure IoT Device Service or Azure IoT Edge Service under Cloud 
Enrollment of the Create Provisioning Plan page.  

2. Enter the Connection String and click VERIFY & SAVE. 

 
3. You can edit the Connection String by clicking on EDIT. 

The Device ID is auto-generated by using the serial number of the device and authenticated via a 
symmetric key. 

 

 NOTE 
 Azure IoT Device Service is only available for AIG-301, AIG-302, AIG-501, and AIG-502 Series. 
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Configuring the Azure DPS Service 
1. Select the service type Azure DPS Service under Cloud Enrollment of the Create Provisioning 

Plan page.  

2. Enter the Connection String and click VERIFY & SAVE. 

 
3. If you want to edit the Connection String, click EDIT and enter the ID Scope. 

The Device ID is auto generated using the serial number of the device and authenticated via a 
symmetric key. 

4. (optional) Select The provisioning device is an IoT Edge-capable device. 

5. Select an Assign Policy. 
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6. Enter the name of the IoT Hubs. 

7. Select a Re-provisioning policy. 

8. (optional) Customize the Initial Device Twin State. 

9. Click NEXT. 

 NOTE 
 Azure DPS Service is only available for AIG-301, AIG-302, AIG-501, and AIG-502 Series. 
 

Configuring the Moxa DLM Service 
1. Select the service type Moxa DLM Service under Cloud Enrollment of the Create Provisioning Plan 

page.  

2. Enter an Email (account) and Password. 

 

3. Select a project name to register devices. 
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4. Click DONE. 

Configuring the AWS IoT Core Service 
1. Select the service type AWS IoT Core Service under Cloud Enrollment of the Create Provisioning 

Plan page.  

2. Enter the Access Key ID and Secret Access Key and click VERIFY & SAVE. 

 

3. If you want to edit the Access Key ID and Secret Access Key, click EDIT. 

4. The Thing Name is auto generated by using the serial number of the device. 
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 NOTE 
 AWS IoT Core Service is only available for AIG-101, AIG-301, and AIG-501 Series. 
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