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1. Introduction

This Windows 10 IoT Enterprise LTSC 2021 (21H2) user manual is applicable to Moxa’s x86-based
computers listed below and covers the complete set of instructions for these series. Detailed instructions on
configuring advanced settings are covered in the following chapters of the manual. Before referring to

sections in these chapters, confirm that the hardware specification of your computer model supports the
functions/settings covered in this manual.

Moxa Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the recent up-to-

date version of Microsoft Windows so that you can use the most compatible hardware-software combination
in your application fields.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Let’s start with region. Is this right?

Uganda

Ukraine

United Arab Emirates

United Kingdom

United States

Uruguay

Uzbekistan

Vanuatu

Vatican City
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2. Select a keyboard.

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United Kingdom

United States-Dvorak

United States-Dvorak for left hand

United States-Dvorak for right hand

3. Select a second keyboard.

Want to add a second keyboard layout?

Add layout
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4. Connect to a network or continue with limited setup.

Let's connect you to a network

| don't have internet

There's more to discover when you connect to the internet

Access the full range of apps that help you work and play the way you want when you connect to a network and sign in with Microsoft.
Along with being able to browse the internet, get email, and work across devices, you'll also get enhanced features and security.

Full setup with
Microsoft account

Advanced Security and Privacy
Protect and secure your device and personal data \/
r Free access to Office Online, Outlook, Skype, and

more \/
Office Online, Outlook, Skype, Free OneDrive cloud
storage, and more

mll Unlock the best Windows 10 features

& Sync photos from your Android phone, pick up where
you left off, and more

Continue with limited setup Connect now
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5. Sign in to or create a local account or a Microsoft account (MSA).

Whao's going to use this PC?

What name do you want to use?

6. Set a password.

Create a super memorable password

Make sure to pick something you'll absolutely remember.
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7. Choose your privacy settings.

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select ‘Accept’ to save them. You can change these settings at any

Online speech recognition
Use your voice for dictation and to talk to Cortana and other apps that use
Windows cloud-based speech recognition. Send Microsoft your voice data
to help improve our speech services.

® Yes

Find my device

Tum on Find my device and use your device’s location data to help you
find your device if you lose it. You must sign in to Windows with your
Microsoft account to use this feature.

® Yes
Inking & typing
Send inking and typing data to Microsoft to improve the language

recognition and suggestion capabilities of apps and services running on
Windows.

® Yes

Advertising ID
Apps can use advertising ID to provide more personalized advertising in
accordance with the privacy policy of the app provider.

® Yes

Initializing the System

time.

Location

Get location-based experiences like directions and weather. Let Windows
and apps request your location and allow Microsoft to use your location
data to improve location services.

® Yes

Diagnostic data

Send all Basic diagnostic data, along with info about the websites you
browse and how you use apps and features, plus additional info about
device health, device activity, and enhanced error reporti

® Full

Tailored experiences

Let Microsoft offer you tailored experiences based on the diagnostic data
you have chosen (either Basic or Full). Taillored experiences mean
personalized tips, ads, and recommendations to enhance Microsoft
products and services for your needs.

® Yes

Select ‘Learn more’ for info on the above settings, how Windows Defender
SmartScreen works, and the related data transfers and uses.

Learn more Accept

After the OOBE settings, you will be redirected to the device desktop of the device. Wait until the process is
complete. The device will reboot, and the new settings will take effect after the system restarts.
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3. BitLocker

BitLocker is a Windows disk encryption feature, designed to protect data by providing encryption for entire
volumes. BitLocker addresses the threats of data theft or exposure from lost, stolen, or inappropriately
decommissioned devices.

For more information about BitLocker, go to:

https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/

This chapter describes the BitLocker setup process.

Enabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.

- R = Drive Tools ~ This PC - ] X
Computer View Manage (7]
« « 4 O ThisPC » v @/ | SearchThis PC p
{
s Quick sccess  Folders (6)
B Deskton . Desktop 4_j Documents ' Downloads
I Downloads
5] Documents
Music Pictures
&=| Pictures —
[ This PC ~ Devices and drives (1)
o Network Local Disk (C:)
L |
"~ 125 Open
Open in new window
Pin to Quick access
) Tumn on BitLocker
E Scan with Windows Defender...
Share with >
Restore Previous versions
Pin to Start
Format...
Copy
Create shortcut
Rename
Properties
Titems  1item selected : E
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2.

Select an option to back up the recovery key. For example, select Save to a file.

%&) BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

A recovery key can be used to access your files and folders if you're having problems unlocking your PC
It's a good idea to have more than one and keep each in a safe place other than your PC,

—> Save to your Microsoft account

— Save to afile

—> Print the recovery key

How can | find my recovery key later?

Mext Cancel

x

3. Select the path to store the file in.

% Save BitLocker recovery key as

“ * 4 am * ThisPC » NEWVOLUME (D:)

Organize * Mew folder

MName Date modified Type
7 Quick access

[ Desktop
* Downloads
| Documents

Size

Mo items match your search.

= Pictures
3 This PC
= NEW VOLUME (Ds)

=¥ MNetwork

File name:

Search NEW VOLUME (D) 2

BitLocker Recovery Key 06A92F47-93AA-4514-BB5F-DEB2CEF43C03
Save as type: | Text Files (*.txt)

+ Hide Folders

Cancel
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4.

Follow the onscreen instructions to specify the drive encryption options.

&« %@J BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

contain retrievable info.

(® Encrypt used disk space only (faster and best for new PCs and drives)
() Encrypt entire drive (slower but best for PCs and drives already in use)

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still

&« %@J BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1311} introduces a new disk encryption mode (XT5-AES). This mode provides
additienal integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're geing to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

(® New encryption mode (best for fixed drives on this device)

(O) Compatible mode (best for drives that can be moved from this device)

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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5. Click Continue.

<« % BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep werking while the drive is being encrypted, although your PC might run more slowly.
] Run BitLacker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting.

Mote: This check might take a while, but is recommended te ensure that your selected unleck method
works without requiring the recovery key.

Continue Cancel

6. Restart the computer.

'& BitLocker Drive Encryption X

fj% The computer must be restarted

Manage BitLocker

Wait for the encryption process to complete and then click Close.

’a BitLocker Drive Encryption X

c-% Encrypting...

Drive C: 56.9% Completed

Close

Manage Bitlocker
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Disabling the BitLocker

In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

LT Manage  This PC
Computer  View  Drive Tools
<« v 1 = ThispC

 Folders (7)
3 Quick access

I Desktop 3D Objects Desktop
¥ Downloads  # &
5 Documents ‘ Downloads ) Music

&=/ Pictures

% This PC

E Videos

- USB Drive (D)

Example * Devices and drives (2)
Open
Platform Windows (C:) Qbenin new window
I
& Network 068 free of 285 6y Pin'to Quick access
Manage BitLocker

[ scan with Windows Defender..

v U | Search This PC

4 Documents

Pictures

Give access to
Restore previous versions
Pin to Start

Format...

Copy

Create shortcut

Rename
Properties
9items 1 item selected
Click on Turn off BitLocker.
1 > Control Panel > System and Security > BitLocker Drive Encryption v U | Search Control Panel »
Control Panel H °
O Lanetiome BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
@ For your security, some settings are managed by your system administrator.
Operating system drive
Windows (C:) BitLocK sitLocker Drive Encryption X
L Turn off BitLocker
- 3 ) B :
Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.
. : Turn off BitLocker Cancel
Fixed data drives
Removable data drives - BitLocker To Go
D: BitLocker off
See also
& 1PM Administration
) Disk Management
Privacy statement
DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual 15



3. Wait for the decryption process to complete and click Close to exit the program.

4 > Control Panel > System and Security > BitLocker Drive Encryption v U | Search Control Panel

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating syster “& BitLocker Drive Encryption P4
Decrypting...
Windows (C:) Bi s

Drive C: 46.2% Completed

JA

Fixed data drives §
Manage BitLocker

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& 1PM Administration
G Disk Management

Privacy statement

1~ | > Control Panel > System and Security > BitLocker Drive Encryption v U Search Control Panel

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

2 ’%. BitLocker Drive Encryption X
Operating system

Decryption of C: is complete.
Windows (C:) Bi e P

JA

Manage Bitl ocker

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& 1PM Administration
) Disk Management

Privacy statement
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4. Check the disk status after the decryption process is completed.
=2H

Drive Tools  This PC

Computer  View Manage
« « 4 0> ThisPC > v | &| | SearchThis PC
~
3 Quick access Folders (6)
B Desktop .
Desktop 22 Documents Downloads
& Downloads || =) ¥
[£] Documents
— Music == Pictures Videos
=] Pictures =
3 This PC ~ Devices and drives (1)
& Network Local Disk (C:)
H |
L 125 GB free of 139 GB
Titems  1itemn selected

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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4. RAID

RAID is the acronym for Redundant Array of Independent Disk which indicates the use of combining
multiple disks into one or more logical units for data redundancy, performance improvement, or both.

This chapter describes the setup process for Intel® RAID (Intel® RST) and SW RAID.

g
/  NOTE
e The RAID function is only supported for the RKP-C110 Series (including 2HV models) and RKP-C220
Series.

e When configuring Intel® RAID, drives must be of the same type to form a RAID array. SSDs (SATA-
based) can only be grouped with other SSDs, while NVMe drives must be grouped exclusively with
other NVMe drives. Mixing different types of storage devices (e.g., SATA SSDs with NVMe SSDs) in the
same RAID volume is not supported..

Intel® RAID—Changing the RAID Mode

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Setup Utility option.

Fsetup Utility

Enter
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3. RKP-C110 Series:
Select the SATA Configuration option.

FSATA Configuration

F5/F6
Enter

RKP-C220 Series:
Select the Chipset Configuration option.

»Chipset Configuration

F5/F6
Enter
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4. RKP-C110 Series:
a. Select the Map SATA Root Port under VMD and Enable this option.
b. Enable the Hot Plug function on all ports.

Hap $ATA Root Port under YHD <Disabled>

Enab led

F5/FG
Enter

Hap SATA Root Port under VYHD <Enab led>

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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RKP-C220 Series:
Enable Map XXXX under VMD.

Hap H-Key #3 under ¥HD <Disabhled>

Enabled

F5/F6
Enter

Hap $ATA under YHD <Enab led>

F5/F6
Enter

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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5. Press F10 and then select Yes to save the settings.

Hap $ATA under YHD <Enab led>

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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Intel® RAID—Creating a RAID Disk in BIOS

/ NOTE

When configuring Intel RAID, drives must be of the same type to form a RAID array. SSDs (SATA-based)
can only be grouped with other SSDs, while NVMe drives must be grouped exclusively with other NVMe
drives. Mixing different types of storage devices (e.g., SATA SSDs with NVMe SSDs) in the same RAID
volume is not supported.

1. Power on the computer and press F2 to enter the BIOS menu.

2. Select the Device Management option.

PDevice Hanagement

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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3. Select Intel® Rapid Storage Technology.

Device Hanager

*Intel{R) Rapid Storage Technology

17l
Enter

4. Select Create RAID Volume.

FCreate RAID Volume

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual

24



5. Select the RAID Level option and then press Enter to select the raid level; for example,
RAID1(Mirror).

RAID Level: <RAIDO (Stripe)>

RAID1 (Hirror>

F5/F6
Enter

6. Select the target disk.

SATA 0.0, 2.5" SATA $SD 3HE4
CA12307050250001, 59.668

F5/F6
Enter

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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7. Enter X and then press Enter.

SATA 0.0, 2,5 $ATA $SD 3HEA
CA12307050250001, 59. 6GB

F5/F6
Enter

The disk is marked with an X next to it to indicate its selection.

SATA 0.1, 2.5 SATA $SD 3HE4
CA12307050250035, 59.6GB

F5/F6
Enter

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual
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8. Select the Create Volume option.

FCreate Yolune

9. A RAID volume is created based on the settings specified.

Molumel, RAIDT {Hirror), 59.6GB, Normal

F5/F6
Enter

10. Press F10 to save the settings.
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Intel® RAID—Replacing a Disk

1. Run Intel® Optane™ Memory and Storage Management from the Windows start menu.

Recently added

nkel D,

P
il & rrumnand Center i

Entel ® Optsne™ Memory and Storage... Microsoft Edge

- ‘Windeas A
B wincdens B inist ek
X [lype here to search

2. Physically unplug the target SSD from the computer.

Intel® Optane™ Memory and Storage Management

@ Your storage system is functioning normally.
0 Create RAID Volume
Storage System View

Intel® Optane™ _ )
ick on any component below 10 manage its properties.
(H Click 1y p bel ge its prop:

Memory
SATA_Array_0000
Performance
Vol 1
‘ ¥ saTassp (23s 6B) T;p';":fmn 1

Q Settings 238GB

¥f satassp(zascs
0 About v t ]

Rescan
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The status of the SSD that is unplugged will change to Unknown hard disk (0 Bytes) as shown here:

Intel® Optane™ Memory and Storage Management

‘Your system is reporting one or more events, and data may be at
== Create RAID Volume risk. Refer to the details below for more information.
A Intel® Optane™ Storage System View
Memory Click on any component below to manage its properties.
Performance SATA_Array 0000
Q Settings i Volume?
g Unknown hard disk (0 Bytes) Type: RAID 1
238GB
@ Avout U samassoasce

e Internal empty port 0

3. Install the new SSD in the same location.

Intel ™ Memory and Storage Management

Your system is reporting one of more events, and data may be at
e’ Create RAID Volume risk. Refer to the details below for more information
* Intel® Optane™ Storage System View
Memory Click on any component below To manage its properties.
Performance SATA_Array_0000
Q Settings i Volume1
g Unknown hard disk (238 GB) Type: RAID 1
238GB
O rbout Unknown hard disk (238 GB)

U SATA SSD (238 GB)
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4. Click Settings and enable Automatic rebuild on hot plug.

Optane™ Memory and Storage Management

A Manage Notifications settings
Current Windows notifications settings status: Enabled

e Create RAID Volume

Disabling toast notifications for Intel® Oprane™ Memory and Storage
(_ Intel® Optane““ Management will prevent display of all notifications for this application.
4

Performance

What's new window is:
L settings @D crabied

0 roou Automatic rebuild on hot plug

@D =oabeo

Automatic rebuild on hot plug support allows you to automatically start
the rebuild process of a degraded volume by hot-plugging a compatible
disk in the same location as a failed or missing array disk

| WARNING: Any existing data on the hot plug disk will be permanently
deleted as soon as the migration process starts. Back up data before
hot-plugging the disk.

E-mail notifications

5. The system will start rebuilding the storage volume.
Wait for the rebuild process to complete.

e™ Memory and Storage Management

Your system is reporting one or more events, and data may be at

e Create RAID Volume risk. Refer to the details below for more information
b Intel® Optane™ Storage System View
Memory Click on any component below 10 Manage its properties.
Performance SATA_Array_0000
Q Settings [ Votume?
g Unknown hard disk (238 GB) Type: RAID 1
238GB
@ Avout Unknown hard disk (238 GB)
U satassp(23sca) e
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Intel® Optane™ Memory and Storage Management

e Your storage system is functioning normally.
9 Create RAID Volume

Storage System View

Intel® Optane™

( Memory

Click on any component below to manage its properties.

SATA_Array_0000
Performance

a Volume1
{ U SATASSD (238 GB) Type: RAID 1

a' Settings 53868

[ ]
@ About { U~ SATASSD (238 GB)

Rescan

Intel® RAID—Removing a RAID Volume From
the BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Device Management.

PDevice Hanagement

Enter
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3. Select the Intel® Rapid Storage Technology option.

Device Hanager

¥ Intel{R) Rapid Storage Technology

17l
Enter

4. Select the RAID volume that you want to remove.

rolunel, RAID] (Hirror}, 59.6GB, Normal

F5/F6
Enter

5. Select Delete and then press Enter.

Melete

F5/F6
Enter
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6. Select Yes to confirm and then press Enter.

F5/FG
Enter

7. Press F10 to save the settings.

SW RAID—Creating the RAID O or RAID 1 From
Disk Management

7/ NOTE

Use hard disks of the same brand, same model, and same capacity to create a RAID for best performance.

1. Run Disk Management.
All connected disks should have the disk status Unallocated. If the disk status is not Unallocated, you
can right-click on the disk and select Delete Volume.

1 Disk Management - [} X
File Action View Help
e |»= 2=
Volume | Layout I Type | File System Status | Capacity | Free Sp... ] % Free |
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%
= Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397GB  48%
s
= Disk 0
Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)
= Disk 1
Basic
238.46 GB 238.46 GB
Online Unallocated
= Disk 2
Basic
23846 GB 238.46 GB
Online Unallocated
. Unallocated . Primary partition

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual

33




2.

Right-click the target disk. Select the target volume type. For example: RAID1(Mirror).

&% Disk Management

File Action View Help

&= m BH=E =

O

X

Volume |Layout | Type | File System | Status | capacity Free Sp.. | % Free |
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

= Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 13.97GB  48%

= Disk 0 1 N

Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)

Basic
23846 GB 23846 GB
Online Unallocated New Simple Volume..

New Spanned Volume..

= Disk 1 |

B unallocated W Primary partition

New Striped Volume...
= Disk 2 I 2 |
Basic New Mirrored Volume..
23846 GB 238.46 GB New RAID-5 Volume.
Online Unallocated
Properties
Help
B unallocated W Primary partition
To continue, click Next
1 Disk Management - [} X
File Action View Help
e @ BHE #
Volume I Layout I Type r File System ] Status | Capacity. Free Sp.. | % Free |
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
= Windows (C:) Simple Basic NTFES Healthy (B.. 29.21 GB 1397GB  48%
New Mirrored Volume X
Welcome to the New Mirrored Volume
Wizard
This wizard helps you create mirored volumes on disks.
A mirored volume duplicates your data on two disks. Create a
mirrored volume if you want to keep two separate copies of all
your information to prevent data loss.
:
= Disk 0 =
Basic Recovery To continue, click Next.
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition) n)
= Disk 1 |
Basic
238.46 GB 238.46 GB
Online Unallocated
< Back Cancsl
= Disk 2
Basic
23846 GB 238.46 GB
Online Unallocated
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4. Select the disks you want to use, and then click Add.

&% Disk Management

File Action View Help

&= T HE =

Basic
23846 GB 23846 GB
Online Unallocated

B unallocated W Primary partition

5. Click Next.

Volume | Layout Type File System _| Status | capacity Free Sp.. | % Free |
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
= Windows (C:) Simple Basic NTES Healthy (B.. 29.21 GB 13.97GB  48%
New Mirrored Volume
Select Disks

You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add

Available: Selected:

T [Disk 1 244181 MB

= Disk 0 — e
Basic Recovery
29.80 GB 500 MB NTFS < Remove All
Online Healthy (OEM Partition)
Total volume size in megabytes (MB): 0
= Disk 1 (| Maximum available space in MB: 244181
Basic Select the amount of space in MB 244181 =
23846 GB 23846 GB
Online Unallocated

Next > Cancsl

= Disk 2 |

= Disk Management
File Action View Help

e @ BHE #

Basic
23846 GB 23846 GB
Online Unallocated

B unallocated W Primary partition

Volume I Layout Type File System [ Status | Capacity. Free Sp.. | % Free |
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
= Windows (C:) Simple Basic NTES Healthy (B, 29.21 GB 1397GB  48%
New Mirrored Volume
Select Disks
You can select the disks and set the disk size for this volume
Select the disks you want to use, and then click Add
Available: Selected:
T Disk 1 244181 MB |
Disk2 244181 MB
= Disk 0 I <Remove  Sa—
Basic Recovery
29.80 GB 500 MB NTFS < Remove All
Online Healthy (OEM Partition) n
Total volume size in megabytes (MB): 244181
~pisk1 N Ve avaisbie soace n MB 244181 I
Basic Select the amount of space in MB: 244181 :
238.46 GB 238.46 GB
Online Unallocated
< Back Cancel

= Disk 2 e
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6. Assign the drive letter, click Next
&% Disk Management
File Action View Help
& T HE =00
Volume I Layout Type File System [ Status | Capacity Free Sp.. | % Free |
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Windows (C:) Simple Basic NTES Healthy (B, 29.21 GB 1397GB  48%

= Disk 0 —

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

= Disk 1 I

Basic
23846 GB 23846 GB
Online Unallocated

Basic
23846 GB 23846 GB
Online Unallocated

B unallocated W Primary partition

New Mirrored Volume

Assign Drive Letter or Path
For sasier access, you can assign a drive letter or drive path to your volume.

@ Assign the following drive letter. b~

*) Mount in the following empty NTFS folder.

_) Do not assign a drive letter or drive path

< Back Next > Cancel

7. Format the volume using Quick Format, click Next.

= Disk 2 |

= Disk Management
File Action View Help

e I EE U=

Volume | Layout Type File System [ Status I Capacity. Free Sp.. | % Free |
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

= Windows (C:) Simple Basic NTES Healthy (B, 29.21 GB 1397GB  48%

= Disk 0 I

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

= Disk 1 I

Basic
23846 GB 23846 GB
Online Unallocated

Basic
23846 GB 23846 GB
Online Unallocated

. Unallocated ' Primary partition

New Mirrored Volume

Format Volume
To store data on this volume, you must format it first

Choose whether you want to format this volume, and if so, what settings you want to use

() Do not format this volume

(®) Format this volume with the following settings:

File system: NTFS =
Allocation unit size: Defautt =
Volume label: New Volume

[/]|Perform a quick format |
[] Enable file and folder compression

Cancel

= Disk 2 e
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8. Checking the RAID1(Mirror) information. Click Finish to create the RAID1 volume.

=* Disk Management - [} X
File Action View Help

e @ BHmE =

Volume |Layout | Type | File System | Status |_capacity Free Sp.. | % Free |
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

== \Windows (C:) Simple Basic

New Mirrored Volume X

Completing the New Mirrored
Volume Wizard

You have successfully completed the Wizard.

You selected the following seftings:

[Volume type: Mirror I a
Disks selected: Disk 1, Disk 2

Volume size: 244181 MB

= oisko e —
Basic Recovery Allocation unit size: Default
29.80 GB 500 MB NTFS Volume label: New Volume
Online Healthy (OEM Partition) Quick format: Yes e In)

To close this wizard, click Finish.
= Disk 1 |
Basic
23846 GB 23846 GB
Online Unallocated

< Back Cancel

= Disk 2
Basic
23846 GB 23846 GB
Online Unallocated

B unallocated W Primary partition

9. System will show the warning message about SW RAID volume, click Yes to continue.

1 Disk Management - [} X

File Action View Help

e @ BHE #

Volume I Layout I Type r File System ] Status I Capacity. Free Sp.. | % Free |
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

= Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397GB  48%

Disk Management

 The operation you selected will convert the selected basic disk(s) to

—oico chramc k). you conertthedik) o chramc youvilnctbe [

“able to start installed operating systems from any volume on the disk(s)

Basic Recovery (except the current boot volume). Are you sure you want to
29.80 GB 500 MB NTFS continue?
Online Healthy (OEM Partition) Partition)
No
= Disk 1 — —
Basic
23846 GB 23846 GB
Online Unallocated

= Disk 2 1 ———

Basic
23846 GB 23846 GB
Online Unallocated

B unallocated W Primary partition
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10. Checking the RAID1(Mirror) information from disk management.

=* Disk Management - [} X

File Action View Help

N E

Volume | Layout Type File System | Status | capacity Free Sp.. | % Free |
== (Disk O partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== New Volume (D:) Mirror Dynamic ~ NTFS Healthy 238.46 GB 23835GB 100 %

== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %

== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1397GB  48%

= Disk 0 L s

Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 1 ="'\ 9|

Dynamic New Volume (D:)
23846 GB 238.46 GB NTFS
Online Healthy

= Disk 2

Dynamic New Volume (D:)
23846 GB 23846 GB NTFS
Online Healthy

B unallocated W Primary partition B Mirrored volume

SW RAID—Creating the RAID 5 From Storage
Spaces

1. Open Control Panel > System and Security, run Storage Spaces.

@ System and Security - o
“— v 1 @& > Control Panel > System and Security > v U Seard Panel o
~
Control Panel H
e Sanelems ‘v Security and Maintenance
o system and Security Review your computer's status and resolve issues &) Change User Account Control settings
Troubleshoot common computer problems
Network and Internet
(s ‘ Windows Defender Firewall
Check firewall status | Allow an app through Windows Firewall
Programs
User Accounts [ System
= View amount of RAM and processor speed | ) Allow remote access | Launch remote assistance
Appearance and o
4 See the name of this computer
Personalization
Clock and Region Power Options
— Change battery settings | Change what the power buttons do | Change when the computer sleeps
File History
© Save backup copies of your files with File History | Restore your files with File History
‘,’; Backup and Restore (Windows 7)
< Backup and Restore (Windows 7) | Restore files from backup
f«% BitLocker Drive Encryption
Manage BitLocker
\rj;\“/‘, Storage Spaces
<37 Manage Storage Spaces
Work Folders
2 Manage Work Folders
Administrative Tools
Y:_ [ up disk space | Defragment and optimize your drives | &) Create and format hard disk partitions
& view eventlogs | & Schedule tasks
v
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2. Click Create a new pool and storage space.

¥ Storage Spaces - O

« v 4 S > Control Panel » System and Security > Storage Spaces v O Search Control Panel »p

Control Panel Home
Manage Storage Spaces
€ Create a new pool and storage Use Storage Spaces to save files to two or more drives to help protect you from a
space drive failure. Storage Spaces also lets you easily add more drives if you run low on
capacity. If you don't see task links, click Change settings.

=” © Create anew pool and storage space
=7

See also
File History

BitLocker Drive Encryption

3. Select target drives to create a storage pool. RAID 5 requires at least three disks. Click Create pool.

¥ Create a storage pool - a

<« v 1 SZ > Control Panel > System and Security > Storage Spaces > Create a storage pool v U Search Control Panel

Select drives to create a storage pool

Unformatted drives -

256GB SATA Flash Drive Disk 3
Attached via RAID
™38 6B

256GB SATA Flash Drive Disk 2
Attached via RAID
=38 68

256GB SATA Flash Drive Disk 1
Attached via RAID
=38 68

INTEL SSDSC28B240G6 Disk 4
O Attached via RAID

o368

Create pool Cancel

4. Changing the Resiliency type to Parity. Click Create storage space.

¥ Create a storage space - a
<« v 4 S > Control Panel > System and Security > Storage Spaces > Create a storage space v/ Search Control Panel
A
Enter a name, resiliency type, and size for the storage space
Name and drive letter
Name: Storage space
Drive letter: D: v
File system: NTFS
Resiliency
Resiliency type: Parity 7
© A parity storage space writes your data with parity information, helping to protect you from a single
drive failure. A parity storage space requires at least three drives.
Size
Total pool capacity: 713 GB
Available pool capacity: 713 GB
Size (maximum): 470 | |GE v
Including resiliency: 705 GB
v

Create storage space Cancel

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual



5. Checking the RAID 5 volume status.

£ Storage Spaces - o

« v 1 5 > Control Panel > System and Security > Storage Spaces v U | Search Control Panel

~  Storage spaces Al
Control Panel Home

Storage space (D) @ ok View files
Create a new pool and storage Parity Change
space 470 GB Delete

Using 2.25 GB pool capacity

v Physical drives

256GB SATA Flash Drive Rename
D0119232100000000012
Attached via RAID
™ 37% used
Providing 238 GB pool
capacity

256GB SATA Flash Drive @ ox Rename

D0119235600000000018
Attached via RAID
™00.53% used
Providing 238 GB pool
capacity

256GB SATA Flash Drive Rename
D011926340000000006C

. Attached via RAID

See also 1 37% used

File History Providing 238 GB pool

capaci
BitLocker Drive Encryption R

6. Checking the storage space from disk management.

=" Disk Management

File Action View Help

e o Em =XEE D

Volume | Layout ] Type | File System ‘ Status | Capacity Free Sp.. | % Free
== (Disk O partition 2) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Storage space (... Simple Basic NTFS Healthy (P.. 469.87 GB 469.75 GB 100 %
== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1400GB 48 %

= Disk 0 I N R

Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System || Healthy (Boot, Page File, Crash Dump, Primary Pa

= Disk4 1

Basic
223.56 GB 223.56 GB
Online Unallocated

= Disk 5 1

Basic Storage space (D:)
469.88 GB 469.87 GB NTFS
Online Healthy (Primary Partition)

B Unallocated W Primary partition
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SW RAID—Creating the RAID 10 From Storage
Spaces

1. Run the Disk Management. Connecting the new disks and checking all the disk status are
Unallocated. If the disk status is not Unallocated, you can right-click the target disk and select
Delete Volume.

& Disk Management - o X

File Action View Help

e mEm 0D

Volume |_Layout | Type File System | Status Capacity Free Sp... | % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTFS Healthy (. 500 MB 179 MB 36 %
= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 1394GB  48%

= Disk0 [——————————|——————E—————— ]

Basic Recovery Windows (C:)

2980 GB 500 MB NTFS 100 MB 2921 GB NTFS

Online Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 1 |
Basic

23846 GB 23846 GB

Online Unallocated

= Disk 2 1
Basic

23846 GB 23846 GB

Online Unallocated

= Disk 3 I —— N ——————
Basic

23846 GB 23846 GB

Online Unallocated

= Disk4 1
Basic

23846 GB 23846 GB

Online Unallocated

M Unallocated Ml Primary partition

2. Open Control Panel > System and Security, run Storage Spaces.

@ System and Security - [u]
<« v 1 @& > Control Panel > System and Security > vo Da
~
Control Panel H .
oNue teneliome ‘P Security and Maintenance
o System and Security Review your computer's status and resolve issues &) Change User Account Control settings
Troubleshoot common computer problems
Network and Internet
&Y Windows Defender Firewall
Hardware and Sound
Check firewall status ' Allow an app through Windows Firewall
Programs
User Accounts Ry System
View amount of RAM and processor speed | & Allow remote access | Launch remote assistance
Appearance and g
See the name of this computer
Personalization
Clock and Region \J; Power Options
T Change battery settings | Change what the power buttons do | Change when the computer sleeps
File History
@ save backup copies of your files with File History | Restore your files with File History
‘,‘;. Backup and Restore (Windows 7)
%" Backup and Restore (Windows 7) | Restore files from backup
% BitLocker Drive Encryption
A\ Manage BitLocker
€ },{/ Storage Spaces
= Manage Storage Spaces
_ Work Folders
B anage Work Folders
Administrative Tools
[E] Free up disk space | Defragment and optimize your drives | &) Create and format hard disk partitions
@ view eventlogs | & Schedule tasks
v
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Click Create a new pool and storage space.

¥ Storage Spaces

« v 1 5 > Control Panel > System and Security > Storage Spaces v U/ | Search Control Panel

Control Panel H
e e e Manage Storage Spaces

& Create a new pool and storage Use Storage Spaces to save files to two or more drives to help protect you from a
space drive failure. Storage Spaces also lets you easily add more drives if you run low on
capacity. If you don't see task links, click Change settings.

® Create a new pool and storage space

See also
File History

BitLocker Drive Encryption

RAID 10 requires at least four disks. Select Disk 1 and Disk 2 to create a storage pool. Click Create a

pool.

¥ Create a storage pool

<« v 4 S > Control Panel > System and Security > Storage Spaces > Create a storage pool v U Search Control Panel

Select drives to create a storage pool

Unformatted drives

256GB SATA Flash Drive Disk 3
O Attached via RAID
™38 6B

256GB SATA Flash Drive Disk 2
Attached via RAID
™38 6B

256GB SATA Flash Drive Disk 1
] Attached via RAID
=38 68

256GB SATA Flash Drive Disk 4

O Attached via RAID
=38 68

Create pool Cancel

Changing the Resiliency type to Two-way mirror. Click Create storage space. Follow the step 4 to

run the same steps on Disk 3 and Disk 4.

¥ Create a storage space
« v 1 5 > Control Panel > System and Security > Storage Spaces > Create a storage space v U Search Control Panel
Enter a name, resiliency type, and size for the storage space

Name and drive letter

Name: Storage space

Drive letter: Els2
File system: NTFS
Resiliency
Resiliency type: Two-way miror

© A two-way mirror storage space writes two copies of your data, helping to protect you from a single
drive failure. A two-way mirror storage space requires at least two drives.

Size
Total pool capacity: 475 GB
Available pool capacity: 475 GB
Size (maximum): 235] |Gk v

Including resiliency: 470 GB

Create storage space Cancel
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6. Checking the storage space status.

¥ Storage Spaces - [u}
« v 4 S > Control Panel » System and Security > Storage Spaces v U Search Control »p
e e on R
Control Panel Home
| Create a storage space
Create a new pool and storage Using 6.00 GB of 475 GB pool Add drives
I capacity Rename pool

Optimize drive usage

v Storage spaces

Storage space (D) @ ox View files
Two-way mirror Change
235 GB Delete

Using 1.50 GB pool capacity
Vv Physical drives

256GB SATA Flash Drive @ ok Rename
SN:

D0119235600000000018

Attached via RAID

1.37% used

Providing 238 GB pool

capacity

256GB SATA Flash Drive @ ok Rename
SN:
D011926340000000006C
Attached via RAID
1.37% used
DE8As0 Providing 238 GB pool
File History capacity

BitLocker Drive Encryption

7. After the creating steps, the Storage space (D:) and Storage space (E:) will be shown on Disk
Management.

& Disk Management - O X

File Action View Help

e @ HEm=XP LR 2D

Volume [tayout [ Type File System | Status [ capacity [ Free sp.. | % Free

= (Disk 0 partition 2) _ Simple Basic Healthy (E.. 100 MB 100MB  100% ‘
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%

= Storage space (.. Simple Basic NTFS Healthy (P.. 23487 GB 23476GB 100% ‘
= Storage space (E)  Simple Basic NTFS Healthy (P.. 23487 GB 23476GB 100%

= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 139468 48%

= Disk0 | —

Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 2921 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 5 e ___________}

Basic Storage space (D:)
23488 GB 23487 GB NTFS
Online Healthy (Primary Partition)

= Disk 6 e |

Basic Storage space (E:)
23488 GB 23487 GB NTFS
Online Healthy (Primary Partition)

M Unallocated Ml Primary partition
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8. Right-click the Storage space (D:), select Delete Volume.

& Disk Management

File Acion View Help

e m EE =XPEEE

Volume [Layout | Type File System _| Status Capacit Free Sp.._| % Free
= (Disk 0 partition 2) _ Simple Basic Healthy (E.. 100 MB 100MB  100%
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB 36%
= Storage space (.. Simple Basic NTFS Healthy (P.. 23487 GB 23476GB 100%
= Storage space (E)  Simple Basic NTES Healthy (P.. 23487 GB 23476GB 100%
= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 13.94G8  48%

Basic Recovery
2080 GB 500 MB NTFS
Online Healthy (OEM Partition)

M Unallocated Bl Primary partition

100 MB
Healthy (EFI System Partition)

Basic Storage space (D3
23488 GB 23487 GB NTFS
Online Healthy (Primary Partition)

= Disk 6 I Chonge Drive Letter and Paths.

Basic Storage space (E:)
23488 GB 23487 GB NTFS
Online Healthy (Primary Partition)

= Disk0 I

Windows (C:)
2921 GB NTFS
Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk5 L]

Open

Explore

Pai

Mar | ‘
Format...
Extend Volume.

Shrink Volume...

Add Mirror

Delete Volume..

Properties

Help |

9. The warning messages are shown on screen, click Yes to delete the volume.

& Disk Management

File Action View Help

e mEm =XPEEE

Volume [Layout | Type File System _| Status Capacity Free Sp... | % Free
== (Disk 0 partition 2) ~ Simple Basic Healthy (E... 100 MB 100 MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%
== Storage space (... Simple Basic NTFS Healthy (P.. 234.87 GB 23476 GB 100 %
= Storage space (E)  Simple Basic NTFS Healthy (P.. 23487 GB 23476GB 100%
= Windows (C) Simple Basic NTFS Healthy (B.. 2921 GB 139468 48%

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)

100 MB
Healthy (EFI System Partition)

sk 0 -

Windows (C:)
2921 GB NTFS
Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 5 e

Basic Storage space (D:) Delete simple volume
23488 GB 234.87 GB NTFS
Online Healthy (Primary Partition)

| Deleting this volume will erase all data on it Back up any data you

want to keep before deleting. Do you want to continue?
= Disk 6 I

Basic Storage space (E:)
23488 GB 23487 GB NTFS
Online Healthy (Primary Partition) e

M Unallocated Bl Primary partition
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10. The storage space status will change to Unallocated, and run the same steps on Storage space (E:).

7 Disk Management - 0o X
File Action View Help

e m B =XMG2E

Volume [Layout | Type File System _| Status Capacity Free Sp... | % Free

= (Disk 0 partition 2) _Simple Basic Healthy (E. 100 MB 100MB  100%

== Recovery Simple Basic NTFS Healthy (. 500 MB 179 MB 36 %

= Storage space (.. Simple Basic NTFS Healthy (.. 23487 GB 23476GB 100%

== Windows (C:) Simple Basic NTFS Healthy (B. 2921 GB 1394GB 48 %

= Disk 0
Basic
29.80 GB
Online

= Disk 5
Basic
23488 GB
Online

= Disk 6
Basic
23488 GB
Online

11

Recovery Windows (C:)
500 MB NTFS 100 MB 29.21 GB NTFS
Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

23487 GB
Unallocated

1
Storage space (E:)

23487 GB NTFS

Healthy (Primary Partition)

M Unallocated Ml Primary partition

All the storage space status are Unallocated.

& Disk Management - O X
File Action View Help
LA 2l B =XMEEE

Volume [Layout | Type File System | Status Capacit Free Sp... | % Free
== (Disk 0 partition 2) ~ Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery simple Basic NTFS Healthy (.. 500 MB 179MB  36%
= Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1394GB  48%

= Disk 0 1 e

Basic Recovery Windows (C:)

2980 GB 500 MB NTFS 100 MB 29.21 GB NTFS

Online Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 5 1
Basic

23488 GB 23487 GB

Online Unallocated

= Disk 6 |}
Basic

23488 GB 23487 GB

Online Unallocated

M Unallocated Bl Primary partition
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12. Right-click on the Disk 5, select New Striped Volume.

& Disk Management

File Acion View Help

s | ?Ho] t5

Volume [ Layout Type File System | Status [ capacity [ Free sp... | % Free
== (Disk 0 partition 2) ~ Simple Basic Healthy (E. 100 MB 100 MB 100 %
= Recovery Simple Basic NTFS Healthy (... 500 MB 179 MB 36%
== Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1401GB 48 %

Basic
23488 GB 23487 GB
Online Unallocated New Simple Volume...

New Spanned Volume.. {

New St lume...
= oicc |y (S0t Vol

New Mirrored Volume..

= Disk0 e

Basic Recovery Windows (C:)
29.80 GB 500 MB NTFS 100 MB 2921 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 5 e

Basic
23488 GB 2348768 New RAID-5 Volume.
Online Unallocated
Properties
Help
M Unallocated Ml Primary partition
13. To continue, click Next.
& Disk Management - o X
File Acion View Help
e @ HEm =KD
Volume [Layout | Type File System | Status Capacity Free Sp.._| % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTES Healthy (.. 500 MB 179MB  36%
= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 1394GB 48%

New Striped Volume
Welcome to the New Striped Volume
5 Wizard
= Disk 0
Basic Recovery This wizard helps you create striped volumes on disks.
228068 S00,ME TES Astriped volume stores data in st tw disks. A
striped volume stores data in stripes on two or more
Oulite Healthy (OEM Partition) striped volume gives you faster access to your data than a
simple or spanned volume.
= Disk 5
Basic
234.88 GB 23487 GB To continue, click Next.
Online Unallocated

isk 6
Basic
23488 GB 23487 GB
Online Unallocated

<Back [ Newt> | Cancel

M Unallocated Ml Primary partition

ition)
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14

Select the disks you want to use, and then click Add.

& Disk Management - o X
File Acion View Help
e mHEE =0 E
Volume [ Layout Type File System _| Status [ capacity [ Free sp.. | % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTFS Healthy (. 500 MB 179MB 36%
= Windows (C) Simple Basic NTFS Healthy (B.. 2921 GB 1394GB  48%
New Striped Volume %
Select Disks
"You can select the disks and set the disk size for this volume.
= Disk 0 I I
Basic Recovery Select the disks you want to use, and then cick Add.
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition) ition)
Avaiable Selected:
[Pisk6 240509 MB o isk5 240509 MB
= Disk 5 I I
Basic <Remove
23488 GB 23487 GB
Online Unallocated <Remove Al
Total volume size in megabytes (MB): 240509 _ ‘
pEKe — Maximum avaiiable space in MB: 240509
Basic
23488 GB 23487 GB Sslect the amount of space in MB: 240509 =
Online Unallocated
Next > Cancel
M Unallocated Ml Primary partition
15. Click Next.
# Disk Management - o x
File Acion View Help
e mHEm » P E
Volume [Layout | Type File System | Status Capacity Free Sp.._| % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%
= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 1394GB  48%
New Striped Volume X
Select Disks
| You can select the disks and set the disk size for this volume. |
= Disk 0 I I
Basic Recovery Select the disks you want to use, and then click Add
2980 GB 500 MB NTFS
Online Healthy (OEM Partition) ition)
Available: Selected:
‘ R - ioxos 2|
= Disk 5 I = Disk6 240509 MB N
Basic <Remove
23488 GB 23487 GB
Online Unallocated ST
| Total volume size in megabytes (MB) 480298 |
= Disk 6 I |
RS Maximum available space in MB: 240509
23488 GB 2348768 Select the amount of space in MB: 240509 3
Online Unallocated
<Back Cancel
M Unallocated Ml Primary partition
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17

Assign the drive letter, click Next.

& Disk Management

File Action View Help

M Unallocated Ml Primary partition

e mEm =03
Volume [ Layout Type File System _| Status [ capacity Free Sp.. | % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB 36%
= Windows (C) Simple Basic NTES Healthy (B.. 29.21GB 1394GB 48%
New Striped Volume
Assign Drive Letter or Path
| For . you can assign a drive letter or drive path to your volume.
= Disk 0 I
Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition) ition)
b -
= Disk 5 I I
Basic
23488 GB 23487 GB *) Do not assign a drive letter or drive path
Online Unallocated
|
= Disk 6 I i
Basic
23488 GB 23487GB
Online Unallocated
<Back Next> Cancel
M Unallocated Ml Primary partition
Format the volume using the Quick Format, click Next.
& Disk Management - o X
File Acion View Help
L2 7] = 1
Volume [ Layout Type File System | Status Capacity Free Sp.._| % Free
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100MB 100 %
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%
= Windows (C) Simple Basic NTFS Healthy (B.. 2921 GB 1394GB  48%
New Striped Volume
Format Volume
To store data on this volume, you must format it first. Tl
= Disk 0 I I
Basic Recovery Choose whether you want to format this volume, and if so, what settings you want to use.
2980 GB 500 MB NTFS
Online Healthy (OEM Partition) ition)
Do not format this volume.
 Format this volume with the following settings:
= Disk 5 I e NS |
Basic
23488 GB 23487 GB Allocation unit size Default -
Online Unallocated
Volume label: New Volume
7 Perform a quick fomat | ‘
= Disk 6 I ] Enable fle and fokler compression I
Basic
23488 GB 23487 GB
Online Unallocated
<Back Cancel
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Checking the volume information. Click Finish to create the striped volume.

& Disk Management

File Action View Help

e mEm =

Volume [ Layout Type File System _| Status [ capacity [ Free sp.. | % Free
= (Disk 0 partition 2) _ Simple Basic Healthy (E.. 100 MB 100MB  100%
= Recovery Simple Basic NTFS Healthy (.. 500 MB 179MB  36%
= Windows (C) Simple Basic NTFS Healthy (B.. 29.21GB 1394G8  48%

= Disk 0
Basic Recovery
2980 GB 500 MB NTFS
Online Healthy (OEM Partition)
= Disk 5

Basic

23488 GB 23487 GB
Online Unallocated
= Disk 6

Basic

23488 GB 23487 GB
Online Unallocated

M Unallocated Ml Primary partition

19

New Striped Volume ¥
Completing the New Striped Volume
Wizard ————
You have successfully completed the Wizard.
You selected the following settings: ition)

[Volume type: Striped =
Disks selected: Disk 5, Disk 6

| Volume size: 480298 MB

| Drive letter or path: D:

File system: NTFS

Allocation unit size: Default

Volume label: New Volume

Quick format: Yes v ‘

To dlose this wizard, click Finish.

<Back Finish Cancel

System will show the warning messages about SW RAID volume, click Yes to continue.

& Disk Management
File Action View Help

e @ HE =X

- [m] X

Volume [tayout [ Type File System _| Status Capacity [ Free sp... [ % Free
== (Disk 0 partition 2) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %
= Recovery Simple Basic NTFS Healthy (. 500 MB 179MB 36%
= Windows (C:) Simple Basic NTFS Healthy (B.. 29.21 GB 1394GB  48%

= Disk 0

Basic Recovery
29.80 GB 500 MB NTFS
Online Healthy (OEM Partition)
™= Disk 5

Basic

23488 GB 23487 GB
Online Unallocated
= Disk 6

Basic

23488 GB 23487 GB
Online Unallocated

M Unallocated Bl Primary partition

Windows (C:)

Disk Management pary Partition)

The operation you selected will convert the selected basic disk(s) to
| dynamic disk(s). If you convert the disk(s) to dynamic, you will not be
able to start installed operating systems from any volume on the disk(s)
(except the current boot volume). Are you sure you want to
continue?
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Checking the striped volume information from disk management.

& Disk Management - o X
File Acion View Help

e mEE =MD

Volume [ Layout Type File System | Status | Capacity [ Free Sp.. [ % Free
== (Disk 0 partition 2) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %
= New\Volume (D)~ Striped ~ Dynamic  NTFS Healthy 43974 GB 4396268 100%
= Recovery Simple Basic NTFS Healthy (... 500 MB 179 MB 36 %
= Windows (C) Simple  Basic NTFS Healthy (B.. 2921 GB 139468 48%

= Disk0 | ____________ | ______________________|

Basic Recovery Windows (C:)
2980 GB 500 MB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 5 |

Dynamic New Volume (D:)
23488 GB 23487 GB NTFS
Online Healthy

= Disk 6 I

Dynamic New Volume (D:)
23488 GB 23487 GB NTFS
Online Healthy

M Unallocated Bl Primary partition Ml Striped volume
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5. Teaming

NIC Teaming, also known as load balancing and failover (LBFO), allows multiple network adapters on a
computer to be placed into a team for bandwidth aggregation or traffic failover to prevent connectivity loss
in the event of a network component failure.

For more information about Teaming : https://learn.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2012-r2-and-2012/hh997031(v=ws.11)

Intel® Net Team

This chapter describes the setup process for the Intel® Teaming function.

Creating an Intel® Net Team

1. Run Intel® PROSet Adapter Configuration Utility as administrator.

|
i Intel
Intel(R) PROSet Adapter Configurati...
?,» Intel(R) Rapid Storage Technology =3  Pin to Start
) Intel® Management and Security St... More > - Pin to taskbar
]ﬁ[ Uninstall

M L3 Run as administrator

s ) Micrascft Edge [;T_l Open file location

B voxa

- Moxa Seral Interface

i Windows Accessories

- Windows Administrative Tools
i Windows Ease of Access

,..- Windows PowerShell

== Windows Security

B Wi s Sustem

L Type here to search
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2. In the Teaming/VLANs tab, click Create Team.

[ intel® PROSet Adapter Configuration Utility

WINDOWS-IC10GVP o

& < Intel(R) Ethemet Connection (2) 1219-LM
Intel(R) Ethemet Connection (2) 1219-LM

Inel() 1210 Gigabt Network Connectin 8l Teaming/VLANs
Intel(R) 1210 Gigabit Network Connection #2
Intel(R) 1210 Gigabit Network Connection #3

Teaming VLANs

Team this adapter with other adapters: VLANS associated with the selected adapter:

Team:  |Unteamed 2.| Create Team |f | [0 0 Name Seetus

Priority: | None Selected

New Remove Modify

Apply Changes Discard Changes Identify Adapter

3. Select the adapter to include in this team and click Next.

An Intel® ANS team can contain a maximum of eight members.

New Team Wizard

Step 1

Select Member Adapters

Select the adapters to include in this team:

[J Name

[ Intel(R) Ethernet Connection (2) 1219-LM
[  Intel(R) 1210 Gigabit Network Connection
[0 Intel(R) 1210 Gigabit Network Connection #2
[ Intel(R) 1210 Gigabit Network Connection #3

Note: Teams must contain at least one Intel Adapter supporting ANS
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4. Name the team and select a team type. Click Next to continue.

New Team Wizard X

Step 2

FProvide Team Information

Please name the team and select a type:

Name: Team 1 |

Adapter Fault Tolerance

Adapter Fault Tolerance

Adaptive Load Balancing

|IEEE 802 3ad Dynamic Link Aggregation
Static Link Aggregation

Switch Fault Tolerance

Type:

Note: All fields are required

/7  NOTE

You cannot use an Intel® AMT enabled adapter in a Dynamic Link Aggregation (DLA) team or in a Static
Link Aggregation (SLA) team.

5. Select the primary and secondary adapters for the team and click Finish to create an Intel® Net team.

New Team Wizard

Step 3

Configure Member Adapters

Select Pnmary and Secondary Adapters for the team

Primary Adapter: None Selected il

None Selected
Secondary Adapter: Intel(R) Ethernet Connection (2) 1219-LM
Intel(R) 1210 Gigabit Network Connection

I
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6.

Check the Network adapters in the Windows Device Manager.

;.‘._ Device Manager

File Action View Help

e 4 E Brm B

v ...; WIN-355Q28D4H1A A
>l Audio inputs and outputs
> Computer
> wm Disk drives
» [ Display adapters
i Firmware
> @ Human Interface Devices
> "m |DE ATA/ATAPI controllers
> Keyboards
> 8 Mice and other pointing devices
» [ Monitors
> 3 MOXA Embedded Drivers
v [ Network adapters
? Intel(R) 1210 Gigabit Network Connection #2

(P TEAM: Team 1

? TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM
? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection
WAN Miniport (IKEv2)

P WAN Miniport (IP)

EF WAN Miniport (IPv6)

P WAN Miniport (L2TP)

& WAN Miniport (Network Monitor)

EF WAN Miniport (PPPOE)

& WAN Miniport (PPTP)
ﬂ M AN MininAart (SSTDY

Modifying an Intel® Net Team Member

Adding an Intel® Net Team Member

1. Select an Intel® Net team and click Modify Members.

[ intel® PROSet Adapter Configuration Utilty

WIN-3S5Q28D4H1A
Intel(R) 1210 Gigabit Network Connection #2

Intel(R) 1210 Gigabit Network Connection #3
=
ntel(R) Ezhemet Connection (2) 1219-LM

Intel(R) 1210 Gigabit Network Connection

o

{ Team1

Teaming/VLANs

Team Information

Name: Team 1

Team Members

Adapters i this team:

Driver Version: 99072
Ethemet Address: 0090ES00D84A
Primary Adapter:

Intel(R) Ethemet Connection (2) 1219-LM
Secondary Adapter

Intel(R) 1210 Gigabit Network Connection

Type Adapter Fault Tolerance R | ||| Acerter tme S
Intel(R) Ethemet Connection (2) 1219LM Active
Driver Name: ianswb0e Intel(R) 1210 Gigabit Network Connection Inactive

Modify Members

Team Settings VLANs

ClirentValie: VLANS associated with the selected adapter:

s) 0 = O o Name Status

Localy Adminstered Address =
Probe.

Default Value:

0
Use Default
Ao ||
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2. Select the adapters to include in this team and click Apply Changes.

Team 1 Member Adapters X

Select the adapters to include in this team:

[J Name

Intel(R) Ethernet Connection (2) 1219-LM

] Intel(R) 1210 Gigabit Network Connection

1 Intel(R) 1210 Gigabit Network Connection #2
[J Intel(R) 1210 Gigabit Network Connection #3

K&

Apply Changes Cancel

3. Click Yes to continue.

Warning Setting Team Members

The team will lose connectivity momentarily.

Do you want to continue?

ho

/7 NOTE

Modifying team members will cause the members to momentarily lose connectivity.
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4. Check the Network adapters in the Windows Device Manager.

‘.‘l._ Device Manager

File Action View Help

&9 HE HE W

v & WIN-355Q28D4H1A
> i) Audic inputs and outputs
> Q Computer
> wm Disk drives
> [ Display adapters
i Firmware
> & Human Interface Devices
> "m |DE ATA/ATAPI controllers
> K2 Keyboards
> u Mice and other pointing devices
» [ Monitors
> 3 MOXA Embedded Drivers
5 Network adapters
[? Intel(R) 1210 Gigabit Network Connection #3
5 TEAM: Team 1
@ TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM

<

I WAN Miniport (IKEv2)

¥ WAN Miniport (IP)

I WAN Miniport (IPv6)

EF WAN Miniport (L2TP)

I WAN Miniport (Network Monitor)
¥ WAN Miniport (PPPOE)

& WAN Miniport (PPTP)
Iji M AN MininArt (CSTDY

[? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection
? TEAM: Team 1 - Intel(R) 1210 Gigabit Network Connection #2

Removing an Intel® Net Team Member

1. Select an Intel® Net team and click Modify Members.

[ intel® PROSet Adapter Configuration Utility

WIN-3S5Q28D4H1A & < Team1

Intel(R) 1210 Gigabit Network Connection #2 "
Intel(R) 1210 Gigabit Network Connection #3 TeammgNLANs
:
tel(R) Ethemet Connection (2) 1213-LM TGl

Intel(R) 1210 Gigabit Network Connection

Name: Team 1
Type: Adapter Fault Tolerance
Driver Name: iansw60e

DriverVersion: 99072
EthemetAddress: 0090EB00D84A
Primary Adapter

Intel(R) Ethemet Connection (2) 1219-LM
Secondary Adapter.

Intel(R) 1210 Gigabit Network Connection

Team Members

Adapters in this team:
Adapter Name Status
Intel(R) Ethemet Comnection (2) 219-LM Active
ntel(R) 1210 Gigabit Network Connection nactive

Modify Members |

‘ Current Value:

(Check Time (n Seconds) |0
Locally Administered Address
Probe.

Default Value:
0

Use Default

VLANs
VLANS associated with the selected adapter:

O o Name Status.
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2. Uncheck the adapters you want to remove in this team and click Apply Changes.

Team 1 Member Adapters X

Select the adapters to include in this team:

[J Name
Intel(R) Ethernet Connection (2) 1219-LM
O Intel(R) 1210 Gigabit Network Connection

| Apply Changes Cancel

3. Click Yes to continue.

Warning Setting Team Members

The team will lose connectivity momentarily.

Do you want to continue?

Yes _ No

4. Check the Network adapters in the Windows Device Manager.

‘_.{ Device Manager
File Action View Help

¢ mEH BE &

v -.l.j WIN-355Q28D4H1A

> i Audio inputs and outputs
. Computer
== Disk drives
5§ Display adapters
i Firmware
> Human Interface Devices
> " |DE ATA/ATAPI controllers
> 2 Keyboards
» s Mice and other pointing devices
> [ Monitors
> 3 MOXA Embedded Drivers

I Network adapters
3 Intel(R) 1210 Gigabit Network Connection

? Intel(R) 1210 Gigabit Network Connection #2
? Intel(R) 1210 Gigabit Network Connection #3
5 TEAM: Team 1
? TEAM: Team 1 - Intel(R) Ethernet Connection (2) 1219-LM
= WAN Miniport (IKEv2)
P!
WAN Miniport (IP)
P!
WAN Miniport (IPv6)
P!
WAN Miniport (L2TP)
P!
& WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)
WAN Miniport (PPTP)
P!
5 \MANI MimimnArt (CCTDY

<
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Removing an Intel® Net Team

Select an Intel® Net team and click Remove Team to remove the specified Intel® ANS team.

[ intel® PROSet Adapter Configuration Utility - o X

WIN-3S5Q28D4H1A o £ Team1

Intel(R) 1210 Gigabit Network Connection #3 R
&-Team 1 Teaming/VLANs
Intel(R) Ethemet Connection (2) 1213-LM

IntelR) 1210 Gigab Network Connection A
ntl(R) 1210 Gigabi Network Connection #2 Team Information Team Members

Name: Team1 |||Adaptersinthisteam:

Type. Adaptive Load Balancing ) | | | Adaptor Namo e
Intel(R) Ethemet Connection (2) 1219-LM Active

Driver Name: iansw60e Intel(R) 1210 Gigabit Network Connection Standby
Intel(R) 1210 Gigabit Network Connection #2 Inactive

Driver Version: 99072
Ethemet Address: 0090ES800D84A

Primary Adapter:
Intel(R) Ethernet Connection (2) 1219-LM v
Secondary Adapter
Intel(R) 1210 Gigabit Network Connection v
Modify Members

Team Settings VLANs

ClarentVelie VLANS associated with the selected adapter.
Alow Faiback
Check Time {n Seconds) 0 = awo Name Status.
Load Balance Refresh Rate: =
Localy Administered Address
Probe Default Value:
Receive Load Balancing 3

Use Default

Apply Changes Discard Changes
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Intel® Active Management Technology

Intel® AMT is part of the Intel® vPro technology offering. Platforms equipped with Intel® AMT can be
managed remotely, regardless of its power state or whether it has a functioning OS or not. The Intel®
Converged Security and Management Engine (Intel® CSME) powers the Intel® AMT system. As a
component of the Intel® vPro platform, Intel® AMT uses several elements in the Intel® vPro platform
architecture.

This chapter describes the setup process for the Intel® Active Management Technology. For more
information about Intel® Active Management Technology :

https://www.intel.com/content/www/us/en/developer/articles/guide/gettin
management-technology.html?wapkw=AMT

NOTE

Intel® AMT is not supported in models with Intel® Celeron®, Intel® Core™ i3, and Intel Atom®
processors.

Applicable Series

e BXP-C100 Series
e DRP-C100 Series
e RKP-C110 Series
e RKP-C220 Series

Turning on Intel® AMT on PC

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Intel(R) Management Engine BIOS Extension.

»Intel{R) Hanagement Engine BI0S Extension

Enter
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3. Select MEBx Login.

HAIN HENU

4. Enter the Intel® ME default password admin.

HAIN HENU
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5. Enter a new password.
The Intel® MEBX password must meet the following requirements for strong passwords:
> Password Length: At least 8 characters, and no more than 32.
> Password Complexity: Password must include the following:
O At least one digit character ('0', '1', ... '9")

O At least one 7-bit ASCII non alphanumeric character (e.g., ', '$', ';'), but excluding ":', ',' and
"' characters.

O At least one lower-case letter (‘a', 'b'...'z") and at least one upper case letter (‘'A','B'...'Z").

HAIN HENU

6. Verify password and login MEBX.

HAIN HENU
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HAIN HENU

7. Select Intel(R) AMT Configuration.

HAIN HENU

8. Select Network Setup.

INTEL(RY AMT CONF IGURATION

 memonews
[ oo oo |
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9. Select TCP/IP Settings.

INTEL{RY HE NETWORK SETUP

10. Select Wired LAN IPV4 Configuration.

TCP{ 1P SETTINGS

11. Select DHCP Mode and disable DHCP mode.

WIRED LAN IPY4 CONF IGURATION

Disabled

[ i ime iy
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12. Enter the network settings for Intel® Active Management Technology.

WIRED LAN IPY4 CONF IGURATION

13. Back to the Intel(R) AMT Configuration page. Select Activate Network Access. Enter Y to
continue.

INTEL(RY AMT CONF IGURATION
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14. Back to the main menu. Select MEBx Exit to finish the Intel® Active Management Technology

configuration.

HAIN HENU

Accessing Intel® AMT From the Website

1. Open the web browser and enter Intel® AMT IP Address:16992 (e.g.: 192.168.1.1:16992).

<« - C I A F== | IP Address :16992/logon.htm o] Tr I

Intel® Active Management Technology

D

Log On
Log on to Intek® Active Management Technology on this computer.
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2. In the Sign in box, enter the Username and Password for Intel® AMT.

The default Username is admin.

Signin
http://10.123.10.65:16992

Your connection to this site is not private

Username | admin|

Password [T

a. After signing in, you can check the system status and hardware

device.

information of your managed

Intel® Active Management Technology

Computer:

&« > O A MNotsecurs :16992/index.htm?

‘Web Applications Links

System Status System Status
Hardware Information
System Power on
Processor P add
Memory -
Disk IPv6 address Disabled
Battery ystem ID 12345678-1234-5678-90ab-cddeefaabbec
Event Log
Remote Control Date 9/28/2022
Power Policies Time 348 pm
Metwork Settings
IPvG Network Settings
System Name Settings
User Accounts Copyright © 2005-2021 Intel Corparation. All Rights Reserved. Intel@ Active M Technology fi version: 16.0.15-build 1620
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b. The Intel® AMT website provides the basic remote power control feature for the managed device.
Advanced remote power control and the remote KVM feature require a management tool that
supports Intel® AMT, such as Intel® Endpoint Management Assistant (Intel® EMA) or the third-
party tool MeshCommander.

Please refer to the official documentation of the selected tool for installation and usage instructions.

W = m} X

&« > O A MNotsecurs 16992/remote.htm

Y
o

Intel® Active Management Technology

Computer:

System Status Remote Control
Hardware Information
System Power state: On
E,Ir;nﬁﬁm Send a command 1o this computer:
Disk (®) Tumn power off* Select a boot option:
Battery Ccyce TGP Normal boot

Event Lo. P Boot from local CD/DVD drive

Remote Control &5 Boot from local hard drive
ower policies

Network Settings

IPv6 Network Settings *Caution: These commands may cause user application daa loss.

System Name Settings
User Accounts

Web Applications Links
Send Command

c. The Event Manager deals with internal alerts that occur in both the host platform and the Intel®
AMT device, regardless of the power state.

™ = m} x
&« > O A MNotsecurs 16992/remote.htm 2 T
Intel® Active Management Technology
Computer:
System Status Event Log
Hardware Information
System Event Time Source Description
i @1 Y2 pos Entering BIOS satup.
Disk 1062022
Battery © 2 igam  Systemboard  keyboard test
I Event Lna 10/6/2022 .
Remote Control O3 116 am System board ~ Keyboard controller initialization.
Power Policies 10/6/2022
Network Settings @ 4 igam  Systemboard  keyboard test
IPV6 Network Settings
System Name Seftings O s :0‘12‘ 322122 System board  Keyboard controller initialization.
User Accounts 100612022
‘Web Applications Links @ 6 116 am BIOS Performing PCI configuration.
@7 (U2 g5 Performing PCI configuration.
O g : El1hﬁﬁu32l)m22 Processor Starting secondary processor initiglization_
@ 9 ﬂgﬁ"mﬂ BIOS Entering BIOS setup.
10/4/2022
© 10 gusam  Systemboard  keyboard test .
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d. You can configure the managed device network settings via the web GUI.

& = O A Motsecure :16992/remote.htm [ ¢

Intel® Active Management Technology

Computer:

system Status Network Settings

Hardware Information
System - _
(FhET Configure the managed device network setiings for this computer.
Memory Respond to ping
Disk _ - )
Battery TCP/IP settings for wired connection

Event Log () Obtain IP setlings automatically

Remote Control . )

Power Policies ®) Use the following IP settings:

Network Se

IPv6 Network Setl IP address: ]
Web Applications Links T :

Prefered DNSacdress: ||
Aternate DNS addresss ||

/7 NOTE

The AMT management tool can also be used to remotely manage devices.

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual 68



7. Unified Write Filter

Unified Write Filter (UWF) is an optional feature that helps to protect your drives by intercepting and
redirecting any writes to the drive (app installations, settings changes, saved data) to a virtual overlay. The
virtual overlay is a temporary location that is usually cleared during a reboot or when a guest user logs off.

UWF provides a clean experience for thin clients and workspaces that have frequent guests, like schools,
library, or hotel computers. Guests can work, change settings, and install software. After the device reboots,
the next guest receives a clean experience. It increases security and reliability for kiosks, IoT-embedded
devices, and other devices where new apps are not expected to be frequently added.

This chapter describes how to use the Unified the Write Filter (UWF).
To use the UWF, you must first install the feature and enable it; the default is disable.

The first time you enable UWF on your device, UWF makes the following changes to your system to improve
its performance:

¢ Paging files are disabled.

¢ System restore is disabled.

e SuperFetch is disabled.

¢ File indexing service is turned off.

e Fast boot is disabled.

o Defragmentation service is turned off.

o BCD setting bootstatuspolicy is set to ignoreallfailures.

After UWF is enabled, you can select a drive that you want to protect and start using UWF. UWF can help
you manage PCs and devices remotely using WMI.
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Turning on UWF on a Running PC

Install UWF.

a. In the Windows Start window, type Turn Windows features on or off.

b. Open the Windows Features window and expand the Device Lockdown node.
c. Select Unified Write Filter and click OK.

d. Windows searches for the required files and displays a progress bar.

Once the files are found, Windows applies the changes. When the changes are complete, a message
to this effect is displayed.

e. Click Close.

(51 Windows Features — O X

Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[m] | Device Lockdown A
Custom Logon
Keyboard Filter
Shell Launcher
Unbranded Boot
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services

KOOdQd

Internet Information Services Hostable Web Core

Cancel

10orOf

| enarv Comnnnents

Enable the following filter as an Administrator:
cmd uwfmgr filter enable

E¥ Administrator: Command Prompt — =] b

Enable write protection for a drive:
cmd uwfmgr.exe volume protect C:

E¥ Administrator: Command Prompt — [m] ®

Restart your computer.
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e  Confirm that UWF is running:
cmd uwfmgr.exe get-config

EX Administrator: Command Prompt - O X

C:\windows\system32>uwfmgr.exe get-config
Unified Write Filter Configuration Utility version 10.8.17763
Copyright (C) Microsoft Corporation. All rights reserved.

Current Session Settings

FILTER SETTINGS
Filter state: ON
Pending commit: N/A
Shutdown pending:No

SERVICING SETTINGS
Servicing State: OFF

OVERLAY SETTINGS
Type: RAM
Maximum size: 1624 MB
Warning Threshold: 512 MB
Critical Threshold: 1624 MB
Freespace Passthrough: OFF
Persistent: OFF
Reset Mode: N/A

Installing UWF Using WMI

If you have already installed Windows on your computer and you do not want to use a provisioning
package, you can configure UWF by using Windows Management Instrumentation (WMI) providers.

To turn on UWF using WMI, use the UWF_Filter function, specifically the UWF_Filter.Enable method in
one of the following ways:

e Use the WMI providers directly in a PowerShell script

e Use the WMI providers directly in an application

e Use the command line tool, uwfmgr.exe

/  NOTE

You must restart your computer after you turn on or turn off UWF for the changes to take effect.

You can also change the settings after you turn on UWF. For example, you can move the page file location
to an unprotected volume and re-enable paging files.

/" IMPORTANT

If you add UWF to your image by using SMI settings in the unattend.xml file, turning on UWF only sets the
bootstatuspolicy BCD setting and turns off the defragmentation service. You must manually turn off the
other features and services if you want to increase the performance of UWF.

After the device is restarted, UWF maintains configuration settings for the current session in a registry. UWF
automatically excludes these registry entries from its filter. Static configuration changes do not take effect
until after a device restarts; the changes are saved in registry entries for use in the next session. Dynamic
configuration changes occur immediately and persist after a device restarts.
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8. Driver

Moxa provides verified drivers for all devices on the official website. Go to
(https://www.moxa.com/en/support) and search for your device (e.g., MC-3201).

ContactUs | Pariner Zone | My Moxa Sign in

MOXA Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

—Select— b
MC-3201
MC-3201 Series A ty Resources
—Software & DocumeTtaton Producr R ice/RMA Literature Library
Easily find drivers, software, and Moxa's product repair service N | Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality to help you find in-depth
product, service with complete traceability information on our products and -

solutions as well as the
technologies that drive them

of your product.

From the Software & Documentation page, filter by Driver and download the driver package. The driver
packages are categorized by OS version, with separate sections for Peripheral and Expansion modules.

Software & Documentation ~ Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Qperating System - A Software Package(3)  Utility(2)
NAME TYPE CHECKSUM VERSION v CPERATING SYSTEM RELEASE DATE v
Driver for MC-3201 Series (wireless v, Driver SHA-512 [ vi0 - Windows 10 loT Enterprise May 11, 2023
for Windows 10 loT Enterprise LTSC LTSC 2021 Release notes
2021)
1436 MB
Driver for MC-3201 Series o, Driver SHA-512 [ vio - Windows 10 loT Enterprise May 11, 2023
(Peripherals for Windows 10 LTSC 2019 Release notes
Enterprise LTSC 21H2)
-1.0 byles
Driver for MC-3201 Series ok, Driver SHA-512 (3 vi.0 - Windows 10 IoT Enterprise May 11, 2023
(Peripherals for Windows 10 loT LTSC 2019 Release notes
Enterprise LTSC 2019)
12GB
Driver for MC-3201 Series ok, Driver SHA-512 (= vi.0 - Windows 10 loT Enterprise May 11, 2023
(Expansion modules for Windows 10 LTSC 2019 Release notes
loT Enterprise LTSC 2019)
157.9 MB
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This chapter describes the usage of the following:

¢ Moxa IO Controller Utility

e Serial Interface Utility

¢ Moxa Sort Net Name Utility
¢ Moxa CAN Port Sort Utility

Where to Find the Utility

The utilities will be preinstalled in the device if the Windows 10 OS is provided by Moxa. If you have
installed Windows 10 by yourself, go to https://www.moxa.com/en/support to download the utilities.

On the support page, search for your device (e.g., MC-3201).

Contact Us | Partner Zone | My Moxa Sign In
MO/ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select—- -
MC-3201
MC-3201 Series 2 ty Resources
——Software & Documentation Product R ice/RMA Literature Library

Easily find drivers, software, and Moxa's product repair service N . P Moxa offers a wealth of resources

documentation for a specific centers provide quick, quality gy - to help you find in-depth

product service with complete traceability ' information on our products and p
of your product. £ solutions as well as the

technologies that drive them
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From the Software & Documentation page. filter by Utility and download the installation *.zip file.

MC-3201 Series

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  oOperating System - Al Driver(d)  Software Package(3) |

NAME TYPE CHECKSUM VERSION v

Utility for MC-3201 Series (Windows 4, Utility SHA-512 [ vi0
10 loT Enterprise LTSC 2021)
59MB

Utility for MC-3201 Series (Windows | +, Utility SHA-512 (5 v1.0
10 loT Enterprise LTSC 2019)
51MB

Dependent Packages

Compact computers with 11th Gen Intel® Core™
processor, designed for llaT, Al, and marine applications
-20 to 55°C operating temperature

[] save

OPERATING SYSTEM
- Windows 10 loT Enterprise

LTSC 2021

- Windows 10 loT Enterprise
LTSC 2019

RELEASE DATE v

May 11, 2023
Release notes

May 11, 2023
Release notes

¢ Dependent packages must be installed before the utility is installed; you will need to install the
dependent packages to ensure the smooth operation of the utility. Use the following links to

download and install the packages.
e  Microsoft Visual C++ Redistributable:

https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170

. Microsoft .NET Framework 4.8:

https://support.microsoft.com/en-us/topic/microsoft-net-framework-4- 8-offline-installer-for-windows-

9d23f658-3b97-68ab-d013-aa3c3e7495e0

Moxa IO Controller Utility

Moxa IO Controller Utility is used to control the peripheral I/Os as well as the interfaces of expansion

modules on the device. This section describes how to use the Moxa IO Controller utility and covers the

following:

e Setting the DIO status

e Setting the UART mode

e Setting the PCIe slot power status (only BXP-A101 Series)
e Setting the PCle reset pin status (only BXP-A101 Series)

Use the pre-installed utility or install the MoxalOControllerSetup utility from the Moxa support page. and

enable the utility to configure the DIO and UART mode settings.
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After the installation process is complete, run the Windows command prompt as an Administrator and
change the path to C:\Program Files\Moxa\Moxa Computer IO Controller.

E¥ Administrator: Command Prompt — O W

Computer IO Controller

Setting the DIO Status

Run the mx-dio-ctl --help command to see the instructions on using this utility and follow them to get or
set the DIO status.

/" IMPORTANT

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

EX Select Administrator. Command Prompt — O =

rom 8)

from @)

] i this help

--version isp sersion information.

Controller>g

Example:

EX Administrator: Command Prompt - [m} X

Controller>mx-dio-ctl.ex

Controller>mx-dio-ctl.ex

Controller>mx-dio-ctl.ex

Controller io-ctl.ex

Controller>mx-dio-ctl.ex

Controller>mx-dio-ctl.ex

Controller>»
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Setting the UART Mode

Run the mx-uart-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the UART mode.

/7 IMPORTANT

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

B Administrator: Command Prompt — O ™

ctl.exe --help

mode
mode
mode

s help screen.

version information.

xa I0 Controller>g

Example:

EX Administrator: Command Prompt
m Files\Mo xa I0 Controller»mx-uart-ctl.exe
count

0 Controller
interface.

I0 Controller>mx-uar .exe -p @ -m 1

Current uart mode is R ) interface.

\Program Files\Mo Moxa IO Controller

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual 76



Setting the PCIe Slot Power Status (only for BXP-A101
Series)

Run the mx-pcie-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the status of the PCIE slot power.

t"’

IMPORTANT

The PCle slot index starts from 0. Even though the console output starts at 1, the index still starts at 0.

B Administrator: Command Prompt — [m| X

oxa I0 Controller
a Inc. All rights reserved.
s from pcie slot 1:
ie slot 1 power on:
1 -i1-m

ie slot 1 power on with delay Time 288ms:
cie-ctl -i 1 -m 1 -t 200

Required. -i <#PCIE Slot index ( rt from @)

e power
PCIE power o
PCIE power on
PCIE Reset Delay time
] i this help screen.

--version i sersion information.

10 Controller

Example:

EX Administrator: Command Prompt — O %

l.exe -i 8

.exe -1 @8 -m @

a I0 Controller:>
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Setting the PCIe Reset Pin Status (only for BXP-A101 Series)

Run the mx-pciereset-ctl --help command to see instructions on using this utility and follow the onscreen

instructions to get or set the PCIE reset pin status and delay time.

t"’

IMPORTANT

The PCle reset pin index starts from 0. Even though the console output starts at 1, the index still starts at

0.

B Administrator: Command Prompt

Moxa I0 Controller

Required. -i <#PCIE Reset

PCIE Reset Delay time

this help screen.

rsion information.

\Program Files\Moxa\Moxa I0 Controller>g

Example:

iereset- .exe --help

EX Administrator: Command Prompt

iereset-ctl.exe -i @

ciereset-ctl.exe -i 8

-t 2808

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual

78



Moxa Serial Interface Utility

In this section, we describe how to use the Moxa Serial Interface utility to set the UART mode in your
computer's serial interface.

Setting the Serial Port Mode

1. Install the Moxa Serial Interface utility.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

- Intel
M m‘

®® Microsoft Edge Microsoft Edge

Bl voxa

- Moxa Senal Interface
Moxa Senal Interface

g

Q Settings

w
- Windows Accessonies
- Windows Administrative Tools
- Windows Ease of Access
- Windows PowerShell

== Windows Security

- Windows System

£ [fype here to search

3. Select the target COM port and UART mode and click Apply to save the settings.

Moxa Serial Interface w b
-COM Port - Status
COM Mads
RS-232 (:'
COM1 RS-232 ;
COM2  RS-232 RS-485-2W C
RS-422 / :
RS-485-4W ('
Apply | | Cancel
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Moxa Sort Net Name Utility

In this section, we describe how to use the Moxa Sort Net Name utility to rename Ethernet adapter for

mapping physical LAN port order on chassis.
Install the Moxa Sort Net Name utility.

2. After the installation process is complete, run the SortNetName.exe from C:\Program
Files\Moxa\Moxa Sort Net Name as an Administrator.

| [+ = | Moxa Sort Net Name

Home Share Wiew

« v 4
MName
st Quick access

[ Desktop
4 Downloads
|| Decuments

5] SortNetMame

=/ Pictures
3 This PC
- UEFI_NTFS (E:)
- WindowsRecoverylUS

¥ Metwork

1item

< Windows (C:) » ProgramFiles » Moxa » Moxa Sort Net Mame v O

Search Moxa Sort Net Name

Date modified Type Size

Application 26 KB

3. If you want to rename the Ethernet adapter, wait for the installation process to complete.
The order of the Ethernet adapter will correspond to the order of the label (e.g., LAN 2 of the computer

is mapped to Ethernet 2 in Windows).

.

Intel(R) 1210 Gigabit Metwork Con... | 3 @ Intel(R) 1210 Gigabit Network Con...

4 items

K @7 Intel(R) 1210 Gigabit Network Con... Intel(R) 1210 Gigabit Netwerk Con...

&/ Network Connections — O X
4 & 5 Control Panel > Network and Internet > Network Connections v |0 »
Organize s m @
= | Ethemet = Ethernet2 = | Ethemet3 Ethernet 4
A Network cable unplugged A Netwark cable unplugged L W Network cable unplugged Network cable unplugged
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Moxa CAN Port Sort Utility (only for RKP-C220
Series)

In this section, we describe how to use the Moxa CAN Port Sort utility to assign COM port humbers for
mapping the physical CAN ports to the UART port order on the chassis (compatible with the 6-COM 2-CAN
model).

1. Use the pre-installed utility or install the MoxaCANPortSort utility from the Moxa support page.
The initial COM port number assigned may differ from the chassis.

i M Device Manager — a X

File Action View Help
&9 T E HE = B

| B M MOXA-559SE50EOE

i » Iy Audio inputs and outputs
= Computer

> «m Disk drives

» 8 Display adapters

> i Firmware

> v Human Interface Devices

i » E2 Keyboards
) B Mice and other pointing devices

» [ Monitors

5P MOXA Embedded Drivers

» § Multi-port serial adapters

> i? Network adapters

v il _Ports (COM & LPT)|
W Communications Port (COM1)
? Communications Port (COM2)
E MOXA Serial Port 1 (COM5)
é MOXA Serial Port 2 (COM9)
& MOXA Serial Port 3 (COM6)
ﬂ MOXA Serial Port 4 (COMT)
ﬁ MOXA Serial Port 5 (COM10)
E MOXA Serial Port 6 (COM8)
ﬁ USB CANBus Port (COM3)
& USB CANBus Port (COM4) |

» = Print queues
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2. Run the CANPortSort.exe as an Administrator from C:\Program Files\Moxa\Moxa CAN Port Sort.

Moxa CAN Port Sort X ar
& ™ (@] D > - Windows(C) > Program Files > Moxa > Moxa CAN Port Sort Search Moxa CAN Port Sort
@ New [T] N Sort ~ = View v s
=
2 Home Name Date modified Type Size
RI Gallery ‘@ CANPortSort 2/27/2025 5:05 PM Application 24 KB
D unins000.dat 4/2/2025 1:57 AM DAT File 6 KB
‘—\ unins000 4/2/2025 1:57 AM Application 3,130 KB
[l Desktop
[ unins000.msa 4/2/2025 1:57 AM MSG File 24 KR

I B¥ Administrator: Command Prompt =

Microsoft Windows [Version 10.0.26100.3194]
(c) Microsoft Corporation. All rights reserved.

JC:\Windows\System32>cd /d C:\Program Files\Moxa\Moxa CAN Port Sort

C:\Program Files\Moxa\Moxa CAN Port Sort>CANPortSort.exe
USB\VID_llGA&PID_7662 \8-_540041216
F1769_ENUM\ *F INUCANG©O1-88635600168801\6601
F1709_ENUM\ *F INUCANOOQO-88635600168801\ 0000
Change FriendlyName to MOXA Serial Port 1 (COM3) success.
PortName to COM3 success.
FriendlyName to MOXA Serial Port 1 (COM3) success.
PortName to COM3 success.
FriendlyName to MOXA Serial Port 2 (COM4) success.
PortName to COM4 success.
FriendlyName to MOXA Serial Port (CoM4) success.
PortName to COM4 success.
FriendlyName to MOXA Serial Port (COM5) success.
PortName to COM5 success.
FriendlyName to MOXA Serial Port (COM5) success.
PortName to COM5 success.
FriendlyName to MOXA Serial Port (COMé) success.
PortName to COMé success.
FriendlyName to MOXA Serial Port (COM&) success.
PortName to COM6 success.
FriendlyName to MOXA Serial Port (COM7) success.
PortName to COM7 success.
FriendlyName to MOXA Serial Port (COM7) success.
PortName to COM7 success.
FriendlyName to MOXA Serial Port (COM8) success.
PortName to COM8 success.
FriendlyName to MOXA Serial Port 6 (COM8) success.
PortName to COM8 success.
serial port name successfully.
FriendlyName to USB CANBus Port 1 (COM9) success.
PortName to COM9 success.
FriendlyName to USB CANBus Port 1 (COM9) success.
PortName to COMS success.
FriendlyName to USB CANBus Port 2 (COM1@) success.
PortName to COM1@ success.
FriendlyName to USB CANBus Port 2 (COM1@) success.
PortName to COM1@ success.
CANBus port name successfully.
restart the computer.

C:\Program Files\Moxa\Moxa CAN Port Sort>_

3. Wait for the process to complete to then assign the COM port humbers.
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4. Restart the computer.

The order of the CANBus ports and UART ports will correspond to the order of labels on the chassis.

M Device Manager - o X

File Action View Help

e m B HE = B

> Computer

> s Disk drives

> B Display adapters

> BE Firmware

> @@ Human Interface Devices

> &2 Keyboards

> @ Mice and other pointing devices

> [ Monitors

> B MOXA Embedded Drivers

> i Multi-port serial adapters

> I Network adapters

~ [ Ports (COM & LpT)
ﬁ Communications Port (COM1)
ﬁ Communications Port (COM2)
ﬁ MOXA Serial Port 1 (COM3)
@ MOXA Serial Port 2 (COM4)
§ MOXA Serial Port 3 (COMS)
ﬁ MOXA Serial Port 4 (COM6)
i MOXA Serial Port 5 (COMT)
i MOXA Serial Port 6 (COMB8)
ﬁ USB CANBus Port 1(COM9)
ﬁ USB CANBus Port 2 (COM10)

> = Print queues

> n Processors

> W7 security devices

> r Software components

> i Software devices

> W Sound, video and game controllers

> S Storage controllers

> Em System devices

> @ Universal Serial Bus controllers
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10. I0 Control API

This chapter describes how to use the IO Control API.

Downloading the API

1. Go to https://www.moxa.com/en/support.
2. Select your product series (e.g., DA-820).

Contact Us | Partner Zone | MyMoxa  Signin B

MOXN\ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

—Select-- -
DA-B20
3 anty Resources
DA-820 Series
DA-820-Ethernet Series Expansion Modules
iervice/RMA Literature Library
Easily find drivers, software, and Moxa’s product repair service Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality 10 help you find in-depth
product. service with complete traceability information on our products and =
of your product. . solutions as well as the

technologies that drive them.

3. Download the related files.

DA-820 Series

3U 19-inch IEC 61850 native PRP/HSR computer with
Intel® Celeron®, Core™ i3 or i7 CPU

GO TO PRODUCT PAGE [ save

Software & Documentation ~ Product FAQs ~ Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System o B v v ) |G

NAME TvPE VERSION™  OPERATING SYSTEM RELEASE DATE v
Library for DA-820 Series (Windows 7 Example) o, Library vi.0 Jan 29, 2015
s509K8

Driver for DA-820 Series (Peripheral for Linux) oL, Driver vio Jan 22,2015
Driver for DA-820 Series (Linux) o, Driver Vo Jan 22,2015

8

SHOWALL v
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The mxdgio library operates on the digital I/Os and consists of the following:

¢ GetDinCount

¢ GetOutCount

e GetDinStatus
¢ GetDoutStatus
¢ SetDoutStatus

GetDinCount

Syntax
int GetDinCount () ;

Description

Get the numbers of a digital input port.
Parameters

N/A.

Return Value

The numbers of the digital input port.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutCount

Syntax
int GetDoutCount () ;

Description

Get the numbers of a digital output port.
Parameters

N/A.

Return Value

The numbers of the digital output port.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json

GetDinStatus

Syntax
int GetDinStatus (int port);

Description

Gets the status of a digital input port.

Parameters

port: The index of the digital input port; starts at 0.

Return Value

The status of the digital input port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Value |Meaming

1 The mxdgio library initialization failed. Cannot open json profile.
2 Target port index is out of range.

LIB_INITIALIZE_FAIL
PORT_OUTOF_INDEX

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutStatus

Syntax
int GetDoutStatus (int port);

Description

Gets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

Return Value

The status of the digital output port; 0 for low and 1 for high.

Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/Name].json
SetDoutStatus

Syntax

int SetDoutStatus (int port, int status);

Description

Sets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

status: The status of the digital output port; 0 for low and 1 for high.
Return Value

Returns the value 0 if the digital output status is successfully set.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined using a bad format.
Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartCount
¢ GetUartMode
¢ SetUartMode

GetUartCount

Syntax
int GetUartCount () ;

Description

Gets the numbers of the UART port.
Parameters

N/A

Return Value

The numbers of the UART port.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/IName].json
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GetUartMode

Syntax
int GetUartMode (int port);

Description

Gets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

Return Value

The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W, and 3 for RS-422.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
SetUartMode

Syntax

int SetUartMode (int port, int mode);

Description

Sets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W, and 3 for RS-422.
Return Value

Returns 0 if the UART mode is successfully set.

Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined using a bad format.
NOT_SUPPORT_MODE -4 Target mode is not supported for this port.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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mxpcie (only for BXP-A101 Series)

The mxpcie library operates on the power of PCIE slot and consists of the following:

¢ GetPCIESIotStatus
¢ SetPCIESlotStatus
¢ SetPCIESlotStatusWithReset

GetPCIESIotStatus

Syntax
int GetPCIESlotStatus (int port);

Description

Gets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot power; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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SetPCIESIotStatus

Syntax
int SetPCIESlotStatus (int port, int status);

Description

Sets the PCIE slot power status.

Parameters

port: The index of the PCIE slot; starts at 0.

status: The status of the PCIE slot power; 0 for OFF, 1 for ON.
Return Value

Returns 0 if the PCIE slot power is successfully set.

Error codes

The following error codes can be retrieved using the PCIE_STATUS function.

Name |Value |Meaning
LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json

SetPCIESlotStatusWithReset

Syntax

int SetPCIESlotStatusWithReset (int port, int status, int time);

Description
Sets the PCIE slot power status and PCIE slot reset pin turn ON and OFF.
Parameters

port: The index of the PCIE slot; starts at 0.
status: The status of the PCIE slot power and PICE reset pin; 0 for OFF, 1 for ON.
time: The delay time between PCIE slot reset pin turn ON and OFF.

Return Value

Returns 0 if the PCIE slot power and PCIE reset pin are successfully set.

Error codes
The following error codes can be retrieved using the PCIE_STATUS function.

Value |Meaming

LIB_INITIALIZE_FAIL -1 The mxpcie library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Name _____ [Items ________________|

Header mxpcie.h

Library mxpcie.lib

DLL mxpcie.dll

Profile MxpcieProfile[ModelName].json
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mxpciereset (only for BXP-A101 Series)

The mxpciereset library operates on the PCIE reset pin status and consists of the following:

¢ GetRESETSIlotStatus
e SetRESETSIlotStatus

GetRESETSIlotStatus

Syntax
int GetRESETSlotStatus (int port);

Description

Gets the PCIE slot reset pin status.

Parameters

port: The index of the PCIE slot; starts at 0.

Return Value

The status of a PCIE slot reset pin; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile[ModelName].json
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SetRESETSIotStatus

Syntax
int SetRESETSlotStatus (int port, int time);

Description

Sets the PCIE slot reset pin ON/OFF cycle and delay time.
Parameters

port: The index of the PCIE slot; starts at 0.

time: The delay time between PCIE slot reset pin turn ON and OFF.
Return Value

Returns 0 if the PCIE slot reset pin is successfully set.

Error codes

The following error codes can be retrieved using the RESET_STATUS function.

Name  Value  |Meaning
LIB_INITIALIZE_FAIL -1 The mxpciereset library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxpciereset.h

Library mxpciereset.lib

DLL mxpciereset.dll

Profile MxpcieresetProfile[Mode/Name].json

mxwdg

The mxwdg library operates on the watchdog and consists of the following:

¢« mxwdg_open
¢ mxwdg_refresh
¢ mxwdg_close

mxwdg_open

Syntax

PVOID mxwdg open(unsigned long time);

Description

Initializes the watchdog timer.

Parameters

time: The interval in seconds at which the watchdog timer is refreshed.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxwdg_refresh

Syntax
int mxwdg refresh (PVOID fd);

Description

Refreshes the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value

Returns 0 on success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

mxwdg_close

Syntax
void mxwdg close (PVOID £fd);

Description

Disables the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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11. System Backup and Restore

This chapter describes the usage of the following for system backup and restoration.

¢ WindowsRecovery

WindowsRecovery

WindowsRecovery is an OS image backup and restore program for system deployment, backup, and
recovery. You will first need to create a WindowsRecovery USB disk. This WindowsRecovery disk can only be
used to boot a UEFI BIOS machine.

Preparing the USB device

1. Contact a Moxa technical staff and get the required file.

I + | WindowsRecovery - m} X
Home Share View 9
+ » WindowsRecovery v O O Search WindowsRecovery

~

MName Date modified Type Size
7 Quick access
[ Desktop

-l- Downloads

[8g] BuildWindowsRecoveryUSB_V1.1.0

%] Microsoft.Wim.dll

%] MxUsbFormatLib.dll

|| WindowsRecovery_V1.5_Build_22100313.wim

Application
Application exten...
Application exten...
WIM File

[=| Documents

| Pictures

2. Run the BuildWindowsRecoveryUSB_V1.1.0.exe.

5! BuildRecoveryUSB — O =

Select USB and WIinPE image
USB Drive:
TestUSB (D:) [32 GB] v

Windows Recovery File:

Cancel
3. Select the USB drive to format.
5! BuildRecoveryUSE - O b4
Select USB and WinPE image
USE Drive:
TestUSB (D:) [32 GB] ~

TestUSB (D:) [32 GB]

Cancel

4. Click ... to select a .wim file from the folder.
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5! BuildRecoveryUSE

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB]

Windows Recovery File:

Start Cancel

Chose the WindowsRecovery file..,

“ v » WindowsRecovery v | O Search BuildUSE 02
Organize » Mew folder
~
() MName Date modified Type Size
~ 3k Quick access

I Deskiop » D WindowsRecovery_¥1.5_Build_22100313.wim 7/26/2023 11:40 AM WIM File
# Downloads o

@ Documents o

&= Pictures *

v

EileTneme | u\ WIM files -

e

5. Click Start and make sure the selected USB disk is formattable. Click Yes to start creating the recovery
USB.
o2 BuildRecoverylUSB - a b ¢
Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB] v

Windows Recovery File:
owsRecoveryWindowsRecovery_V1.2.0_ Build_22012518.wim [~ ]

Start Cancel

DRP/BXP/RKP Series Windows 10 IoT Enterprise LTSC 2021 Manual 26



6. Wait for the process to finish.
The program will format the USB device and create a UEFI bootable volume and a WinPE volume. You
may see additional windows about folder information; do not close these. You can close the windows
after the process finishes.

a5 BuildRecoveryUSB - O %

Build Recovery USB

1. Partition Disk (Done)
2. Apply File (Done)

Build WinPE USB Complete ! Exit

7. To create a recovery USB disk with the Windows 10 image, copy the os_image_ModelName directory
to the \home\partimag folder in the USB drive.

a | B =1 Manage WindowsRecoveryUSB (F:) i O x
Home Share View Drrive Tools 0
P wm * WindowsRecoveryUSB () » v & Search WindowsRecoveryUSB... ©
SnmpWalk Ll Mame Date medified Type Size
System32 Boot 12/11/2020 328 M File folder
5 [ This PC EFI 12/11/2020 3:32 PM  File folder
= en-us 2:49 p File folder
Ve UEFI_NTFS (G:) 3 File folder
> EFI sources File folder
] bootmgr.efi EFI Fil 1475 KB
Iv - WindowsRecoverylUSB (F:) I |_1 cotmgr.en e
Boot
EFI
en-us v
fitems
(= < | partimag — O X
Home Share View - 0
<« v A » WindowsRecoveryUSB (F) » home » partimag » ~ 0 Search partimag el
~
I This PC o MName Date modified Type Size
os_image_V2406C_V1.0 12/22/202010:74 ... File folder
= UEFI_NTFS (G:) T
EFI
- WindowsRecoveryUSB (F:)
Boot
EFI
en-us
home
sources %

1item
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Booting From the USB Disk

1.

2.

Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu,
select Boot Manager and press Enter to continue.

MBoot Hanager

Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

Boot Hanager

EFI USB Device (Patriot Hemory?
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System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the
Windows Recovery utility will display. Follow these steps.

1. Click Backup.

Information Shutdown

ecovery

2. Select the Source disk to backup and Destination USB to store the OS image, also give an image
name and description. Click Start to backup.

=

2 Windows Recovery

Windows Bockup @

Source

|Disk-0 =

Model: MRSAJAADGAGTW25C00
Used Space: 19.3 GB (20,719,685,632) Bytes
Free Space: 36.53 GB (35,284,023,206) Bytes

Destination

[= |

Patriot Memory LUSB Device, Partitionf0
Used Space: 12.09 GB (12.985.724 928) Bytes
Free Space: 42.97 GB (46.136,131,584) Byles

Image Information
Build ID:

Image Description:

!
= L
Backup R

o=_image_yyyyMMddHHmmszs

Startto backup
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3. Click Yes to continue.

Disk-0

Windows

o Start Backup Process?

TestImage

FEC

» »Windows
overy

Image Capturing...

Backup

os_imags_Windows_Image_01

Start to backup

n Shutdown

=% Windows
gecovery
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5. When the process is done, click OK.
2 Windons ecovey [SiE=]

Backup Recovery Option Information Shutdown

6. Click OK, the computer will shut down.

-

B Wingows Recovery

Backup Recovery Option Information Shutdown
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7. The OS image will be saved in the USB disk at home\partimag.

| = | partimag

Home Share View

“ v s This PC » WindowsRecoveryUSE (0:) » home » partimag » v | O

-

[ Desktop A Name Date modified
Documents
‘ Downloads
J‘! Music

[&] Pictures

B videos

i Windows ()

os_image_Windows_Image_01 7/20,/2020 3:49 PM

= WindowsRecoveryUSB (D:)

1 item

Search partimag

Type

File folder

Size

8. In the os_image folder you can view the backup information and the image files.

I M = | os_image_Windows_Image_01

Home Share View
« v <« home » partimag * os_image_Windows_Image 01 v | O
[ Desktop 2 Name Date modified
] Documents 5] comm 11/29/20199:
‘ Downloads D os_image_Windows_Image_01.wim 11/29/2019 1
J‘: Music E_'] Windows_lmage_01 11/29/201
D Windows_lmage_01 3/3/2020 11:08 AM

m Videos

e Windows (C:)

- WindowsRecoveryUSB (D:)

4 items

- ] x
2]
Search os_image_Windows_|... 0
Type Size
Configuration sett... 1KB
WIM File 5438672 KB
Configuration sett... 1KB
Text Document 1KB
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Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment(WinPE) and the Windows
Recovery utility will display. Follow these steps.

1. Click Recovery.

Information Shutdown

2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Disk to restore. Click Apply.

5

ElE=

i Windows Recovery

Windovs Recovery

Source

Device

|E: (Patriot Memory USB Device) ~|

Select Folder File

|os_image_Windows_Image_01 ~|

Build ID:Windows_Image_01
Image Size:6.51 GB
Image Description

V24060

20190325

TestImage

Destination

;Dlsk - 0 (MRSAJAADGAGTW25C00) V_‘

Model: MRSAJAADG4GTW25C00
Used Space: 5.9 GB (60,019,868.160) Bytes

Apply
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/7  NOTE

If dual operating systems are required, we recommend first restoring the images to the destination drive
with the PCle interface (if available).

3. Click Yes to continue the process.

[==]E=]

osi mﬂjéfWim%fpwsﬁlmgeim

Build ID:Windows_Image_01
Imans £ Rl R

G

4. Click Yes to overwrite the destination drive.

-
i@ Windov

s Recovery

' E: {Patriot Memory USB Device}

Folder File

os_image_Windows_Image_0T

Build ID:Windows_Image_01
iza-B B1 00

| Destination drive will be overwritten !!!
\ Do you want to continue?

[ = ][ w |

| Digk- 0 (MRSAJAADG4GTW25C00)

W

Shutdown

Windows
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5. Wait for the process to complete.

s [= &=

&b Windows Recoveny

Apply Image

Shutdown

6. Click OK.

/7  NOTE

When you restart the computer, you will need to wait about 5 minutes for the computer to go through two

cycles of the reboot process. The system configuration files will be initialized during the first bootup
process. Do not turn off or shut down the computer while the system is restarting.
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