Firmware for UC-5100 Series Release Notes

Version: v1.2 Build: Build 19070818
Release Date: Jul 08, 2019

Applicable Products

UC-5101-LX, UC-5102-LX, UC-5111-LX, UC-5112-LX, UC-5101-T-LX, UC-5102-T-LX, UC-5111-T-LX,
UC-5112-T-LX

Supported Operating Systems

Moxa Industrial Linux (Debian 9)

New Features

¢ Includes the mx-ver utility.
¢ Includes the mx-module-ctl utility, which replaces the mx-mod-ctl utility.
¢ Includes can-utils and bridge-utils packages.

Enhancements

¢ Upgrades kernel version to CIP Linux 4.4.154.

¢ Upgrades the TPM v2.0 driver.

¢ Includes security patches: CVE-2018-9363, CVE-2018-10882, CVE-2018-10881, CVE-2018-10877,
CVE-2018-10876, CVE-2018-10883, CVE-2018-10853, CVE-2018-6412, CVE-2018-1093, CVE-2018-
1092, CVE-2017-8824, CVE-2018-1000004, CVE-2017-8824, CVE-2017-5715, CVE-2017-1000410,
CVE-2017-5753, CVE 2017-5715, CVE-2017-17741, CVE-2017-1000407, CVE-2017-0861, CVE-2017-
7518, CVE-2017-13080, CVE-2017-12193, CVE-2017-15265, CVE-2017-0786, CVE-2017-12154, CVE-
2017-1000252, CVE-2017-12153, CVE-2017-11600, CVE-2017-10663, CVE-2015-8944, CVE-2016-
6213, CVE-2017-1000370, CVE-2017-1000371.

Bugs Fixed

¢ Modified the platform initialization script to fix an issue in an mx-uart-ctl utility option.
¢ Unload the WLAN module before powering off the SparkLAN WPEQ-160ACN module.

Changes

¢ Removes the auto mount SD and auto mount USB features.
¢ Removes the mx-frm-upgrade, mx-frm-downgrade, and mx-overlay commands.

Notes
N/A
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Version: vi.1

Build: N/A

Release Date: Apr 19, 2019

Applicable Products

UC-5101-LX, UC-5101-T-LX, UC-5102-LX, UC-5102-T-LX, UC-5111-LX, UC-5111-T-LX, UC-5112-LX,

UC-5112-T-LX

Supported Operating Systems
Moxa Industrial Linux (Debian 9)
New Features

¢ First release.

Enhancements

N/A

Bugs Fixed

N/A

Changes

N/A

Notes

N/A
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